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A New Way of Work

Beyond Digital!
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U N D P I DT4M — Dig ita I Development Cooperation

Information Management Syst¢

Systems Catalogue

BACKGROUND

The Inclusive Digital Transformation for Malawi (IDT4M) project supports the Government of Malawi to design,
develop, and scale digital public goods that strengthen governance, accountability, and service delivery. This
catalogue presents a curated portfolio of UNDP IDT4M-supported digital systems that are actively used
across national and sub-national institutions.

WHY IT MATTERS: ANEW WAY OF WORK

Designed Around Real Why a Digital Team Cross-Cutting Value
Needs Matters
National Reach: Platforms serve citizens,
» Systems follow a needs- » Coherence across i
. . councils, and development partners
based, use-case-driven systems by ensuring nationwide
approach that aligns user-centred design,
digital tools with real interoperability, qualit . ..
'g. ) P ¥, 4 y Evidence-Based Decisions: Supports faster,
institutional workflows. assurance, and long-

accurate planning and response
term sustainability. P € P

* This reduces . .

L ) . Accountability & Trust: Citizens can report
duplication, improves * This ensures no ) . i )

i . corruption, misinformation, and  service
adoption, and ensures fragmented, siloed ) i )

. delivery issues directly
systems solve clearly digital investments.
defined operational
P Efficiency Gains: Digital workflows reduce

problems.

delays, minimize fraud, and improve

traceability

THE DIGITAL ECOSYSTEM

Governance & Disaster & Health & Information
Accountability Development Education Integrity

o’ A A A




Introduction

: Development Cooperation
SYSte m S I n d ex : Information Management Systs

(DCIMS)

Core Governance & Service Delivery

* NRIS - National Registration & Identity System | Includes: Nzika Mobile Registration, Digital ID Wallet,
‘H Offline Verification
a DRMIS - Disaster Risk Management Information System
Village Action Planning (VAP) Platform
eHIN — Electronic Health Information Network
ICC Case Management System

Citizen Engagement & Public Access

* Call Center Management System (CCMS)

* Institutional Public Service Websites (NRB, MEC, ORPP)

* Maso Athu (Election Situation Room)

» ACB Connect (Anti-Corruption Bureau citizen engagement platform)

Planning, Coordination & Early Warning

f.ﬂisl’{ * Meetings App — Meetings Management & Reporting System
e i ke * Magwero — Al Media Monitoring & Early Warning System
* DCMIS - Development Cooperation Management Information System

® Capacity Development
| * Nzeru Hub — E-Learning Platform
Digital Access, Device & Records Management Systems

/‘- \- * Single Sign-0On (SSO)
'\/

 Document Tracker System
* Centralized Device Management System

g Protection, Justice & Human Rights
ey
m « SGBV Observatory Hub

i

T

UNDP IDT4M - Digital Systems Catalogue



Introduction

Artificial Intelligence Across T
A . Al-Powered.llxnallytics & geporung

IDT4M Digital Solutions -/

OVERVIEW i i

B Nuzika Cnatbot

Artificial Intelligence (Al) is applied across IDT4M-supported digital solutions as a cross-cutting enabler to ¢ Ui :
improve decision-making, inclusion, early warning, and public service delivery. UNDP Malawi integrates Al . -

selectively and responsibly, anchored in real public-sector use cases, strong data governance, and national [ A | 3 : =
priorities. o s : e
Al IN PRACTICE ACROSS IDT4M SYSTEMS Strategic Adoption i

« Al-Powered Analytics & Reporting v’ Use-case—driven and problem-first design e

* Magwero — Al Media Monitoring & Early Warning v' Responsible Al principles

« DRMIS - Predictive & Risk Analytics (Planned) v' Sovereign and secure data architectures

« Chatbots v Integration with existing government systems I

S — <l
* Nzeru Hub - Al Capacity & Advocacy v' Capacity development m— L

J Malawi Voice Data Commons = Al for Inclusion

* A voice-enabled Al platform, developed with New York University e
* Enabling citizens to interact with government services using basic phones and local languages

» Uses speech-to-text and natural language processing bridging literacy, language, and connectivity gaps.

Expands access to digital

i Strengthens early warning, Improves institutional Builds national capacity
Why Al Matters for IDT4M services beyond

prevention, and efficiency and data- for responsible Al
anticipatory governance driven decision-making adoption

smartphones and literacy
barriers
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National Registration and
Identity System

Malawi's foundational digital public infrastructure for civil and citizen registration and legal identity
management

Overview Partners
National Registration Bureau (NRB), Ministry

The National Registration and Identity System (NRIS) is 7 el Seevy

Malawi's foundational digital public infrastructure for civil
and citizen registration and legal identity management. It
supports continuous registration and renewal of national IDs
and civil records, including births, deaths, and marriages.

Coverage
National

Primary Users
Citizens, NRB Officers, Government
Ministries, Financial and Service Institutions

IMPACT
USD 27M savings in AIP, Improved access to services Among the most
USD 7M in elections, USD (health, finance, education, advanced ID systems in
6M/year pensions elections) SADC

REGISTRATION HIGHLIGHTS

Below 16 and Birth Death
Above
950K
13.9M 4.14M

NRIS — Building trusted digital identity for all Malawians
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Inclusive Registration: NID,
Birth, Death and Marriage =

Malawi's foundational digital public infrastructure for civil and citizen registration and legal identity
management

Overview Partners
National Registration Bureau (NRB), Ministry

A centralized civil registration platform that empowers every o7 erclene) Soay

Malawian with legal identity. The system enables registration
of National IDs, births, deaths, and marriages. It includes the
Nzika mobile app, a tablet based solution enabling field
based registration, expanding access in remote and
underserved areas.

Coverage
National (ALl Citizens)

Primary Users
Citizens, Registration Officers, Policy
Makers, Civil Registration Staff

IMPACT

Ensures every citizen has
a legal identity and
access to rights and

Enables integration with service
delivery platforms across health,
education, and social protection

Reduces fraud and
strengthens national identity

. management systems
services

DESIGN HIGHLIGHTS

0 Central Registry

Centralized registration of citizens and vital events

° Legal and Policy Alignment

Compliance with the National Registration Act
(2010 & 2015)

Nzika — Legal Identity for Every Citizen

-
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% NATIONAL REGISTRATION ACT NR8-A
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IDENTITY SERVICES

>4 New registration

/7"  Amendment

B Replacement

C Renewal

P2 Verify identity

a System Integration
Integration with national planning and service delivery

frameworks
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Digital ID Solutions — Online ¢
and Offline Digital IDs

NRIS — SUPPORTING SOLUTIONS

£ Molowi
i’ ) Governmaent

Notional
Rogistration

Digital ID Wallet

* A next-generation digital identity mobile wallet powered by Hyperledger Indy blockchain

Buronu

= Wallet

@ ID Document
Welcome to

* Enables citizens to securely store, verify and share their credentials with complete privacy and control Malawi Digital ID

* The app provides tamper-proof verification across services while ensuring users reveal only what is figital wallet? You will need Driving license

necessary

Driving License
(=]

- Republic of Malawi  §4°

Oriving License

Phiri

Chikondi

Female
YYYY-MM-DD
YYYY-MM-DD

Malawi

Citizen Identification

9:a

@ Citizen Identification

Republic of Malawi

Citizen ientification

Phiri

Chikondi

13/09/95
Female
MNMEQM3P

Malawian

® Your Physical National ID Card

* Proper light conditions

Marriage Certificate . ogs
Birth certificate

B Birth certificate
=0

Marriage certificate £5
A

=

- Republic of Malawi 34 Republic of Malawi 3

Marriage Certificate o~y Birth certificato —

Being processed

LL/OOOI2334/27 LL/OCO0O8664/2004

owGawvP2
00001223

Mo Chikondi Phiri
St Matthews CCAP, Blantyre

M 13/09/95
20 June, 2022

Fomal
Husband wife iy
Kamuzu Central

Vicent Guta Sarah Ndindi
Hospital, Mwaza

09 Aprk. 126 12/04/99 Jacquedine Phiri

Matawian Malgwian ! ,
> Malawian

®

NRIS — Building trusted digital identity for all Malawians
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Identity Verification and
Authentication

Online Verification

= A
fingerprint

unified face and

verification
that
secure,

Basic

service delivers Intermediate

fast, and

privacy-preserving
identity checks
sectors.

acCross

r= N

Verify identity

Offline Verification

= Secure QR based
identity verification that
works without network

connectivity, ensuring
service continuity in low

connectivity -~

environments. i - E

IVA — Right person. Right service. Right time.

Advance

Choose verification method

Face blometrics

Move head right and left

‘;

oy

PN AL

Places the sslacted finger on the

teades
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National Birth Registration = _
Campaign (NBRC) o

A nationwide campaign to register unregistered children, issuing legal birth certificates to provide identity,
protection, and access to services.

Overview Partners
National Registration Bureau (NRB), UNICEF,

The National Birth Registration Campaign is a government-led ity o emelane] Scay

initiative aimed at registering all unregistered children under
16 across Malawi. The system provides legal identity to
children, enabling access to education, healthcare, and other
essential services. The campaign builds a foundation for
comprehensive civil registration and compliance with SDG

Coverage
National (7 Phases)

Primary Users

16.9. Parents / Guardians, Teachers, Registration
Officers, Government Planners
IMPACT
Provides legal identity to Strengthens national civil Reduces age
millions of unregistered registration data for planning manipulation, fraud, and
children and development identity-related barriers

DESIGN HIGHLIGHTS

Government-led through MoE a Integrated Parents’ National IDs

School-based registration with trained officers
to be present

NBRC — Every Child, Every Identity

Parents provide National IDs; children do not need

Phased Approach

Phased approach ensures systematic nationwide

coverage
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Cyclone Jude ravages livelihoods
SELECT DATE

Disaster Risk Management ' c@cmoooio

SELECT COUNCIL TRADITIONAL

Information System .
A national digital platform enabling real-time disaster reporting, monitoring, and response coordination across 252 3,778 45 s Dshuand BYoskin & Breliery Avarviow if ffesind dhiriete Bnd &
Malawi AFFECTED HOUSEHOLDS e
Overview Partners MALE MEADED FEMALE WEADED ‘
) ) o ) Department of Disaster Management Affairs
DRMIS is a national digital platform that enables real-time ————
: : L - (DoDMA)
disaster reporting, monitoring, and response coordination
across Malawi. It digitizes assessment, reporting, and -
) ) Coverage Jeaths
approval processes that previously relied on paper and )
. . . 13 Councils UNDER FIVE PLWD 35
fragmented communication. The system also integrates a
standardized 5Ws module to track who is doing what, where, .
) i Primary Users
when, and for whom during emergencies. . ) ) i
District Disaster Risk Management Officers, LACTATING
Data Entry Clerks, National Response Teams .0 HEACED
MALAWY
Reduced disaster Enabled during
. . . . . . . Improved
reporting timelines national emergencies, including 2025
: across response actors PRECNANT
Cyclone Jude and Chido response
ELDERLY
DESIGN HIGHLIGHTS
Needs-based Design Offline-Friendly Architecture Standardized Reporting

Aligned to district and national DRM workflows Data capture with centralized consolidation Supporting interoperability and partner coordination



Electronic Health
m Information Network
C. Transforming Malawi's Health Supply Chain

eHIN

Electronic Health Information Network managing procurement, stock levels, and distribution of medical
commodities

Username

View Stock

Bangwe Health Centre ANC

Password . .
‘ Activity Routine

Overview Partners HPY 250
ini Login 08/10/24 11:44
i Ministry of Health (MoH), UNFPA, CHAI, PSI —

eHIN is a national digital platform that manages

procurement, stock levels, and distribution of medical )
commodities across the health supply chain. It improves Coverage i :
visibility and traceability from procurement to last-mile National Min Max

Available Allocated

delivery. The system supports multiple partners and ] 250 300
implementing  agencies through a shared digital Primary Usc.ers . L
infrastructure. Supply Chain Managers, Pharmacists,
Procurement Officers HGY60 (Routine ) 200
MOH
Expired 31/03/202&
At CGY60 ( Routine ) 200
Biofarma
Reduced procurement Improved traceabilit
' : P - -y Minimized risks of fraud and Expired 31/03/2026
delays and commodity and accountability in data inconsistencies _
stockouts health supply chains JQY60 (Routine ) 50
Biofarma

Expired 31/03/2025

DESIGN HIGHLIGHTS

End-to-End Visibility ° Multi-Partner Design e Data-Driven Planning

Multi-partner system design aligned to

End-to-end supply chain visibility national workflows

Supports data-driven procurement and distribution planning

eHIN — Strengthening health commodity supply chain management
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SGBV Observatory Hub

A multisectoral digital platform capturing data on sexual and gender based violence from community to

national level

Overview

The SGBV Observatory Hub captures data on sexual and
gender based violence, harmful practices, and SRHR from
community to national level. Hosted by NSO, the hub
supports evidence based planning and coordinated response.

IMPACT

Faster service
Over 15,800+ cases

provision and
recorded

prosecution
DESIGN HIGHLIGHTS

1 Multisectoral Design

Captures data from community to national level

Partners
NSO, UNDP, EU, Iceland, Norway

Coverage
11 District Councils (expanding)

Primary Users
Service Providers, Case Managers, Policy
Analysts, NSO

Reduced case loss and
improved supervision

Evidence-Based Planning
Supports coordinated response and
planning

3

National Expansion

Scaling to all 28 districts
analytics

SGBV Observatory Hub — Strengthening coordinated response to gender-based violence

with enhanced
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Village Action Planning (VAP)
Platform

€ > C A\ Not secure  chikwawadc.gov.mw/va

@ coverHouseholdSur... e BTS Statistical Stand... @ Free

Map Satellite

(5136
Web-based repository and visualization tool that digitizes community-level service access data
'vapID=3&&device_id=A562C1&&district=18&&district_r
. Partners & CSVtoGeoJSON Co...  [§8) UNFCU | Membersh... [
Overview o )
Ministry of Local Government, Unity and Culture
. . 4. . REF: 41954
The Village Action Planning (VAP) digital platform is designed (MoLGUC), National Statistical Office (NSO) 7
Component: Procurement of Tea
to support local planning workflows, it captures geo- ’

. . Name: Procurement of teaching
referenced data on services and infrastructure across Coverage This materials include text books
districts. The platform enables councils and national 13 Districts, 1 City, 2 Municipalities Nimakako Farm € This wilicress eraey levaist
stakeholders to analyze gaps and prioritize interventions. 2 Location: Masianis@ombe

Primary Users Ssescifinirieono s
District Planning Officers, Council Management Gk
Teams’ POl'iCy AnalyStS tems: 8,155 Unread: 6
[ =
IMPACT
o !
Digitized community-level Improved transparency and Supported equitable n
planning and service data availability for local allocation of development =k
mapping decision-making resources Tomali
DESIGN HIGHLIGHTS All folders are up to date.  Connected to: M
0 Geo-Referenced Data a System Integration e Multi-Level Aggregation
Designed for integration with plannin Supports district-to-national data
Geo-referenced data capture and visualization € o € P € PP ,
and statistical systems aggregation

VAP Platform — Supporting evidence-based local development planning
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Development Cooperation &,
Management Information System

A centralized national platform for managing development cooperation data, consolidating donor-funded
projects, loans, and grants

Partners
Ministry of Finance and Economic Affairs
(MoFEA), European Union

Overview

DCMIS manages development cooperation data, consolidates
donor-funded projects, loans, and grants into a single
reporting system. It improves visibility and coordination
across ministries and development partners. The system
standardizes aid data in line with international reporting

Coverage
National

frameworks. .
Primary Users
Aid Management Officers, Planning Officers,
Development Partners

IMPACT

Improved compliance
P P Enhanced transparency and

accountability in aid
management

Strengthened coordination
and visibility of development
cooperation data

with national and
international aid reporting
standards

DESIGN HIGHLIGHTS

0 National Process Alighment ° Data Standardization
Aligned to national planning and reporting Standardized data structures

supporting interoperability

processes

Filters @zoum o O e ttar Settings 05 e s Share dashboard

TOP FUNDING ORGANIZATIONS 1.2B EUR  TOP FUNDING ORGANIZATION
GROUPS

O SUSAD @WD GLFD GOMIN §0men Ofumpeain.  BUSA @ Wons e Unieeing . @tn

DCIMS — Public Portal

Lrptere traraparent Trigges nn natteesr devetigment
ety fittsting Myawe, st impuact aciaey Malses

— Transforming Aid Data
=== Management
4] '
—_— : d
C——

Aid Insights — Explore Trends and Sectors

Vg Do by Lt bt M by Do (T 185

“"Il---- %

Where Projects Happen — Gé,ographic View

Proge: g

-

Multi-Stakeholder Design

Designed for multi-stakeholder reporting

and access

DCMIS — Strengthening transparency in development cooperation




Dashboard

E-j Total Meetings

102

Total Attendees

1114

7

E Total Projects |

Recent Meetings

e ™

7 a3

Joog d
"‘ S P St P -

¢
, Start
Meeting Name Project ‘

DAt i hobicka o U ‘.

MeetingsApp ¢

A centralized digital platform designed to plan, track, and report on meetings and stakeholder engagements e A
across programmes and projects. —
*J Legn
oy el 2025
Overview Partners s
_ . . UNDP (Internal)
Meetings App transforms stakeholder meetings into
. Meetings Per Project Per Month c Organ Stakeholder Engagement
structured, measurable programme assets, strengthening Coverage Distrib - # Grevsty anaty
accountability, inclusivity, and results-based reporting across . by argar
R . Internal (programme and project-level - e 1 e
UNDP-supported initiatives. The system is currently used by . ‘ @ ror [ exce
. _ _ . engagements) : |
UNDP to manage meeting registration and attendance during . il -
. || 2 FRARL lll‘nl R
n ments with keh rs. . Seiablbbmoil e saduf st
e gage e ts t Sta e O Ld e S Prl m ary Use rs @ NRIS Project @ National Registration and Information Systems DCIMS bt \RB Demo?r.-‘ph‘cs« & -Gender

® Inclusive Digital Transtormation For Malaw! @ Test Project @ EHIN - NCD

UNDP Programme Teams, Project Managers, i i

M&E Officers ' c —
IMPACT
P Bltenda?ce Ttgnds
Reduced administrative Improved accuracy of Strengthened results-based
burden through digital meeting attendance reporting using verifiable @ viewrerow TR g
registration and reporting records engagement data

DESIGN HIGHLIGHTS

End-to-end Meeting Management ° Structured Participant Records e Real-time Executive Dashboard

(Name, organization, district, contacts)

Scheduling, registration, digital attendance Showing meetings, attendees, projects, and locations

for audit readiness

Meetings App — Connecting people, projects, and results



ACB Connect

Citizen-facing digital platform enabling secure reporting of corruption cases directly to the Anti-Corruption
Bureau

Overview Partners

o _ Anti-Corruption Bureau (ACB)
ACB Connect allows citizens to submit reports, track case

progress, and communicate securely with investigators. The
system replaces fragmented and informal reporting channels
with a standardized digital workflow.

Coverage
National

Primary Users
Citizens, ACB Investigators, Case Management
Officers

: . .

IMPACT : l“"l"lllllllllm

Enabled nationwide Improved case tracking, .
. . . Strengthened citizen trust - afs . s
digital corruption follow-up, and
. : . . through secure and <
reporting for the first investigator ) ’ .
. . transparent reporting “
time responsiveness 6{3
- ,
%
DESIGN HIGHLIGHTS =
c Secure Reporting Workflows End-to-End Tracking ° Scalable Architecture
End-to-end digital case tracking and

Secure, confidential citizen reporting workflows Designed for scalability and evidence integrity

communication

ACB Connect — Empowering citizens in the fight against corruption



ICC CMS

Complaints and Case Management System enabling 24/7 citizen reporting for sensitive human rights
complaints

KPS

WELCOME TO
INDEPENDENT
COMPLAINTS
COMMISSION (ICC)

wnl Mo Mot Pobics Servam

File a Compla

Overview Partners

Independent Complaints Commission (ICC)

ICC CMS is a secure digital platform that enables 24/7
citizen reporting and case management for sensitive human
rights complaints. It supports case intake, tracking, and
investigation workflows. The system replaces manual and
fragmented case handling processes.

Coverage
National

Primary Users

Citizens, Investigators, Case Management
Officers

IMPACT

. L Strengthened evidence L.
Improved investigation Enabled secure, citizen-
management and case

turnaround times . X
integrity

accessible reporting channels

DESIGN HIGHLIGHTS

c Secure Evidence Handling Workflow-Driven
) ) Workflow-driven case tracking and
Secure evidence handling and access controls
management

Closed Complaints

8

initial @ Preliminary @ Investigation @ Recommendation

@ Resolution @ Closed @ Rejected

° Sensitive Data Protection

Designed for sensitive data environments

ICC CMS — Protecting human rights through secure digital case management
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My Courses  Course Library

01, Beginner Courses 02. Intermedi

08. Surtainabiity and Cybersecunty Teat Category

Nzeru Hub E-Learning
Platform

Microsoft-powered e-learning platform designed to expand access to certified digital skills and professional
development

01. Beginner Courses :
Accessible
learning for all.

SUNDAMENTALS

nediate Courses 03. Advanced Courses 04, Foundational Skills | 051

Overview Partners

. . Afrika Tikkun, Microsoft
Nzeru Hub serves as a national gateway to globally recognized

courses while supporting local capacity development in
entrepreneurship, business, and project management across National (academic and professional
Malawi’s academic and professional institutions. Nzeru Hub is institutions)

managed in partnership with Afrika Tikkun and contributes to 02. Intermediate Courses
building a digitally skilled workforce for education, governance,
and the broader economy.

Coverage

MICROSOFT
AZURE DATA FUNDAMENTALS

Primary Users
Students, Educators, Public Sector
Professionals, Young Professionals

Data Fundamentals Dyna

IMPACT
_ Inclusive access to
Inclusive access to modern . . . .
] i Increased digital literacy and modern e-learning tools
e-learning tools with now over oge . . .
certified skills development in Malawi
4,000 course enrollments
DP-420
' ; AZURE COSMOS
PARTICIPATION HIGHLIGHTS S KT

Active Leaners Female

3.0K 902
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Malawi Districts - Ginde o M o ity o Mied B
Incident Distribution  Victims [.—,:f 7.0% (60) “C‘;;)" S = - U
. G -1 .m
— SI D | P
R Incident | — —- & —1
“cxz —— ~
-~ 'q. L - = '
agwero . -
10 - e -
- pp— -
... S —— -
Al Powered Election Media Monitoring System detecting early signals of violence, misinformation, and
electoral misconduct Incidents
an1 # Unidentified DGStndsbylnddent
Low "m:} 6.8% (58) Level

Medium

High

Overview Partners Crtical
Magwero is an Al driven system that monitors online political UNDP

and election related content to detect early signals of

violence, misinformation, hate speech, and electoral Coverage

misconduct. National (Digital Media Space)

Primary Users
UNDP Analysts

IMPACT

Actionable insights via

Real time early warning dashboards, heatmaps

for election related risks . .
and severity scoring

DESIGN HIGHLIGHTS

Al-Powered Detection
Automated detection of violence, misinformation,
and hate speech

Early Warning System
Real-time alerts for election-related
risks

Magwero — Protecting electoral integrity through Al-powered monitoring

a Evidence-Based Analysis

Incident Count Legend

No iIncidents
.,
...

Incidents by Severity

Low 1283
Medium 326
High 52
Critical 1

o Mzuzu (30

11-20 incidents

6-10 incidents

1-5 incidents

No incidents

Severity scoring and actionable insights for rapid response
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Al-Powered Analytics &

Reporting

Al-Powered Analytics & Reporting transforms organizational data into trusted, actionable insights, enabling timely
analysis and reporting while ensuring all outputs remain secure, governed, auditable, and accountable.

Overview

Al-Powered Analytics & Reporting is an autonomous, Al-enabled
analytics platform designed to transform organizational data into
secure, real-time insights for reporting and decision-making.
Deployed on-premises, the system enables programme teams
and decision-makers to independently analyze, query, and
visualize data without relying on ICT teams or static, predefined
reports.

IMPACT

Partners
UNDP (Internal)

Coverage
Enterprise / National (institution-wide
datasets)

Primary Users
Programmme Teams, Management, Policy
Analysts, M&E Officers, Decision-Makers

Democratized access to
organizational data across
technical and non-technical
users

workflows

Reduced dependency on ICT
teams and static reporting

Strengthened accountability
through auditable and
traceable data interactions

REGISTRATION HIGHLIGHTS

Natural language interface
for querying and exploring
data

Role-based access control aligned
to approved data schemas

[ R S SRS
B Nuzika Chatbot

e

|~ Al-Powered Analytics & Reporting — L

TLT YOAT CLRETONS WD AT TEDOITE AN VISLSITACONE WAR RIMEM CONMVrLarans O
0 AN YOUS CAUEETION
= What waud g e e beere
§ Cumh Acess

% toviain
o

TEOMMICAL DETANS

3 voum sevont (GEEETN

I Cwte view Vet T e

Comprehensive audit logging
of all data interactions




2024

Document Tracker System 0

Digital workflow solution designed to monitor the movement, processing, and status of official documents

Overview

The Document Tracker System monitors the movement,
processing, and status of official documents (i.e. NID) across
departments and institutions. By digitizing document
handling processes, the system improves transparency,
reduces delays, and provides real-time Vvisibility into
document lifecycles supporting efficiency and accountability
in administrative workflows.

IMPACT

Reduced document
loss and processing
delays

Improved visibility and
accountability of
document movement

DESIGN HIGHLIGHTS

End-to-End Visibility

Document tracking from submission to closure

Partners
NRB

Coverage
National

Primary Users
Registry Officers, Administrative Staff,
Managers

Reduced reliance on manual
registers and paper-based
follow-ups

Digital Logs
With timestamps and responsible
officers

7 [

L)
Documents Issue Documents Manifest

Document Tracker

Receive Issue
Documents

5 5

Reports

Reporting

Documents

Reports

Q

Searc

[ |

Qg

o &
Dashboard

= =

Document Tracker

Receive

Documents Documents

Manifests Ranartc

< Il Q

lssue
Search

a
>

/

Dashboard Receive Documents Issue Documents

’l
&
Dashboard

Manifests

—

Document

T,

L

o

[BE75,
Receive

Documents

Reports

Searchable document registry and reporting tools

Document Tracker — Digitizing document movement for accountable governance
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C I. CI Devi '
entralize evice *
e}
MCII‘ICI ement S stem |
‘ o
. . . . . . . . . Register Device
DMS is a foundational digital infrastructure that enables institutions to securely manage, monitor, and protect
devices deployed in support of public service delivery. Rl bl L
This will:
+ Store device information securely :
+ Enable device management features Server Settmgs
. + Allow external apps to access device info
Ove rview Partners * Connect device to the server — Server UR
. . . o . . UNDP Malawi (Wlth Government Counterparts) Registration requires an internet connection.
An institutional digital solution designed to centrally manage, ,
CANCEL REGISTER Example: http://172.16.11.70:52161/api/ or hitps://example.com/api/ (include
monitor, and secure tablets, mobile devices, and endpoints
Coverage
used across UNDP-supported programmes and government . .
AR _ National (programme and project-supported
partner institutions. The system ensures controlled device devices)

usage, application governance, and data protection,
particularly for field-based data collection and service

& UNLOCK TO RESET
Primary Users

ICT Units, System Administrators, Programme
Support Teams

delivery operations.

Device Registration

Device is not registered with the DMS system
Click 'Register Device' below to enable device management

I M PACT features
Improved security and Reduced risk of data loss, Stronger compliance with IR ROE e
control of programme- misuse, or unauthorized ICT and data protection
issued devices applications policies

B Register to enable device management

DESIGN HIGHLIGHTS

0 Centralized Device Management ° Remote Application Control e Device Health & Analytics

Centralized registration and configuration of Remote application installation, Monitor device performance, usage
devices updates, and restrictions patterns, and operational status

DMS — Securing Devices. Sustaining Digital Services.



Single Sign-On

A centralized Single Sign-On platform that delivers seamless and secure access across applications

Overview

Single Sign-0On (SSO) is a foundational digital capability that
enables users to securely access multiple IDT4M-supported
systems using one set of credentials. Rather than operating
as a standalone application, SSO serves as an enabling layer
that improves user experience, strengthens security, and
simplifies system administration across the digital
ecosystem.

IMPACT

Strengthened access

Improved user experience
control and

through unified access L .
authentication security

DESIGN HIGHLIGHTS

c RBAC
Centralized authentication and role-based access
control

Partners
UNDP (Internal)

Coverage
Internal (programme and project-level

engagements)

Primary Users

UNDP Programme Teams, Project Managers,

M&E Officers

Foundation for future system
interoperability

° Interoperable

Secure integration with existing identity

directories

&

A Dashboard

) Users

© Applications

& Permicsions

Connected yements

@ s @

Al Tools Fle Sraring Al Teols
(0 Authentication () Uscuty

Authentication

.

Pagacode 207000

L \\ .J Mull-factarienhic sy

Al Teols
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Authentication

Pagacade 207000

Mull-factarientics

Single Sign-On
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Manzgement

s o
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¢ Scalability >
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e Upholds Standards

Compliance with institutional security standards

SSO — Simplifying access across the digital ecosystem
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Call Center Management

System
. o s oy s . g Clients
A centralized digital platform that supports structured citizen engagement and service request management —

for public institutions. B users
<Back
ﬂﬂ!l Reports
Overview Partners O, calltogs
NRB Created Y Created I
The Call Center Management System (CSMS) enables call €  Global Config o L
center agents to log, track, and resolve citizen inquiries and Coverage Submitsearch ~ Exportcsv  Export stats Pl
complaints in a consistent and auditable manner. It serves National
as a key citizen-facing channel complementing digital portals Total Tickets Total Male Total Fi
and institutional websites. . 40 28 9
Primary Users
Call Center Agents, Supervisors
Low Priority New Tickets In Prog
1 3 1
IMPACT
Improved responsiveness i .. Better citizen trust through
. . . Reduced loss of inquiries i
to citizen inquiries and . . timely feedback and follow- . :
, through structured ticketing Ticket Details
complaints up
RefID Client Phone Numbx
DESIGN HIGHLIGHTS 20250509003 Khama Kapepeta 0987654365
2025N5N9NN2 Fathar Miwamadi NAR7A143K2
0 Case and ticket management ° Supervisor dashboards a Designed to integrate
With status tracking For workload and performance monitoring With institutional systems and public websites

CSMS — Structured citizen engagement for responsive public service



Institutional Public Service

Websites

Official institutional websites serving as public gateways for information and services with chatbot support

Overview

Official institutional websites for the National Registration
Bureau (NRB), Malawi Electoral Commission (MEC), and
Offices of the Registrar of Political Parties (ORPP). Platforms
emphasize  accessibility, transparency, and citizen
engagement through chatbot supported inquiries.

IMPACT

Partners
NRB « MEC « ORPP

Coverage
National

Primary Users
Citizens/The General Public

Improved transparency

and citizen access to

i through chatbot support
government services

Enhanced citizen engagement

DESIGN HIGHLIGHTS

0 Accessibility First

Designed for accessibility and usability

Al-Powered Support

Chatbot-supported citizen inquiries

Institutionalization

Platforms owned and managed by the
government institutions

Institutional Websites — Strengthening citizen access to government services



2025

Blockchain Governance & Aid -2
Accountability Platform A

Overview Partners
. o _ _ . _ UNDP Malawi, Genius Tags, XCapit selected
An emerging digital solution aimed at improving NGOs
transparency, efficiency, and integrity in humanitarian aid
and social protection programme delivery. The platform Coverage

focuses on addressing beneficiary duplication and data
fragmentation across partners. Designed for both online and
offline environments, it demonstrates a practical model for
verifiable and privacy-preserving digital assistance tracking.

Selected District Councils

Primary Users
UNDP Programme Teams, Partner NGOs,
Distribution Officers, MoA

IMPACT

Strengthens

Reduced beneficiary end ti end Improved data integrity and

duplication and double . accountability across
traceability of

claiming . partners
assistance
DESIGN HIGHLIGHTS
1 Needs-based design 2 Data Privacy 3 Offline-ready
Aligned to real institutional use cases Strong focus on privacy and Works in low-connectivity rural settings

credential security

Blockchain — a trusted ledger layer that strengthens integrity and coordination across digital assistance workflows.
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Welcome Back, Misheck Kamuloni

S

Maso Athu o® *d

7 3
\m' Roport Makawi g Mo q ‘ i
‘ 2.9 I ® -
- .Q‘ '
- - - Frr s @‘ Report Incident £-Day Report a5 &
12 " Incidents

RS S Active 21 secure

Real-time election monitoring platform enabling observers and citizens to submit election-related reports
from across the country Sty Werning & Response System

Admin

i f Election Command Center

Overview Partners

NICE Trust, Malawi Electoral Commission

i : - : . . . (MEC), Malawi Human Rights Commission i et st
operations, it consolidates field reports into a single national (MHRC)

view. The platform enhances transparency, rapid incident

escalation, and coordination among election stakeholders.

Maso Athu is designed to support election situation room 5.4% 47%

Cove rage Implemented by Opesing Status bt Delay Anadysis
Maso Athu strengthens accountability throughout the . . @ e 23% @ S it e
g y & Wards and Constituencies ®@ e
electoral process. o o

Primary Users
Election Observers, Situation Room Analysts,
Election Oversight Institutions

IMPACT
Enabled a 500+ observer Improved visibility and Strengthened transparency
network for real-time response to electoral and public confidence in
election monitoring incidents nationwide elections

3.2% 2.0%

. NORNWG * MTIRHDON

DESIGN HIGHLIGHTS .

0 Multi-Institution Coordination ° High-Volume Capture e Real-Time Aggregation
Supports coordination across multiple oversight

institutions sensitive data capture

Designed for high-vol time-
esigned Tor high-volume, time Real-time field reporting and aggregation

Maso Athu — Strengthening electoral transparency and accountability



Catalog

Our Team

These digital systems are a testament of the collective prowess and dedication of a special team (IDT4M)




