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Note on terminology
This publication adopts terminology consistent with United Nations practice on gender-based violence 
(GBV) and technology-facilitated gender-based violence (TFGBV), while reflecting the legal, institutional and 
policy context of the Republic of Korea (ROK). The terminology choices below are intended to promote 
clarity and accuracy.

Technology-Facilitated Gender-Based Violence (TFGBV)∙

TFGBV refers to acts of GBV that are committed, enabled, exacerbated or amplified through digital 
technologies. This includes, but is not limited to, the non-consensual creation or distribution of intimate 
images, online sexual exploitation, harassment, threats, stalking and other forms of abuse occurring in 
digital environments. The term is used throughout this publication to emphasise the gendered and 
structural nature of such violence. 

In ROK, the term “digital sex crime” is commonly used interchangeably with TFGBV in legal, policy 
and institutional contexts; where this term appears, it is retained to reflect domestic usage. O�cial 
titles of laws, institutions and policy instruments are reproduced verbatim, including the National 
Center for Digital Sexual Crime Response (NCDSCR).

Gender-based violence (GBV), violence against women (VAW) and violence against
women and girls (VAWG)

∙

The term gender-based violence (GBV) is used in line with UN practice to refer to violence rooted in 
gender inequality and power imbalances. In many policy, legal and institutional contexts, particularly 
those addressing sexual and technology-facilitated violence, the terms violence against women (VAW) 
and violence against women and girls (VAWG) are used interchangeably with GBV to emphasise the 
disproportionate impact of such violence on women and girls. Where relevant, this publication uses 
these terms interchangeably to reflect established UN usage and domestic policy frameworks.

3

Victim-survivors∙

The term victim-survivors is used to acknowledge both the experience of harm and the agency, 
resilience and recovery of individuals a�ected by TFGBV.

Non-consensual intimate image (NCII)∙

The term non-consensual intimate image is used to encompass images, videos and other recorded 
content created or distributed without consent. This terminology reflects the scope of applicable 
legislation and institutional mandates in ROK and is used in preference to narrower formulations to 
capture the full range of media formats involved.

Child sexual abuse material (CSAM)∙

The term child sexual abuse material replaces outdated terminology such as “child pornography”, 
recognising that such material documents sexual abuse and exploitation rather than consensual 
acts.

Online file-sharing and storage platforms∙

This publication uses the term online file-sharing and storage platforms to describe services that 
host, store and enable the distribution of digital content. Where relevant, ROK-specific terminology 
is explained at first mention (for example, webhard services) and subsequently replaced with 
internationally understood terms to ensure accessibility for global audiences.

UNDP Seoul Policy Centre
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Acronyms and abbreviations

Acronym

ACOSAV

AI

API

CEDAW

CSAM

CSO(s)

ETRI

GBV

IBSA

ICT

KMCC

KCSC

KNPA

MOJ

MOGEF

MSIT

NCDSCR

NCII

NCMEC

Advocacy Center for Online Sexual Abuse Victims

Artificial intelligence

Application programming interface

Convention on the Elimination of All Forms of Discrimination against Women

Child sexual abuse material

Civil society organisation(s)

Electronics and Telecommunications Research Institute

Gender-based violence

Image-based sexual abuse

Information and communications technology

Korea Media and Communications Commission

Korea Communications Standards Commission

Korean National Police Agency

Ministry of Justice

Ministry of Gender Equality and Family

Ministry of Science and ICT

National Center for Digital Sexual Crime Response

Non-consensual intimate image(s)

National Center for Missing and Exploited Children

Full term Acronym

OSP(s)

PTSD

ROK

RCDSCR(s)

SGBV

TF

TFGBV

UN

UNDP

UNFPA

UNHRC

UNICEF

UNODC

UN Women

USPC

VAW

VAWG

WHRIK

Online service provider(s)

Post-traumatic stress disorder

Republic of Korea

Regional Center(s) for Digital Sexual Crime Response

Sexual and gender-based violence

Task force

Technology-facilitated gender-based violence

United Nations

United Nations Development Programme

United Nations Population Fund

United Nations Human Rights Council

United Nations Children’s Fund

United Nations O�ce on Drugs and Crime

United Nations Entity for Gender Equality and the Empowerment of Women

UNDP Seoul Policy Centre

Violence against women

Violence against women and girls

Women’s Human Rights Institute of Korea

Full term

UNDP Seoul Policy Centre
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Foreword
Digital transformation is reshaping societies at an unprecedented scale and pace. As digital technologies 
become increasingly embedded in everyday life, new opportunities for participation, expression and 
innovation have emerged. At the same time, these developments have amplified existing inequalities and 
created new forms of harm. Technology-facilitated gender-based violence (TFGBV) is expanding in both 
scale and complexity, often outpacing institutional capacities to prevent harm, deliver justice and safeguard 
rights. The impacts of such violence extend well beyond digital spaces, undermining women’s safety, 
well-being and ability to participate fully in social, economic and political life.

Across regions, UNDP supports national e�orts to strengthen institutions so they can respond e�ectively to 
complex and rapidly evolving risks. The prevention of and response to TFGBV has become integral to 
advancing gender equality, strengthening governance, protecting human rights and promoting inclusive 
digital transformation. Countries are seeking practical guidance on how to adapt legal and policy frameworks, 
enhance coordination across sectors, integrate technology into response systems and ensure that services 
remain victim/survivor-centred. This publication contributes to those e�orts by sharing insights from the 
evolving institutional response of the Republic of Korea (ROK).

Over the past decade, ROK has progressively strengthened its legislative framework, clarified institutional 
mandates, expanded victim-survivor support services and invested in technology-enabled prevention and 
response mechanisms. Together, these measures reflect a sustained commitment to safer digital environments 
and to timely, rights-based support for victim-survivors. While national contexts vary, ROK’s experience o�ers 
relevant insights into how response systems can evolve when anchored in strong governance, public 
accountability and e�ective inter-institutional coordination.

The UNDP Seoul Policy Centre (USPC), through its SDG Partnerships programme, facilitates global 
knowledge-sharing by connecting ROK’s policy experience with partner countries. In collaboration with 
national counterparts, and under a Statement of Intent with the Women’s Human Rights Institute of Korea 
(WHRIK), USPC supports e�orts to share ROK’s approaches to TFGBV victim-survivor support across UNDP’s 
global network. This partnership enables the lessons reflected in this publication to inform broader UNDP 
programming and to support countries seeking to strengthen institutional capacity in line with UNDP’s 
Strategic Plan 2026–2029.

7

WHRIK, mandated to prevent violence against women and to strengthen nationwide referral networks and 
inter-agency cooperation for victim-survivors, has played a central role in shaping ROK’s response to TFGBV. 
Through the operation of the National Center for Digital Sexual Crime Response, the development of 
specialised technologies, multi-agency coordination and support for a nationwide service network, 
WHRIK demonstrates the importance of dedicated institutions with strong technical expertise. Its experience 
highlights that e�ective TFGBV responses require not only policy reform, but also sustained investment in 
people, processes and partnerships.

By bringing together these perspectives, this publication aims to support policymakers and practitioners 
seeking to strengthen national responses to TFGBV. It outlines key considerations drawn from ROK’s 
experience and introduces a practical self-assessment tool to help countries identify gaps, prioritise 
action and develop coordinated frameworks tailored to their institutional contexts. While pathways will vary, 
principles such as victim/survivor-centred service delivery, clear institutional accountability, technology-enabled 
response capacity and cooperation across borders remain essential to meaningful progress.

As digital environments continue to evolve, e�orts to ensure safety, accessibility and equality must keep 
pace. It is our hope that this publication will contribute to building safer, more inclusive and more accountable 
digital societies for all.

Anne Juepner
Director

UNDP Seoul Policy Centre

Bora Shin
President

Women’s Human Rights Institute of Korea

UNDP Seoul Policy Centre
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Message from UNDP Gender Team
Technology-facilitated gender-based violence (TFGBV) represents a growing challenge to gender equality, 
democratic participation and safe digital transformation. As digital technologies and artificial intelligence (AI) 
reshape societies, they also risk reinforcing entrenched gender inequalities and forms of violence. For 
UNDP, preventing and responding to TFGBV is integral to advancing women’s rights and ensuring that digital 
transformation contributes to inclusive and sustainable development. 

Under UNDP’s Strategic Plan 2026–2029, gender equality and women’s empowerment are embedded 
across all areas of UNDP’s work, with digital and AI transformation identified as key accelerators shaping 
development outcomes. UNDP supports countries in strengthening institutional, legal and governance 
frameworks to address complex digital risks, safeguard human rights and promote accountable, 
survivor-centred responses. TFGBV intersects with multiple policy areas, including gender equality, 
governance, justice and digital transformation, underscoring the need for coordinated and sustained 
approaches. 

As countries grapple with the rapid expansion of digital technologies and the growing complexity of 
TFGBV, this publication provides policy-relevant insights to inform institutional reform, capacity development 
and South–South knowledge exchange. It complements UNDP’s ongoing partnerships and initiatives, 
including cooperation with the Korean National Police Agency (KNPA) to strengthen police capacities to 
prevent and respond to TFGBV. 

The publication is intended to support policymakers and practitioners in translating global commitments into 
e�ective national action and to inform the design of institutional responses that place survivor protection, 
accountability and inclusion at the centre of digital transformation e�orts.

Executive summary
Technology-facilitated gender-based violence (TFGBV) has emerged as a pervasive and evolving form of 
gender-based violence (GBV), enabled and amplified by rapid advances in digital technologies. Women and 
girls are disproportionately a�ected, facing harms ranging from the non-consensual creation and distribution 
of intimate images to online sexual exploitation, harassment and coercion. These abuses undermine 
fundamental human rights, restrict participation in public and digital spaces and impose lasting psychological, 
social and economic consequences for victim-survivors.

This publication documents the experience of the Republic of Korea (ROK) in developing and institutionalising 
a comprehensive national system to protect and support TFGBV victim-survivors. It examines the evolution of 
legal frameworks, institutional arrangements, technological responses and multi-stakeholder cooperation 
mechanisms, with the aim of identifying practical considerations that may be relevant for other country 
contexts.

Historically, responses to sexual and gender-based violence (SGBV) in ROK focused primarily on incidents 
occurring in physical spaces. However, the rapid expansion of smartphones, high-speed internet, online 
file-sharing and storage platforms and social media from the 2010s onwards contributed to the emergence 
of TFGBV as a distinct and large-scale phenomenon. A series of high-profile cases involving the distribution 
of non-consensual intimate images (NCII), organised online sexual exploitation and deepfakes exposed 
limitations in existing legal, institutional and support frameworks.

In response, ROK progressively strengthened its legal and policy frameworks, recognising the need for 
dedicated institutional arrangements to address TFGBV. Central to this process was the establishment of 
and subsequent expansion of the National Center for Digital Sexual Crime Response (NCDSCR), which 
marked a shift towards a more formalised, state-led approach to victim-survivor support. NCDSCR provides 
deletion and distribution-blocking support as a core function, while coordinating referrals for counselling, 
legal, medical and investigative assistance through specialised institutions and Regional Centers for Digital 
Sexual Crime Response (RCDSCRs) operating nationwide.

Raquel Lagunas
Head of Gender Equality

UNDP

UNDP Seoul Policy Centre



I.

Importance of protecting and supporting
victim-survivors of TFGBV

1110

Placing Survivors First: 
Republic of Korea’s Approach to Tackling Technology-Facilitated
Gender-Based Violence

The publication describes how TFGBV response in ROK is implemented through an integrated system 
encompassing reporting and intake, victim-survivor support, investigation and prosecution, and regulatory 
measures to restrict the distribution of illegal content. It outlines the roles of relevant institutions, including 
the Ministry of Gender Equality and Family (MOGEF), the Korean National Police Agency (KNPA), the Korea 
Communications Standards Commission (KCSC) and the Korea Media and Communications Commission 
(KMCC), and examines how coordination among these bodies has been facilitated through consultative 
mechanisms and policy planning processes.

Recognising the transnational and technology-driven nature of TFGBV, the publication places emphasis on 
technological measures and cooperation frameworks. It reviews e�orts to enhance detection and deletion 
processes, introduce automation and strengthen engagement with online service providers. It also 
examines domestic and international cooperation arrangements aimed at addressing cross-border 
dissemination and improving the e�ectiveness of content removal.

The publication further highlights the role of civil society organisations in complementing government-led 
systems. Civil society actors (CSOs) have contributed long-standing expertise in counselling, advocacy and 
victim-survivor support, and continue to play an important role in identifying gaps in existing frameworks and 
supporting longer-term recovery.

Drawing on ROK’s experience, the publication identifies a set of considerations for countries seeking to 
establish or strengthen TFGBV response mechanisms. These include the importance of clear legal 
foundations that define State responsibility, dedicated and well-resourced deletion support systems, ethical 
and rights-based use of technology, structured domestic and international cooperation, engagement with 
CSOs and the use of data to inform policy development.

By situating national practice within broader United Nations (UN) norms on gender equality, digital 
governance and human rights, this publication contributes to ongoing global dialogue on TFGBV. It o�ers 
descriptive insights for policymakers, practitioners and development partners seeking to better understand 
institutional approaches to addressing technology-facilitated violence in an increasingly digital context.
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I. Importance of protecting and supporting 
victim-survivors of TFGBV

Emerging issues in the technology-mediated environment and TFGBV1.

Since the early 21st century, rapid advances in digital technology have reshaped social structures 
worldwide. The widespread use of the internet, smartphones, social media platforms and artificial 
intelligence (AI) has transformed how people communicate, build relationships, and participate in both 
daily and public life. Digital transformation o�ers significant opportunities, including accelerating 
human development; however, without strong safeguards, it can deepen exclusion, fuel gender-based 
violence (GBV), and reinforce deep-seated power imbalances.¹ 

While these developments have expanded opportunities for women’s expression, political participation 
and economic engagement, they have simultaneously generated new risks and challenges. The 
unauthorised public exposure of private information, harassment enabled by online anonymity and the 
persistence of digital content have contributed to new forms of violence and abuse, disproportionately 
a�ecting women and girls.

Today, more than 90 percent of deepfakes are sexually exploitative and primarily target women and 
girls.²  Women in politics, journalism, human rights and activism are subject to sustained online and 
o�ine harassment, abuse and disinformation for exercising leadership and public voice.³ Evidence 
indicates that 85 percent of women with an online presence have witnessed abuse, while 38 percent 
have experienced it directly.⁴  

As technology becomes embedded in everyday life, existing patterns of gender-based discrimination 
and violence are amplified. TFGBV encompasses a continuum of online and o�ine harms that are 
often borderless and scalable, including harassment, non-consensual image sharing, AI-generated 
sexual imagery or ‘deepfakes’, stalking, doxxing, extortion, algorithmic harms, coordinated disinformation 
campaigns and hate speech. These attacks target a wide range of actors in digital spaces, with women 
across all walks of life disproportionately a�ected, and those with public profiles face particularly 
heightened risks.

Emerging forms of TFGBV are increasing in both frequency and complexity. As AI and other digital 
technologies continue to evolve, these threats are expected to intensify, underscoring the need for 
comprehensive and forward-looking strategies to prevent and address TFGBV.

Social change in a technology-mediated environment1.1

There is no single, universally agreed definition of TFGBV. It can, however, be understood as any act 
that is committed, assisted, aggravated or amplified by the use of information and communications 
technologies (ICTs) or other digital tools that results in or is likely to result in physical, sexual, 
psychological, social, political or economic harm, or other infringements of rights and freedoms.⁵ 

While the root causes of TFGBV mirror those of GBV, deeply embedded in social norms and gender 
inequality, digital technologies introduce distinct dynamics. Characteristics such as anonymity, scalability, 
persistence, and accessibility enable the rapid mobilisation of networked misogynistic hate speech 
and the formation of online “mobs”, creating collective forms of violence that extend beyond traditional 
one-to-one patterns of abuse. Evidence also indicates that digital tools are increasingly used to intensify 
intimate partner violence and sexual harassment. Image-based sexual abuse (IBSA) has emerged as a 
particularly significant manifestation of TFGBV, including the use of AI to generate and distribute 
abusive content targeting women and girls. These practices result in complex, long-term and often 
severe harm for victim-survivors.

Definition and characteristics of TFGBV1.2

I. Importance of protecting and supporting victim-survivors of TFGBV UNDP Seoul Policy Centre

¹

²

³

⁴

UNDP (2025). Human Development Report 2025. 

Sensity (2024). The State of Deepfakes 2024.

Report of the Secretary-General (2024). Intensification of e�orts to eliminate all forms of violence against women and girls: 
Technology-facilitated violence against women and girls: Report of the Secretary-General (A/79/500)

The Economic Intelligence Unit (2020). Measuring the prevalence of online violence against women.

⁵ UN Women, 2023, Technology Facilitated Violence against Women-Report of the Foundational Meeting of the Expert Group



TFGBV in global normative frameworks2.

TFGBV is increasingly recognised not as isolated misconduct but as a pervasive social phenomenon 
shaped by technological change and structural inequality. The United Nations Human Rights Council 
(UNHRC), through Resolution 56/19, requested its Advisory Committee to prepare studies on TFGBV, 
formally elevating it as a human rights concern. 

International organisations such as the United Nations Development Programme (UNDP), the United 
Nations Population Fund (UNFPA), UN Women, the United Nations O�ce on Drugs and Crime 
(UNODC), the United Nations Children’s Fund (UNICEF), the International Telecommunication Union 
(ITU) and the World Bank are increasingly addressing TFGBV as a development challenge and are 
implementing various programmes to combat TFGBV, reflecting global acknowledgement of its 
severity. This growing momentum reflects recognition that TFGBV transcends national legal systems 
and requires coordinated, multi-stakeholder responses at the international level.

Emergence of TFGBV as a global agenda2.1

Progress has been made in recent years to strengthen legal, policy and normative frameworks 
addressing TFGBV. These advances reflect growing international recognition of the gendered risks 
associated with digital and emerging technologies, as well as the need for coordinated, rights-based 
responses. Key developments include the following. 

Discussions in key international normative frameworks2.2
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A defining feature of TFGBV is the speed and scale at which harm can be disseminated through digital 
platforms. Harmful content can be replicated, reshared and amplified repeatedly, resulting in ongoing 
and cumulative impacts on victim-survivors. In many cases, this harm persists indefinitely, compounding 
its severity and creating significant legal challenges to hold perpetrators to account.

The widespread accessibility and a�ordability of digital technologies further complicate prevention 
and response e�orts, as perpetrators can reach victim-survivors at any time and across jurisdictions. 
The rapid growth of cases of misusing emerging technologies, including AI and encryption tools, 
continues to outpace legal and institutional responses, allowing new forms of TFGBV to emerge 
before existing systems can adequately address them.

TFGBV undermines women’s freedom of expression and participation in public life, e�ectively excluding 
them from civic and political spaces. Women with intersecting identities, including race, disability or 
sexual orientation, face heightened risks, demonstrating how such violence reinforces existing social 
inequalities and hampers progress towards human development.

Protecting and supporting victim-survivors of TFGBV is an urgent global priority for safeguarding 
universal human rights and ensuring digital safety for all. TFGBV violates fundamental human rights 
guaranteed under international law, including the rights to privacy, dignity, and freedom of expression. 
The cross-border nature of digital harm means that the exposure of personal information or intimate 
images can rapidly spread across jurisdictions, constituting a continuous and enduring threat to 
victim-survivors’ rights. Violence against women (VAW) has already been recognised by the United 
Nations as a form of discrimination, and TFGBV must therefore be addressed within this context.

Victim-survivors of TFGBV experience stalking, harassment, and psychological harm that are intensified 
by constant digital connectivity. The impacts can lead to chronic anxiety, distress, and trauma. Regardless 
of the perpetrator’s intentions, the inherent characteristics of digital technology, including persistence, 
traceability, and replicability, often exacerbate harm and facilitate coercion and manipulation. 

Because technology is integral to all aspects of life, TFGBV frequently infiltrates victim-survivors’ personal 
relationships, workplaces and social environments, leading to isolation and exclusion. Victim-survivors 
may experience post-traumatic stress disorder (PTSD), depression, panic disorders and, in extreme 
cases, may attempt suicide due to sustained anxiety and fear of ongoing abuse or content distribution. 
Economic impacts are also significant, including employment disruption, legal costs and expenses 
associated with content removal and digital security.

The necessity and importance of victim-survivor protection and support mechanisms          1.3

I. Importance of protecting and supporting victim-survivors of TFGBV UNDP Seoul Policy Centre
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The Beijing Declaration and Platform for Action, adopted in 1995, recognised the use of technology 
and global communication networks to disseminate “stereotyped and demeaning images of 
women for narrow commercial and consumerist purposes”.⁶  At its 30th anniversary review (Beijing 
+30), TFGBV emerged as a central concern within digital governance debates.

Discussions led by UN Women have highlighted priorities such as strengthening technology-sector 
accountability, including transparency and reporting obligations, regulating AI and algorithmic 
bias, and establishing binding global digital safety standards for corporate compliance.  

Beijing Declaration and Platform for Action2.2.1

TFGBV is closely linked to the Sustainable Development Goals (SDGs), particularly Goal 5 on 
gender equality. Target 5.2 aims to eliminate all forms of violence against women and girls (VAWG), 
while Target 5.b promotes the use of ICT to empower women. TFGBV undermines both objectives 
by exploiting technology to silence women and restrict their participation. 

TFGBV is also linked to SDG 10 on reducing inequalities and SDG 16 on promoting peaceful, just 
and inclusive societies. Addressing TFGBV is therefore integral to advancing inclusive governance, 
access to justice and sustainable development.

Sustainable Development Goals2.2.4

The Convention on the Elimination of All Forms of Discrimination against Women (CEDAW) provides 
a foundational framework for addressing TFGBV. In 2017, the CEDAW Committee adopted General 
Recommendation No. 35, a�rming that GBV constitutes a form of discrimination against women.

Paragraph 20 of the recommendation clarifies that GBV occurs across all spheres of interaction, 
including technology-mediated environments.⁷ This explicitly situates TFGBV within the scope of 
state obligations to prevent, investigate and respond to discrimination and violence against women.

Convention on the Elimination of All Forms of Discrimination against Women  2.2.2

At the Summit of the Future in 2024, United Nations Member States adopted the Global Digital 
Compact, as an annex to the Pact for the Future, establishing a shared framework for international 
cooperation on digital transformation grounded in international law, human rights and the 2030 
Agenda for Sustainable Development.⁸ 

The Global Digital Compact commits to fostering an inclusive, open, safe and secure digital space 
and explicitly recognises the need to counter and eliminate all forms of violence, including sexual 
and gender-based violence (SGBV), that occur through or are amplified by the use of technology.⁹  
It further a�rms gender equality and the empowerment of women and girls as essential to closing 
the digital divide and emphasises multi-stakeholder cooperation and accountability in addressing 
harms arising from digital and emerging technologies.¹⁰ 

Global Digital Compact and the Pact for the Future2.2.3

Global Normative AdvancesFigure I - 1
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⁶

⁷

⁸

⁹

¹⁰

Beijing Declaration and Platform for Action, Fourth World Conference on Women, Beijing (4–15 September 1995), UN Women, UN Doc. (1995).

General recommendation No. 35 (2017) on gender-based violence against women, updating general recommendation No. 19

United Nations General Assembly, Global Digital Compact, annex to the Pact for the Future (A/79/L.2, 2024), paras. 1, 4 and 5. 

Ibid., paras. 30–31.

Ibid., paras. 6, 8(d) and 65.



UNDP programmes for protection and support of TFGBV victim-survivors3.

UNDP’s Strategic Plan 2026–2029 places gender equality at the core of its mandate for sustainable 
development, recognising its importance for institutional resilience, accountability, and inclusive 
participation, particularly in rapidly changing digital contexts. The Plan commits UNDP to supporting 
countries in preventing and responding to digital harms, strengthening institutional, legislative and 
accountability systems to protect rights and democratic participation. Digital and AI transformation and 
gender equality are two of the Plan’s three accelerators, driving e�orts to advance human-rights-based 
democratic governance and ensure women’s protection, participation and leadership in the digital 
age.

UNDP has identified TFGBV as an urgent development challenge requiring action from both human 
rights and gender equality perspectives. UNDP calls for coordinated, rights-based responses and 
data-informed action to combat harms like TFGBV and to ensure digital systems advance equality 
rather than exclusion.

UNDP has been implementing a wide range of projects to support countries in their e�orts to address 
shared challenges to prevent and respond to TFGBV. Since 2017, the UNDP Seoul Policy Centre 
(USPC) has shared the Republic of Korea’s (ROK) longstanding commitment to addressing TFGBV, 
along with its innovative and proven policy practices, with partner countries through the SDG 
Partnerships programme. This support includes policies on the protection and support for GBV 
victim-survivors and strengthening police response protocols on GBV. With the rise of new forms of 
violence enabled by technology, the USPC expanded its scope in collaboration with the Korean 
National Police Agency (KNPA) to launch a police capacity-building programme for TFGBV, 
implemented during 2023–2024. Through this initiative, USPC supported countries such as 
Bangladesh, Bosnia and Herzegovina, Côte d’Ivoire, Indonesia, North Macedonia, Georgia and the 
Maldives in strengthening police capacities, establishing victim/survivor-centred reporting 
mechanisms, developing tailored training curricula and promoting multi-sectoral cooperation, as well 
as monitoring of how TFGBV is manifesting in the online space, to inform awareness-raising activities 
and advocacy. These e�orts contributed to the development of stronger institutional frameworks and 
the establishment of sustainable national capacities to combat TFGBV.

A case study conducted in North Macedonia, Analysis of Technology Facilitated Gender-Based 
Violence, examined legal and institutional reform measures and highlighted the relevance of regional 
frameworks, including the Istanbul Convention and the European Union’s online safety framework. 
Such initiatives enable the sharing of context-specific lessons and best practices across countries.

Building on these achievements and responding to growing international demand, the TFGBV Police 
Capacity-Building Initiative has been expanded and integrated into UNDP’s Global Programme on Rule 
of Law, Security, and Human Rights, and is now implemented at global scale. This demonstrates how 
the SDG Partnership initiated by USPC has evolved beyond a pilot phase to become a core 
component of UNDP’s global strategy.

In November 2024, USPC signed a Statement of Intent (SOI) with the Women’s Human Rights Institute 
of Korea (WHRIK), a specialised agency under the MOGEF of ROK, to strengthen collaboration in 
various areas related to gender equality, including strengthening GBV response capacities and 
ensuring comprehensive support for victim-survivors. Drawing on ROK’s experiences with public 
sector-led integrated support systems, USPC shares policy knowledge through its global network to 
support partner countries in developing e�ective responses to TFGBV, in line with the priorities of 
UNDP’s Strategic Plan 2026–2029.
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II. Development of the Republic of Korea’s TFGBV
victim-survivor protection and support mechanisms¹¹

Public outrage surrounding these incidents heightened awareness of the secondary victimisation 
experienced by victim-survivors, including severe economic and psychological harm. This marked a 
critical shift in public and policy discourse, reframing TFGBV as a structural form of SGBV rather than 
an individual or isolated o�ence and underscoring the responsibility of the state to respond. 

CSOs, including women’s organisations, played a pivotal role in advancing this shift, emphasising the 
need for specialised measures such as technological deletion support, blocking of online 
dissemination and the systematic collection of digital evidence. These advocacy e�orts became a 
catalyst for institutional reform, ultimately contributing to the establishment of an independent and 
specialised national mechanism to protect and support victim-survivors of TFGBV.

The growing need for a national response to TFGBV1.

Historically, ROK’s GBV responses have focused primarily on incidents occurring in physical spaces. 
However, the widespread adoption of mobile phones with cameras in the 2000s, followed by the rapid 
expansion of smartphones, high-speed internet, online file-sharing and storage platforms (commonly 
referred to in ROK as webhard services¹²) and social media platforms after 2010, contributed to the 
emergence of TFGBV as a distinct form of SGBV. 

In the early stage, such o�ences were narrowly framed as cases of “obscene material distribution” or 
“invasion of privacy”. Institutional responses were largely limited to counselling or legal aid within 
existing GBV frameworks, without adequately recognising the specific characteristics, scale and 
persistence of TFGBV or the technological dimensions underpinning these harms.

The expansion of digital technology and the emergence of TFGBV1.1

Development of TFGBV victim-survivor protection and support systems2.

On 26 September 2017, the ROK Government announced a government-wide comprehensive plan to 
prevent harm from digital sex crimes, outlining a systematic national policy response. Key measures 
included institutionalisation of deletion and blocking support for non-consensual intimate images (NCII) 
and establishment of a one-stop support system for victim-survivors. 

Building on these measures, the Government established the Advocacy Center for Online Sexual 
Abuse Victims (ACOSAV) on 30 April 2018. As the first o�cial government-operated body with a direct 
mandate to support victim-survivors of TFGBV, the NCDSCR’s initial core function focused on providing 
assistance for the deletion of NCII. This represented a crucial shift, marking the point at which the State 
assumed responsibility for supporting victim-survivors to recover their daily lives. 

Institutionalisation of national response and support systems for TFGBV victim-survivors2.1

Between 2016 and 2017, a series of large-scale incidents involving illegal filming in public spaces, 
including water parks and subway station restrooms, alongside the mass circulation of so-called 
“revenge pornography”, exposed significant gaps in existing response mechanisms. In many cases, 
victim-survivors were forced to bear the financial burden of deleting images and addressing the 
consequences of online dissemination.

Calls for an institutional response to TFGBV1.2

II. Development of the Republic of Korea’s TFGBV victim-survivor protection and support mechanisms

¹¹

¹²

Following a government reorganisation on 1 October 2025, the names of government ministries and agencies in ROK were revised. Accordingly, 
this chapter retains the o�cial institutional names used at the time when referring to events or measures prior to the reorganisation, while current 
names are used for present-day references. In addition, where reflecting o�cial government terminology in laws, master plans and policy 
measures, the term “digital sex crime” is used as adopted in national policy discourse, rather than “technology-facilitated gender-based violence 
(TFGBV)”.

In ROK, webhard refers to commercial online file-sharing and storage platforms, widely used in the 2000s and 2010s, some of which were 
later associated with the distribution of NCII.



The ‘2020 Nth Room Case’¹⁴ exposed the inadequacy of existing TFGBV response mechanisms. In 
this case, Telegram, the messaging platform, was used to produce and disseminate large-scale sexual 
exploitation materials targeting children, adolescents and women, with tens of thousands of 
participants involved. The case demonstrated that TFGBV extends beyond isolated individual acts 
and constitutes a deliberate, organised and collective form of online sexual exploitation targeting 
women, girls and other vulnerable groups. The scale and severity of the harm generated widespread 
public demand for fundamental and comprehensive institutional reform. 

Strengthening and expanding systems for responding to TFGBV victim-survivors2.2
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However, investigations into the 2017–2018 ‘Webhard Cartel Case’¹³ revealed that NCII were being 
distributed systematically through networks involving online file-sharing and storage platforms, filtering 
companies and content removal services. This exposure highlighted the limitations of a response 
framework centred primarily on victim-survivor support. In response, in January 2019, the Government 
announced the ‘Measures for the Prevention of Webhard Cartels’, expanding its policy approach to 
include regulation of online service providers (OSPs) and reinforcing corporate accountability 
alongside victim-survivor protection.

¹³

¹⁴

The Webhard Cartel Case exposed a coordinated system of digital sexual exploitation, in which online file-sharing and storage platforms, 
content-filtering companies and digital content removal service providers colluded to enable and profit from the large-scale distribution of 
illegal sexually exploitative material. Platform operators incentivised and managed high-volume uploaders to maximise revenue, while filtering 
companies deliberately failed to block illegal content resulting in substantial illicit gains from sustained harm to victim-survivors.

The Nth Room Case involved large-scale, organised technology-facilitated sexual exploitation conducted primarily through encrypted messaging 
applications such as Telegram. Perpetrators deceived or coerced victims, including minors, into producing sexually exploitative material, which 
was then distributed and sold through closed chatrooms (including the so-called Nth Room and Doctor’s Room), often alongside victims’ personal 
information. The criminal activity involved multiple actors, including content producers, distributors, and paying participants who accessed the 
private chatrooms.
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Responding to these societal demands, the Government designated digital sexual violence as a core 
policy priority in the ‘First Master Plan of Policies to Prevent Violence against Women (2020–2024)’, 
adopted in 2020. This provided the foundation for strengthening national responses to TFGBV. 
Subsequently, the ‘Comprehensive Measures for Eradicating Digital Sex Crimes’ announced in April 
2020, reinforced a coordinated response framework led by MOGEF, the Korea Communications 
Standards Commission (KCSC)¹⁵ , and KNPA.

Further legislative reforms followed with amendments to the ‘Act on Promotion of Information and 
Communications Network Utilization and Information Protection’ and the ‘Telecommunications 
Business Act’, commonly referred to as the “Nth Room Prevention Acts”. These amendments marked 
a turning point in the expansion of national-level TFGBV response and victim-survivor support systems 
by strengthening platform obligations and enforcement mechanisms.

In 2024, the ‘University Deepfake Incident’¹⁶, involving the non-consensual creation and dissemination 
of AI-generated sexual content targeting university students, drew nationwide attention and 
underscored the limitation of existing legal and institutional frameworks in addressing emerging 
technology-driven harms. This prompted renewed calls for stronger criminal penalties, clearer platform 
responsibilities for content removal and an expanded scope of national support mechanisms. This 
incident further reinforced the need to move beyond reactive, post hoc content removal towards more 
proactive, preventive and comprehensive response to TFGBV.

In this context, the transition of the former ACOSAV into NCDSCR in 2025 symbolised a significant 
advancement in ROK’s victim-survivor support system. Beyond counselling and content deletion 
assistance, NCDSCR now functions as a national hub, leading domestic and international collaboration, 
delivering education and advisory services and supporting the work of Regional Centers for Digital 
Sexual Crime Response (RCDSCRs).

II. Development of the Republic of Korea’s TFGBV victim-survivor protection and support mechanisms

¹⁵

¹⁶

The Korea Communications Standards Commission (KCSC) is an independent civilian regulatory body mandated to safeguard the public 
interest and fairness in broadcasting and to deliberate on illegal or harmful information distributed through the internet and other information 
and communications networks. KCSC reviews online content circulated via the internet, social media and other networks, determines whether 
such content is illegal or harmful and issues corrective measures, including deletion or access blocking. 

In particular, KCSC receives reports of the distribution of non-consensual intimate image from victim-survivors, the police, and MOGEF. It 
conducts expedited deliberations to assess whether the material constitutes illegal filming, and, when confirmed, requests service providers to 
delete or block access to the relevant URLs or posts. Through these measures, KCSC plays a critical role in preventing the further dissemination 
of TFGBV. On October 1, 2025, following the enactment of the ‘Act on the Establishment and Operation of Korea Media and Communications 
Commission (KMCC)’, the institution was reorganised and newly launched as the Korea Media and Communications Standards Commission.

This case involved the creation of non-consensual sexualised deepfake imagery primarily using the faces of university students, which was 
subsequently distributed through anonymous social media platforms, including Telegram. Perpetrators illicitly collected photographs from 
victim-survivors’ social media accounts and used AI technology to generate and circulate synthetic videos. In the process, victim-survivors’ 
personal information, including names, universities, contact details, and addresses, was also disseminated, resulting in the nationwide 
amplification of harm.
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These developments are reflected in the ‘Second Master Plan of Policies to Prevent Violence against 
Women (2025–2029)’, which was established in 2025, prioritising strengthened responses to TFGBV 
and emerging AI-driven forms of GBV. Accordingly, policy e�orts have evolved beyond prevention and 
content removal to include enhanced platform accountability, technology-based detection and 
blocking of harmful content, and the further development of comprehensive recovery and reintegration 
support systems for victim-survivors.

TFGBV Cases and Evolution of Institutional Responses in ROKFigure II - 1
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III.TFGBV victim protection and support mechanisms in
the Republic of Korea

Legal framework for TFGBV victim-survivor protection and support
mechanisms

1.

ROK’s legal framework for responding to TFGBV has expanded incrementally, often following major 
incidents that brought systemic gaps to public attention. Initially focused on criminal penalties for illegal 
filming and distribution, the framework has progressively evolved to encompass victim-survivor 
protection and recovery, as well as regulation of online distribution structures and platform accountability. 

Through this evolution, ROK has established a comprehensive response framework that a�rms the 
State’s responsibility for victim-survivor recovery, addresses emerging and evolving forms of TFGBV, 
and institutionalises the accountability of online platforms whose services may facilitate the spread of 
harm.

Provisions for TFGBV victim-survivor protection and support have expanded in response to sustained 
public demand and advocacy. The State now directly provides counselling and content removal 
assistance, including deletion requests and distribution monitoring, while o�ering integrated support 
across investigation, legal proceedings, and medical care through coordination with existing GBV 
support institutions.

The ‘Sexual Violence Prevention and Victims Protection Act’ mandates national and local governments 
to establish and operate NCDSCR and RCDSCRs¹⁷. These centres provide comprehensive services 
encompassing content deletion, counselling, investigative and trial support, and recovery assistance 
(Article 7-4).

Victim-survivor protection and support1.1

¹⁷ RCDSCRs were established following amendments to the ‘Sexual Violence Prevention and Victims Protection Act’, which explicitly define he 
responsibilities of the State and local governments to support content deletion and recovery of victim-survivors in their daily lives. The 
amendments expanded the support framework from a state-centred model to a cooperative system between the State and local governments. 
These centres function as local hubs, providing comprehensive, victim/survivor-centred support, such as counselling, medical, and legal 
assistance.
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Deletion support applies to a broad range of harmful online content, including illegal filmed materials, 
AI-generated sexual imagery and child sexual abuse materials (CSAM). It also includes the removal of 
personal information to prevent secondary harm from doxxing (Article 7-3(1)). To minimise traumatisation, 
reports may be submitted by designated representatives such as family members, legal counsel or 
counsellors, enabling victim-survivors to avoid direct exposure during reporting and deletion 
processes (Article 7-3(2)).

Importantly, content deletion-related costs are borne by perpetrators. Where the State covers costs 
upfront, it retains the right to seek reimbursement from o�enders, ensuring that victim-survivors are not 
subjected to additional financial burdens (Article 7-3(5)).

Given its distinctive characteristics, TFGBV is addressed across multiple legal instruments, including 
the ‘Act on Special Cases Concerning the Punishment of Sexual Crimes’ and the ‘Act on the Protection 
of Children and Juveniles from Sexual Abuse’. In response to the ‘2020 Nth Room Case’ and the 
subsequent emergence of deepfakes, criminal penalties have been significantly strengthened to 
cover new o�ence types and modes of harm.

Criminal accountability for o�enders1.2

III. TFGBV victim protection and support mechanisms in the Republic of Korea

The ‘Act on Special Cases Concerning the Punishment of Sexual Crimes’ criminalises the filming 
of another person’s body with sexual intent, as well as the distribution, sale, provision or exhibition 
of such material. Aggravated penalties apply when o�ences are committed for profit or through 
information and communication networks. Notably, possession or viewing of such material also 
constitutes a criminal o�ence (Article 14).

In response to the rise of non-consensual sexualised deepfake imagery, Article 14-2 criminalises 
the creation, distribution, advertising and possession of sexually explicit synthetic images or 
videos depicting identifiable individuals. Article 14-3 further criminalises the use of such content to 
threaten, coerce, or blackmail others.

Punishment for NCII and synthetic sexual images1.2.1
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As TFGBV is amplified not only by individual perpetrators but also by the structural features of online 
platforms, platform regulation has become a central pillar of the legal framework. Following the ‘2020 
Nth Room case’, amendments to the ‘Act on Promotion of Information and Communications Network 
Utilization and Information Protection’ and the ‘Telecommunications Business Act’ imposed deletion, 
blocking, and recurrence-prevention obligations on OSPs. 

Regulation of online platforms1.3

III. TFGBV victim protection and support mechanisms in the Republic of Korea

Under the ‘Act on Promotion of Information and Communications Network Utilization and 
Information Protection’¹⁸, large OSPs are required to appoint a distribution prevention o�cer 
responsible for implementing deletion and blocking measures for NCII (Article 44-9).

The ‘Telecommunications Business Act’ further requires the distribution prevention o�cers to take 
immediate action upon becoming aware of NCII or CSAM and to adopt appropriate technical and 
administrative measures (Article 22-5). Failure to comply may result in severe administrative 
sanctions, including criminal penalties or fines of up to 3 percent of annual revenue (Article 22-6).

The KMCC conducts regular inspections of platform compliance with these obligations, including 
operation of reporting mechanisms, search-result restrictions, pre-filtering systems and warning 
notices. On-site inspections have also been carried out for online file-sharing and storage service 
providers to verify implementation of required technical and managerial safeguards.

Platform obligations to prevent distribution1.3.1

The ‘Act on Promotion of Information and Communications Network Utilization and Information 
Protection’ requires providers to take prompt temporary measures, such as deletion or blocking, 
when NCII are reported by a victim or a third party. Upon request from relevant authorities and 
following a review process, KMCC may issue mandatory orders requiring service providers to 
delete or block illegal content (Article 44-7). 

To enhance transparency and e�ectiveness, KMCC designates agencies responsible for 
receiving reports and deletion requests and requires value-added telecommunications service 
providers¹⁹ and online file-sharing and storage service providers to submit transparency reports 
detailing prevention e�orts and the status of reporting and deletion actions. 

Standardised procedures for reporting and content deletion and issuance of
mandatory deletion/blocking orders

1.3.2

Under the ‘Act on the Protection of Children and Youth against Sex O�enses’, the illegal filming, 
production, distribution, and possession or viewing of CSAM is treated as a serious o�ence 
subject to aggravated punishment (Article 11). Following the ‘2020 Nth Room Case’, the term “child 
pornography” was formally replaced with “child sexual abuse material” to more accurately reflect 
the nature of the harm.

The Act also introduced a new o�ence criminalising online grooming (Article 15-2), including the act 
of luring children or youth under 19 years old into sexual acts or persistently coercing them into 
sexual conversations in digital environments. This provision covers repeated sexualised 
communication, solicitation of sexual acts, and inducement of sexual exposure or masturbation.

To strengthen enforcement, police authorities are authorised to conduct undercover investigations 
when handling digital sex crimes involving children and adolescents (Article 25-2 and related 
provisions).

Aggravated punishment for CSAM and digital crime investigation1.2.2

¹⁸

¹⁹

Under Article 44-2(1)–(4), where information made publicly available through an information and communications network infringes upon an 
individual’s rights, including violations of privacy or defamation, the a�ected individual may request its deletion from the relevant information 
and communications service provider. The service provider is required, without delay, to delete the information or to implement a temporary 
measure, namely restricting access to the content for up to 30 days where the illegality of the content is di�cult to determine or where a dispute 
is anticipated.

Under Article 44-3(1), a service provider may also implement such temporary measures on its own initiative, even in the absence of a deletion 
request from the victim-survivor, where it becomes aware of content that infringes upon individual rights.

In ROK, the term "value-added telecommunications service" refers to telecommunications service other than facilities-based telecommunications 
services.



Government policy framework for TFGBV victim-survivor protection and support2.

The ROK Government has continued to strengthen institutional responses whenever TFGBV has 
emerged as a significant social issue. Announced on 26 September 2017, the ‘Comprehensive 
Measures to Prevent Digital Sexual Violence Victimization’ marked the first whole-of-government 
strategy by establishing a foundation for institutionalised victim-survivor support, shifting deletion costs 
to perpetrators and creating legal basis for dedicated support centres.

The ‘Measures for the Prevention of Webhard Cartels’, announced in January 2019, represented a 
turning point for targeting collusion between platform operators and content-filtering service providers 
and expanding policy measures to block distribution and reinforce platform accountability.

Following the '2020 Nth Room Case’, the Government adopted ‘Comprehensive Measures for 
Eradicating Digital Sex Crimes’ in April 2020, declaring a zero-tolerance principle and introducing 
comprehensive reforms. These included criminalising online grooming, enabling undercover 
investigations, establishing a 24-hour one-stop support system for victim-survivors and mandating 
deletion and blocking obligations and fines for platforms.

Most recently, in 2024, the ‘Comprehensive Measures to Strengthen the Response to Deepfake Sex 
Crimes’ further advanced legal and technological responses by strengthening penalties for 
deepfake-related o�ences, expanding undercover investigations to include adult cases, and 
reinforcing international cooperation to address illegal overseas platforms.

Development of government measures2.1

With the consolidation of a legal framework for TFGBV victim-survivor protection, the Government 
has strengthened the institutional basis for fulfilling its obligations to address GBV. This architecture 
enabled national policies to evolve from incident-driven responses towards a comprehensive 
framework encompassing prevention, protection, prosecution and recurrence prevention. 

While early measures helped address urgent gaps exposed by specific incidents, they also revealed 
the limitations of fragmented and reactive approaches. In this context, the enactment of the 
‘Framework Act on the Prevention of Violence against Women’ provided a unifying national mandate. 
Article 7 of the Act requires the development of a ‘Master Plan of Policies to Prevent Violence against 
Women’ every five years, ensuring that TFGBV responses are embedded within a systematic and 
sustainable national strategy.

Establishment of government plans2.2

3332

UNDP Seoul Policy CentrePlacing Survivors First: 
Republic of Korea’s Approach to Tackling Technology-Facilitated
Gender-Based Violence

III. TFGBV victim protection and support mechanisms in the Republic of Korea

The First Master Plan, guided by the vision of “realising a gender-equal society through the 
eradication of violence against women and girls” identified TFGBV as a core strategic priority. Key 
actions included strengthening national capacities to respond to TFGBV, addressing emerging 
forms of GBV and expanding international cooperation.

Under this framework, a national-level system integrating investigation and victim-survivor support 
was established to combat NCII and CSAM, linking NCDSCR, KNPA and KCSC. This linkage 
enabled rapid investigation support, evidence collection and coordinated review-and-blocking 
measures, operationalising a one-stop service model. The Plan also introduced a legal basis for 
restricting distribution and requesting deletion of harmful content even without a direct request 
from victim-survivors.

First Master Plan of Policies to Prevent Violence against Women (2020–2024)2.2.1

The Second Master Plan, adopting the vision of “a society where daily life is safe from VAWG and 
everyone is treated with dignity”, further advances national responses to TFGBV. Key priorities 
include strengthening the quality and accessibility of victim-survivor support services, ensuring 
rigorous investigation and prosecution, reinforcing platform accountability and managing 
AI-related risks.

The Plan responds to emerging challenges such as the diversification of TFGBV, the growing role 
of AI-generated content and the prevalence of illegal overseas platforms, continued rise in 
TFGBV, the diversification of harm stemming from advances in AI technologies and the growing 
prevalence of illegal websites operating on overseas servers. 

The Plan also provides for the operation of NCDSCR on a 24/7 basis and its transformation into a 
comprehensive national hub with expanded functions spanning victim-survivor support, content 
blocking, investigation and prosecution. Additional measures include the deployment of AI-based 
monitoring system for real-time detection of non-consensual sexualised deepfake imagery, 
expansion of undercover investigations and strengthened self-regulatory obligations for platform 
operators.

Second Master Plan of Policies to Prevent Violence against Women (2025–2029)2.2.2



TFGBV victim-survivor protection and support system3.

When TFGBV occurs, the Government responds through an interconnected system that mobilises 
specialised institutions. MOGEF leads reporting, intake and victim-survivor support, while KNPA and 
the Prosecutors’ O�ce are responsible for investigation and prosecution. KCSC and KMCC oversee 
the blocking of the distribution of NCII. Together, these mechanisms constitute an integrated national 
response to TFGBV.²⁰

Reports may be submitted through the 1366 hotline²¹, NCDSCR or KNPA. During the content-removal 
phase, deletion requests are submitted to OSPs and distribution is monitored. Where OSPs fail to 
comply with deletion requests, follow-up action is undertaken through coordination among KCSC, 
KMCC and investigative authorities. Where necessary, international partners are also involved. In 
cases involving CSAM, proactive deletion support is provided and cases are referred directly to 
investigative agencies without requiring a request from the victim-survivors.

Victim-survivor support is further facilitated through referrals to regional community-based institutions, 
including sexual violence counselling centres. This referral network enables access to counselling, 
medical services, legal assistance, economic support and investigative accompaniment. In 
conjunction, RCDSCRs, now operating across all 17 provinces and cities, serve as local hubs providing 
integrated services and supporting recovery at the community level. This structure reflects a cooperative 
framework between national and local governments. 

In examining the specific roles of each government institution, NCDSCR plays a central coordination 
function. Upon receiving a report, the centre immediately assesses the victim-survivor’s situation, 
initiates counselling referrals and begins monitoring and evidence collection related to the distributed 
materials. Based on the evidence gathered, NCDSCR submits urgent requests for deletion or blocking 
the content to OSPs or to KCSC. It also coordinates subsequent support, including referrals for police 
investigations, legal assistance, medical care and psychological counselling. 

KCSC is responsible for the prompt review and action on illegal sexual exploitation materials. Upon 
receiving a request from a victim-survivor or an investigative agency, the Commission conducts an 
emergency review to determine whether the content constitutes NCII. When confirmed, it issues an 
o�cial order to platform operators to block access to or delete the content, thereby immediately 
halting further distribution.

KMCC implements regulatory measures to reinforce the accountability of OSPs. It continuously 
monitors whether platforms are fulfilling their technical and administrative obligations to prevent the 
distribution of NCII. When violations are identified, KMCC issues corrective orders and may impose 
administrative sanctions, including fines, in accordance with relevant legislation.

KNPA is responsible for investigating TFGBV cases and enforcing applicable criminal laws. As part of 
this mandate, the police work to dismantle distribution channels, including platform services 
disseminating illegal sexual exploitation materials. Cyber Sexual Violence Investigation Units operate 
nationwide, conducting continuous crackdowns on TFGBV and sharing information on seized NCII with 
KCSC to facilitate timely distribution blocking. When illegal content distribution websites or applications 
are identified, the police have legal authority to request their shutdown or access blocking and actively 
exercise this authority. This measure extends beyond the deletion of individual content and constitutes 
a critical mechanism for taking down entire distribution networks.
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²⁰

²¹

KCSC is an institution established to safeguard the public interest and fairness in broadcasting and to promote a sound culture in the 
information and communications sector. The Commission reviews illegal or harmful content distributed through information and communications 
networks, including obscene materials, defamatory content, and content harmful to minors and conveys its deliberations to KMCC. KMCC then 
orders information and communications service providers to refuse, suspend, or restrict the processing of the relevant content.

1366 is a national women’s emergency hotline providing support to victim-survivors of violence against women, including domestic violence, 
sexual violence, and tra�cking in persons. It o�ers initial support services such as 24-hour counselling, emergency rescue and protection 
referrals, and temporary emergency shelter, operating nationwide, 365 days a year.



Victim-Survivor Support System for TFGBV in ROKFigure III - 1

3736

UNDP Seoul Policy CentrePlacing Survivors First: 
Republic of Korea’s Approach to Tackling Technology-Facilitated
Gender-Based Violence

III. TFGBV victim protection and support mechanisms in the Republic of Korea

Reporting and Intake Institutional CooperationTakedown Support

Takedown Assistance

Pre-Dissemination: Monitoring for Potential Circulation ∙

∙

∙

∙

∙

Provide specialized counseling
services

Operate recovery and 
rehabilitation programs

Facilitate legal, investigative, 
medical, and social service
referrals

Monitor and follow up on the 
delivery of support services

Establish and strengthen local 
cooperation networks among 
relevant institutions

Coordination with Regional
Centers for Digital Sexual
Crime Response and Victim
Support Agencies

∙

∙

∙

Collaborate with overseas
support organizations and
share good practices

Engage with global platform 
representatives and establish
dedicated communication
channels

Analyze platform-specific
dissemination patterns and
strengthen collaborative
response mechanisms

Victim Reporting and
Counseling
(available year-round)

∙

∙

∙

∙

Assess the victim’s needs

Secure copies of NCII or 
CSAM materials

Prepare necessary 
documentation for
assistance

Receive and process
requests for takedown 
support After detection of 

dissemination: 
Submit takedown
request

Upon police report:
Provide assistance
in evidence
collection

When Dissemination Is Detected Follow-up Actions

If content remains online:
Re-submit takedown
request 

V
ictim

Proactive Takedown
Support

Detect and remove
exploitative content even
without a victim’s request

∙

∙

Child sexual abuse
materials (CSAM)

Law enforcement-requested
material

After deletion: 
Verify whether content
has been re-uploaded

Request the KCSC to
deliberate and restrict
access to illegal and
harmful websites

Continuous monitoring and takedown assistance
throughout the support period

(minimum of 3 years, extendable)

Korean National
Police Agency

Platform Operators

Issuance of interim, annual, and final reports

Strengthening International
Cooperation

Source: WHRIK (2025). 2024 Support Report for Victim-Survivors of TFGBV, p. 7.

Ms. A discovered that non-consensual sexualised deepfake imagery had been created by 
combining sexualised images with her everyday photographs and distributed in the form of 
Telegram stickers. She reported the incident to NCDSCR.

Identification of harm and reporting

Upon receiving the report, NCDSCR monitored the distribution status of the material and 
identified the third-party online platform through which the content had been created and 
circulated. NCDSCR immediately submitted deletion requests to the site administrator and 
the hosting service provider. 

In parallel, for content assessed as illegal sexual exploitation material, KCSC conducted an 
emergency review. Following this review, KMCC issued orders to OSPs to block access to 
the content, thereby preventing further dissemination.

Deletion support and coordination with relevant agencies

NCDSCR connected Ms. A to RCDSCR located near her workplace. Through RCDSCR, she 
received tailored support services, including initial counselling, medical assistance and legal 
consultation.

Referral to victim-survivor support services

While victim-survivor support was ongoing, the case was transferred to investigative 
authorities, including the police and the Prosecutors’ O�ce, where procedures to identify 
and prosecute the perpetrator were initiated. Continuous monitoring of the online 
environment was conducted to prevent secondary harm and recurrence.

Case results and follow-up measures

i.

ii.

iii.

iv.

Support for the deletion of non-consensual sexualised deepfake imagery
Case 1.

Case Examples of Using the Victim-Survivor Support System



Coordination and collaboration system for TFGBV victim protection and
support policies

4.

During the formulation of government countermeasures and the ‘Master Plan for Policies to Prevent 
Violence against Women,’ relevant ministries initiate policy coordination regarding the protection and 
support of TFGBV victim-survivors. Implementation is subsequently monitored through periodic 
reviews of progress across TFGBV response measures including the Master Plan.

Through systematic review and feedback on implementation outcomes, the Government ensures that 
its overarching objective of eradicating TFGBV is reflected in the work of each ministry. This process 
also enables the identification of policy gaps and the formulation of supplementary measures where 
necessary, thereby facilitating e�ective inter-agency collaboration throughout the policy cycle. To this 
end, each central administrative agency responsible for specific policy tasks regularly reports on 
implementation progress to MOGEF. MOGEF then consolidates these reports and submits them to the 
Committee on the Prevention of Violence against Women, which serves as the central oversight 
mechanism.

In addition to these policy-level coordination mechanisms, a consultative body operates to promote 
cooperation during the practical implementation of TFGBV policies. The Government maintains an 
inter-ministerial consultative council comprising MOGEF, KNPA, KMCC, Ministry of Justice and the 
Prosecutors’ O�ce. This body addresses operational issues, including victim-survivor support cases, 
policy improvement needs and technical cooperation.

Where new forms of TFGBV with significant social impact emerges, this consultative body may be 
expanded into a pan-government task force (TF) led by the O�ce for Government Policy Coordination 
(OPC), to enable a more comprehensive and rapid response. When policy discussions require 
specialised technological expertise, cooperation is further facilitated with the Ministry of Science and 
ICT (MSIT) and its a�liated research institute, the Electronics and Telecommunications Research 
Institute (ETRI), particularly to strengthen technical capacities for the deletion of illegal sexual 
exploitation materials.²²
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Under the current response framework for TFGBV, investigative authorities may face 
limitations in initiating proactive action in the absence of direct reports from 
victim-survivors. To address this gap, NCDSCR conducts monitoring related to online 
grooming and sexual exploitation of children and adolescents and submits reports to 
relevant platforms. Through this monitoring, NCDSCR identified that CSAM was being 
repeatedly and extensively distributed through an illegal adult website.

Identification of harm and reporting

After securing digital evidence from the illegal website, NCDSCR referred the case to the 
relevant regional police agency for investigation. At this stage, in response to requests 
from investigators, NCDSCR supported the identification of victim-survivors and shared all 
relevant evidence to facilitate the seamless progression of investigative procedures.

Deletion support and coordination with relevant agencies

As the illegal website was operated on servers located overseas and the operator resided 
outside ROK, international cooperation led by KNPA was essential. To enable e�ective 
coordination with international investigative bodies, including the United States Homeland 
Security Investigations (HSI), NCDSCR actively shared collected evidence and supported 
victim-survivors in participating in the investigation, thereby facilitating cooperation with 
international authorities.

International cooperation

As a result of these coordinated e�orts, a total of 18 illegal adult websites were shut down 
and their operators apprehended. By blocking the illegal websites that functioned as 
primary sources of distribution, the further spread of illegal videos was e�ectively 
prevented, contributing to the prevention of recurrence.

Case results and follow-up measures

i.

ii.

iii.

iv.

²² Several case studies highlight collaborations between ETRI and MSIT. In 2019, ETRI leveraged AI technology to develop an illicit content 
deletion support system targeting online file-sharing and storage platforms. In 2024, the Vice Minister of MSIT visited NCDSCR to review its 
operational status and conduct an urgent assessment of deepfake prevention and victim-survivor support measures. These e�orts laid the 
groundwork for the ‘Implementation of a Proactive Response System to AI-based CSAM’, an initiative co-led by the National Information Society 
Agency (NIA) and MOGEF in 2025. This initiative aims to establish an AI-driven monitoring service that proactively detects online CSAM on a 
continuous basis and automatically issues deletion requests. 

Support for deletion and shutdown of illegal adult websites through international
cooperation

Case 2.
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Roles of civil society organisations and government5.

ROK’s response to TFGBV reflects a public–private cooperation model that combines government-led 
institutional framework with the long-standing expertise of CSOs in addressing GBV.

The Government plays a central role in establishing the legal and policy foundations for TFGBV 
response and in operating an integrated, publicly funded support infrastructure for victim-survivors. 
Within this framework, WHRIK, under the supervision of MOGEF, provides specialised support 
services, including assistance with the deletion of non-consensually distributed sexual images, 
through NCDSCR. These services are delivered through an inter-agency collaboration model involving 
investigative, regulatory, and support institutions.

CSOs, meanwhile, play a critical role in supporting victim-survivor recovery by providing field-based, 
specialised psychological counselling and long-term support for recovery in daily life. These forms of 
support are often di�cult to deliver adequately through government systems alone, particularly where 
assistance must extend beyond statutory mandates.  As government support systems operate within 
the boundaries of existing laws, CSOs are crucial in identifying and addressing legal and policy blind 
spots in TFGBV victim-survivor protection. 

For instance, while NCDSCR provides deletion support primarily for images and videos, certain forms 
of TFGBV, such as text-based abuse or self-produced internet broadcast videos, may fall outside its 
formal remit.²³ Through ongoing monitoring, documentation and advocacy, CSOs help ensure that 
such gaps are brought to the attention to policymakers. In doing so, they contribute to the continuous 
evolution of laws and policies so that institutional responses more fully reflect the lived experiences 
and needs of victim-survivors. 
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²³ Even where a live streamer submits a deletion request on the grounds that the footage was recorded and disseminated under duress, the 
content is often presumed to have been created voluntarily. As a result, such material is not recognised as illegally filmed. In the absence 
of a police report substantiating that the filming occurred under coercion, it remains di�cult for the individual to access support from 
NCDSCR.
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the protection and support of TFGBV victim-survivors

The role of WHRIK within the ROK’s integrated TFGBV victim-survivor
support mechanism

1.

Overview of WHRIK1.1

From the late 1990s, the increasing prevalence of VAWG, including sexual violence, domestic 
abuse and sexual exploitation, emerged as a significant social risk in ROK. In response, legislation 
and institutional measures were developed to address specific strands of GBV, encompassing 
prevention, victim-survivor protection, investigation and punishment. However, as these laws and 
institutions were designed to operate separately by type of violence, ine�ciencies and service 
gaps arose in the protection and support of victim-survivors. 

In this context, the need for a centralised, national institution became increasingly evident to 
e�ectively coordinate and manage victim-survivor protection and support. Accordingly, on 3 April 
2009, WHRIK was established as a non-profit incorporated association under Article 32 of the 
‘Civil Act’. A formal legal basis for WHRIK was later established under Article 46-2 of the 
‘Framework Act on Gender Equality’, which entered into force on 19 December 2019.

Establishment and legal foundation1.1.1

The mission of WHRIK is to foster a social environment that upholds gender equality and human 
dignity. To this end, the Institute works to prevent and eradicate GBV while protecting and 
supporting victim-survivors. 

Major roles and functions1.1.2

WHRIK performs the following core roles and functions:

Training and continuing education for service providers in facilities that protect and support 
victim-survivors of GBV.
Establishment and operation of referral networks linking GBV victim-survivor protection and
support facilities.

1

2
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Evaluation support and consulting for victim-survivor protection and support facilities.
Research and development of programmes for GBV prevention and support and protection of
victim-survivors.²⁴

As of September 2025, WHRIK is organised into two headquarters, namely the Headquarters for 
Administration and Planning and the Headquarters for Prevention of Violence Against Women, 
alongside one centre (NCDSCR), one O�ce of Internal Audit, and one specialised research institute, 
the Research Institute on Japanese Military Sexual Slavery (See Figure IV-1). 

3

4

²⁴

²⁵

The legal basis for WHRIK’s roles and functions is stipulated in Article 46-2 of the ‘Framework Act on Gender Equality’. 

Based on the press release issued on 26 September 2017 by the O�ce of the Prime Minister under OPC, the Countermeasures focused on 
four key strategies: (a) Strengthening the detection of illegal filming using modified cameras; (b) Preventing the circulation of illegal recordings 
and enforcing strict penalties on those who disseminate them; (c) Enhancing protection and support measures for victim-survivors of TFGBV; 
and (d) Raising public awareness through initiatives such as TFGBV prevention education programs.

Establishment of WHRIK’s TFGBV response system1.2

Following a surge in the number of TFGBV cases involving illegal recording devices, the ROK 
Government announced the government-wide ‘Comprehensive Measures to Prevent Digital 
Sexual Violence Victimization’²⁵ in September 2017. In line with this whole-of-government 
response, MOGEF launched the ‘2018 Digital Sexual Crime Response and Support Project’, which 
was implemented by WHRIK.

To operationalise the project, WHRIK established the Advocacy Center for Online Sexual Abuse 
Victims (ACOSAV) on 30 April 2018.

ACOSAV provided specialised support services for victim-survivors of TFGBV, including signposting, 
counselling, referrals, emergency deletion support and continuous post-monitoring.

Inception: Implementation of the 2018 Digital Sexual Crime Response and Support 
Project and establishment of the Advocacy Center for Online Sexual Abuse Victims

1.2.1



ACOSAV also established an inter-agency cooperation framework to tackle TFGBV, involving 
institutions such as KNPA, KCSC, alongside CSOs. In parallel, it conducted public awareness-raising 
and educational initiatives for TFGBV prevention. This included the promotion of ACOSAV, the 
production and distribution of informational booklets to improve awareness of TFGBV and the 
placement of advertisements.

During its initial period of operation, ACOSAV recorded a significant volume of support activities²⁶, 
demonstrating for the first time that the state could directly assume responsibility for deletion 
support that had previously been borne by victim-survivors themselves. These early outcomes 
contributed to public recognition of the need for a permanent, specialised national mechanism to 
address TFGBV.

²⁶ During April – December 2018, ACOSAV achieved: 5,042 cases of counselling support, 28,879 cases of content deletion support, 203 cases 
of legal and investigative assistance, and 52 cases of psychological therapy referral.

National Center for Digital Sexual Crime Response under WHRIK2.

Legal basis2.1

Article 7-4 paragraph 1 of the ‘Sexual Violence Prevention and Victims Protection Act’ provides 
that the State shall establish NCDSCR under WHRIK, as prescribed by Article 46-2 of the 
‘Framework Act on Gender Equality’, to support the deletion of NCII and related personal 
information and to protect and assist individuals harmed by their distribution through information 
and communications networks.
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In 2021, ACOSAV obtained its legal basis when support for victim-survivors of TFGBV, as provided 
for under Article 7-3 of the ‘Sexual Violence Prevention and Victims Protection Act’, was 
incorporated into the statutory mandate of WHRIK under Article 46-2 of the ‘Framework Act on 
Gender Equality’. However, as this arrangement positioned the centre’s functions merely as part of 
WHRIK’s broader institutional duties, concerns were raised regarding the adequacy of this 
framework as a legal basis for the specialised and expanding work of TFGBV victim-survivor 
support. 

In response to these concerns, legislative amendments were adopted in 2024 to establish an 
independent legal basis for a dedicated national institution under Article 7-4 of the ‘Sexual 
Violence Prevention and Victims Protection Act’. As a result, in 2025, ACOSAV was reorganised 
and elevated to the NCDSCR. This reform also led to the establishment of RCDSCRs across all 17 
provinces and cities, creating a comprehensive national system for TFGBV victim-survivor protection 
and support.

Institutionalisation: Establishment of the National Center for Digital Sexual Crime 
Response

1.2.3

From 2019 onwards, ACOSAV began to systematically build and continuously enhance deletion 
support and related operational systems, thereby strengthening support for victim-survivors of 
TFGBV. Between 2019 and 2020, a deletion support system for NCII related to TFGBV was 
developed and commercialised, enabling more stable and e�cient service provision.

In 2021, proactive deletion support for CSAM was introduced, marking an expansion beyond 
victim-survivor-initiated requests. During the same period, an automatic harmful website collection 
system was developed. The system was utilised to identify and monitor domestic and overseas 
websites involved in the distribution of illegal sexual exploitation materials. From 2022 onwards, 
the deletion support system continued to be progressively upgraded.

In parallel, systems for the detection, identification and analysis of sexual exploitation materials, 
including deepfakes, were introduced. In addition, a one-stop integrated TFGBV response website 
was established to consolidate reporting channels and centralise access for victim-survivors. 
Through the application of AI technologies, e�orts are currently underway to automate the entire 
response process, from 24/7 real-time monitoring to the submission of deletion requests.

Expansion: Advancement of the deletion support system and strengthening of 
domestic and international cooperation networks

1.2.2
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Organisational structure and budget2.2

NCDSCR under WHRIKFigure IV - 1
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Source: NCDSCR (2025). Launch and Opening Ceremony Booklet, p. 4.
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As of September 2025, NCDSCR comprises four specialised teams with a total of 41 sta� 
members. The four teams are as follows: Deletion Support Team, Capacity-Building Team, 
Counselling and Referral Team, and Deletion Technology Task Force. By August 2025, NCDSCR 
had been allocated 4.3 billion Korean won, reflecting steady growth since its initial establishment 
in terms of both resources and sta�ng.²⁷

²⁸

²⁹

The NCDSCR’s key duties are stipulated under Article 7-4 (2) (Establishment and Operation of NCDSCR) of the ‘Sexual Violence Prevention and 
Victims Protection Act’.

The duties of RCDSCR, as specified in Article 7-4 (3) (Establishment and Operation of NCDSCR) of the ‘Sexual Violence Prevention and Victims 
Protection Act’, are as follows: 

- receiving reports of damages caused by NCII; 
- providing counselling and follow-up support; 
- assisting with the deletion of NCII and personal information; 
- providing education and public awareness activities related to the prevention of such harm; and
- performing other tasks related deletion support and the prevention of harm, as prescribed by the Ministerial Ordinance of MOGEF. 

²⁷ The annual breakdown of the NCDSCR’s sta�ng and budget is as follows: 

Category

Sta� (full-time)

Non-sta� personnel (contract-based)

Total

Budget (KRW million)

2018

-

16

16

740

2019

-

26

26

1,662

2020

17

50

67

2,115

2021

17

22

39

2,403

2022

21

18

39

2,400

2023

24

15

39

2,593

2024

31

8

39

3,475

2025*

37

4

41

4,359

*As of August 2025

Major duties and functions2.3

The NCDSCR’s key duties²⁸ are as follows:

Receive reports of harm related to NCII, provide emergency counselling and support the
deletion of NCII and associated personal information.
Conduct research and public awareness activities related to deletion support for NCII and
personal information, as well as harm prevention. 
Provide training and consulting for professionals involved in deletion support and harm
prevention activities.
Establish and share domestic and international cooperation networks for deletion support 
and prevention of NCII and personal information.
Develop and operate an integrated management system for the protection and support of 
victim-survivors of illegal filming.
Support RCDSCR.²⁹ 
Carry out other tasks related to deletion support and prevention of illegal filming and 
personal information exposure, as specified by Ministerial Ordinance of MOGEF.

1

2

3

4

5

6

7
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Victim-survivor support process2.4

Victim-survivors may submit reports to NCDSCR through telephone counselling or the online 
reporting platform. Upon receipt, NCDSCR conducts initial counselling and deletion support 
consultations.

Based on whether the materials have been distributed, di�erent response measures are applied. 
Where the materials have not yet been disseminated, NCDSCR undertakes detection and 
monitoring to identify any potential distribution. Where distribution has already occurred, NCDSCR 
initiates deletion support. This may include submitting deletion requests directly to the relevant 
websites that are hosting the NCII, requesting access blocking through KCSC, or referring illegal 
websites to KNPA for investigation.

In addition, NCDSCR conducts monitoring of CSAM and provides proactive deletion support 
where such material is identified. Where necessary, the centre also submits requests to investigate 
authorities for criminal investigations into the relevant websites. 

The NCDSCR’s support is centred primarily on deletion assistance for NCII. As the centre does not 
provide face-to-face counselling or other forms of direct, intensive victim-survivor support, 
victim-survivors requiring investigative, legal or medical assistance are referred to relevant 
institutions, such as sexual violence counselling centres located near their place of residence. 

Source: WHRIK (2025). NCDSCR Counselling and Deletion Support Operations Manual, p. 4.

The NCDSCR’s Victim-Survivor Support ProcessFigure IV - 2

Victim / Survivor

Intake and
Counseling

D4youthSNS
Counseling

Center d4u.stop.or.kr

Verification of NCII Dissemination

No Dissemination
Detected

Dissemination
Confirmed

Monitoring and Detection
of Dissemination Deletion Support

Issuance of
Results Report

Regional Centers for
Digital Sexual

Crime Response

Support Centers for
Victims of VAW and
Sunflower Centers

Referrals for Medical, Legal, and Investigative
Assistance

Proactive Support for Child and Youth Sexual
Exploitation Cases

KNPA
KCSC

ISP
hotline

Int’l
Partner

Law Enforcement
Agency

Case Referrals from
Investigative Agencies



³² Cooperation with NCMEC: To secure cooperation from the US, where the servers of non-compliant websites distributing CSAM were located, 
NCDSCR worked in coordination with the US Embassy in ROK. Through this channel, it engaged with the US Department of State and 
collaborated with NCMEC, resulting in the bulk deletion of all identified victim videos.

Cooperation with the Canadian Centre for Child Protection: After identifying that the domain registrar for an illegal adult website was 
operated by a specific company headquartered in Canada, NCDSCR sought cooperation from the Canadian Centre for Child Protection, the 
o�cial hotline designated under Canadian federal law for reporting online child sexual exploitation. Through virtual meetings and written 
correspondence, the centre secured the registrar’s cooperation and successfully facilitated the deletion of approximately 17,000 NCII hosted 
the website.
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Prevention and awareness-raising activities2.6

To strengthen public awareness of TFGBV, promote victim-survivor support policies and enhance 
practical response capacity, NCDSCR implements a range of prevention and awareness-raising 
activities.

On an annual basis, the centre publishes the TFGBV Victim-Survivor Support Report and produces 
accompanying communication materials, including card news and infographics, to disseminate 
key findings. It also engages with domestic and international media through interviews and press 
releases to raise awareness of the prevalence, patterns and impacts of TFGBV. In addition, 
NCDSCR organises press briefings to provide information on deletion support for NCII and to 
introduce media reporting guidelines related to TFGBV.

At the international level, NCDSCR focuses on responding to overseas platforms and websites 
that do not comply with deletion requests³², while strengthening technical capacity through the 
adoption of technologies from overseas partner institutions, system interconnection, and 
participation in training programmes and technical exchanges. The centre also promotes the 
international sharing and dissemination of ROK’s experience in responding to TFGBV.

As part of these e�orts, the centre concluded a memorandum of understanding (MOU) with the 
United States National Center for Missing and Exploited Children (NCMEC) and pursued 
cooperation on deletion through the CyberTipline system. In addition, NCDSCR promotes 
working-level cooperation meetings with TFGBV response institutions in countries such as the 
United States (US), Taiwan, the United Kingdom (UK) and Canada, and engages in joint deletion 
e�orts to achieve the permanent removal of illegal sexual exploitation materials. 
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Domestic and international cooperation systems2.5

NCDSCR establishes and operates domestic and international cooperation frameworks to 
strengthen support for victim-survivors. 

At the domestic level, cooperation includes measures for the blocking and regulation of NCII in 
coordination with KMCC and KCSC, as well as referrals for investigation of illegal websites and 
investigative cooperation with KNPA and the Prosecutors’ O�ce. In addition, fast-track 
mechanisms are operated in collaboration with relevant ministries, including the Ministry of 
Defense and the Ministry of Education³⁰, to facilitate victim-survivor counselling and rapid deletion 
support. These e�orts are also supported by dedicated hotlines and coordination mechanisms 
with key government institutions, including KNPA, the Prosecutors’ O�ce, KCSC, MSIT and 
MOGEF.

Cooperation with OSPs is integrated into this framework through the operation of dedicated 
deletion request channels and direct communication hotlines with major platforms, including 
Google, Facebook, Instagram, Naver, Daum and Kakao, enabling expedited handling of deletion 
requests and improved responsiveness³¹. 

³⁰

³¹

In cases of TFGBV occurring in schools or the military, victim-survivors who do not use, or who prefer not to use, internal reporting mechanisms 
may report directly to NCDSCR. There they receive emergency counselling, assistance with content deletion, and monitoring support. To 
ensure e�ective operation of this referral pathway, NCDSCR maintains continuous coordination with designated focal points within the Ministry 
of Education and the Ministry of National Defense, and develops and disseminates an operational manual outlining victim-survivor support 
procedures. In addition, NCDSCR provides practical training on TFGBV response measures to o�cials from local education o�ces, elementary 
and secondary school teachers, and sta� of university human rights centre.

Following amendment to the ‘Telecommunications Business Act’, major platform operators, including Google, X, and Naver, have been 
designated as “obligated service providers.” This designation legally requires them to implement technical and administrative measures to 
prevent the distribution of digital sexual exploitative content, thereby strengthening cooperation on responses to TFGBV. Each platform has 
designated a dedicated liaison (mutual hotline), enabling continuous communication to ensure the prompt removal of NCII upon request and 
to jointly explore more e�cient deletion mechanisms. In addition, through consultations Microsoft Bing, the standardisation of deletion support 
procedures has been completed, enabling bulk and large-scale content deletion.
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To improve accessibility to support services, the centre produces informational leaflets in Korean 
and English and conducts banner advertising on online platforms with high usage rates among 
women in their teens and twenties.

At the same time, NCDSCR seeks to strengthen individual response capacity by developing 
tailored web posters for specific target groups, including adolescents, young adults, parents and 
educational institutions. These materials present TFGBV case examples, prevention guidance and 
response options in formats adapted to the characteristics and needs of each audience.

In addition, the centre produces a TFGBV Victim-Survivor Support Guidebook, which provides 
information on emerging and evolving forms of harm, situation-specific emergency response 
measures, step-by-step support procedures and directories of relevant support institutions. 
Through this guidebook, NCDSCR aims to enhance public understanding of appropriate response 
pathways when TFGBV occurs.
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V. The Republic of Korea’s experience and insights on
protecting and supporting TFGBV victim-survivors

Achievements and significance of Republic of Korea’s TFGBV victim-survivor
support mechanism

1.

From 2016 onwards, ROK experienced a series of high-profile TFGBV incidents, including illegal 
filming in public spaces; the mass distribution of NCII and their systematic circulation through online 
file-sharing and storage platforms; the production and dissemination of sexually exploitative content 
via encrypted messaging applications; and deepfake-enabled victimisation. These incidents 
generated widespread public concern and prompted sustained public demands for stronger 
government action.

CSOs, including women’s organisations, consistently highlighted the need for response measures 
specifically tailored to the distinct characteristics of TFGBV. In response, the Government announced 
comprehensive, pan-ministerial countermeasures. With each policy response, legal measures were 
enacted and response systems were established, expanded and progressively strengthened. 

Over time, the national approach evolved from post-incident relief measures, such as counselling and 
deletion support, towards a more comprehensive response framework. This framework integrates 
strengthened regulation of online platform operators, technological advancement for detecting and 
removing NCII, and enhanced international cooperation aimed at ensuring complete deletion.

Institutionalisation of government response following successive TFGBV cases1.1

In response to the growing prevalence of TFGBV, WHRIK established NCDSCR, creating a public-led, 
dedicated national support system to address structural gaps in protection and assistance for TFGBV 
victim-survivors. 

Establishment of a national, government-led support system for TFGBV victim-survivors1.2
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Through NCDSCR, victim-survivors received deletion support as a core service, alongside counselling, 
medical, legal and investigative assistance through coordinated referrals to specialised institutions. 
The establishment of the centre marked a shift towards a state-led response model, in which the duty 
to support victim-survivors is assumed at the national level. 

The impact of this system is reflected in the rapid growth of support provided. The number of 
victim-survivors supported increased from 1,315 in 2018 to 10,305 in 2024, representing a cumulative 
total of 29,976 individuals. Over the same period, deletion support cases rose from 28,879 to 300,237 
(approximately 940 percent), while counselling and referral cases increased from 5,042 to 32,104 
(approximately 547 percent).³³

V. The Republic of Korea’s experience and insights on protecting and supporting TFGBV victim-survivors

³³ WHRIK (2024) Digital Sex Crime Performance Report.

Source: NCDSCR (2025). Materials for the Launch and Plaque-Hanging Ceremony of NCDSCR, p. 17.
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³⁴ Article 7-4 of ‘Sexual Violence Prevention and Victims Protection Act’ stipulates that NCDSCR shall be responsible for supporting the core 
functions of RCDSCR. These core functions include receiving reports of illegal filming and other related damages, providing counselling and 
follow-up management, supporting the deletion of NCII and personal information, and conducting damage prevention, education, and 
publicity.
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Following the establishment of a clear legal basis for NCDSCR³⁴ , a nationwide TFGBV victim-survivor 
support system was further consolidated through the operation of RCDSCRs across all 17 provinces 
and cities. These regional centres operate within a centrally coordinated framework led by NCDSCR, 
reinforcing the State’s ultimate responsibility for victim-survivor protection and support. With the establishment of NCDSCR, deletion support for NCII was institutionalised as a core function of 

the national TFGBV response. This process has been progressively strengthened through the 
development and enhancement of key systems including a deletion support system for NCII, an 
automated mechanism for identifying and monitoring harmful domestic and international websites, and 
a DNA value identification technology (as termed by NCDSCR)³⁵ used to detect, track and support the 
removal of NCII through web-monitoring processes.

In parallel, operational manuals covering the full victim-survivor support pathway, from counselling and 
deletion support to referral and follow-up, were developed. These manuals established a standardised 
and practical operational framework for deletion support, improving consistency and e�ectiveness 
across cases.

Institutionalisation of the deletion support process for TFGBV materials1.3

To achieve the complete deletion of TFGBV materials, NCDSCR has developed and operationalised 
comprehensive domestic and international cooperation systems. Domestically, a cooperative 
framework involving MOGEF, KMCC, KCSC and KNPA was established to support coordinated action 
on deletion support, investigation and regulatory measures.

Internationally, cooperation has been strengthened through operational partnerships with overseas 
TFGBV response institutions, including counterparts in the US, Taiwan, the UK and Canada. These 
partnerships support practical deletion actions and address challenges related to cross-border 
distribution.

Within this framework, NCDSCR employs multiple complementary approaches to ensure the removal 
of NCII, including the use of copyright infringement reporting channels, submission of deletion 
requests through hosting service providers, direct communication with domestic and global OSPs, 
international joint enforcement actions and the issuance of o�cial requests to non-compliant illegal 
websites.

Establishment and operation of domestic and international cooperation systems for
the complete deletion of TFGBV materials

1.4
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³⁵ “DNA value identification technology” refers to an advanced content-identification method that analyses the core visual features of an image or 
video, such as colour, motion, and scene patterns, rather than its file properties. Unlike basic hash values, it can recognise the same abusive 
content even after it has been edited, resized, watermarked, or re-uploaded, enabling accurate tracking and repeated removal of modified 
materials.

Source: NCDSCR (2025). Materials for the Launch and Plaque-Hanging Ceremony of NCDSCR, p. 16.

System Diagram of NCDSCR and RCDSCRFigure V - 2
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As of 2024, these e�orts resulted in 10,302 cases of deletion through international cooperation 
mechanisms, 73,863 cases supported through o�cial verification of illegality, the closure of 14 illegal 
websites following KNPA investigations, and 18,767 cases submitted to KCSC for access-blocking 
review.

At the same time, the use of AI raises ethical concerns, particularly regarding the collection and 
analysis of NCII, necessitating careful consideration to ensure that technological e�ciency does 
not override human rights protections.

Repeated exposure to explicit and distressing materials places practitioners at high risk of burnout and 
secondary trauma. While measures such as individual counselling, group sessions and burnout 
prevention workshops are provided, their e�ectiveness is constrained by confidentiality requirements 
that limit detailed discussion of cases. Addressing practitioner wellbeing remains essential to the 
sustainability of the response system.

Practitioner burnout arising from deletion support work2.3

Under the current legal framework, deletion support is limited to cases that fall within statutory 
definitions of TFGBV. As a result, victim-survivors of other forms of digital sexual violence that fall 
outside these definitions may be excluded from public support systems, despite experiencing harm 
rooted in structural gender inequality.

Blind spots in TFGBV response and support system2.4

To respond e�ectively to the evolving nature of TFGBV, NCDSCR has prioritised the advancement and 
automation of deletion support technologies. Key developments include systems that automatically 
detect distribution status by identifying similarities between victim-survivors’ materials and illicit 
content circulating on illegal adult websites.

AI-based systems are also being developed to support deletion from online file-sharing and storage 
platforms. In addition, a digital response system is under development to proactively detect online 
CSAM using AI and link detection directly to automated removal processes.

These technological advancements are being pursued through a technology cooperation council 
involving MOGEF and MSIT.

Proactive use of technology for TFGBV response1.5

Deletion support work relies heavily on the expertise and manual judgement of practitioners, 
particularly given the wide range of content types and the complexity of distinguishing illegal 
materials from lawful content. Even with technological advancement, certain aspects of deletion 
support inevitably require direct human intervention.

The knowledge and experience accumulated through this work constitute a core component of 
NCDSCR’s institutional capacity. However, high case volumes often limit systematic documentation 
and internal knowledge sharing. While NCDSCR conducts case conferences and peer review 
processes for this purpose, strengthening mechanisms to organise, digitalise and institutionalise this 
expertise remains a key challenge.

The need to systematise knowledge and experience gained through TFGBV deletion 
support work

2.2
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Challenges of the Republic of Korea model2.

As TFGBV continues to evolve rapidly through AI-enabled technologies such as deepfakes, 
increasingly advanced and automated responses are required. However, such technological 
development requires substantial resources and expertise, which cannot be led independently by 
MOGEF or NCDSCR alone. Progress therefore relies heavily on inter-agency coordination and 
technical cooperation. 

In practice, it is challenging to fully reflect the level of automation and technological advancement 
required by NCDSCR for the e�ective delivery of victim-survivor support. Moreover, as cooperation 
had been primarily structured around technology development, there has been limited scope to 
systematically support follow-up improvements and system upgrade after commercialisation.

Lagging technological response and ethical challenges related to AI use2.1



Factors to consider when implementing the Republic of Korea’s integrated
TFGBV victim-survivor support mechanism

3.

Given the rapidly evolving nature of TFGBV, delays in establishing or updating legal and regulatory 
frameworks can create significant gaps in response. A robust legal foundation is therefore essential. 
Such frameworks should encompass measures for the protection and support of victim-survivors, 
obligations for service providers, and punitive measures for perpetrators.³⁶

In particular, legal frameworks should be designed to address emerging forms of TFGBV, including 
deepfakes and cross-border redistribution through overseas platforms, so that responses remain 
flexible and proactive rather than limited to narrowly defined o�ence types. Laws should also clearly 
articulate the state’s responsibility for protecting and supporting TFGBV victim-survivors, including 
both overarching duties and practical obligations such as the allocation of budgets and specialised 
personnel.

In addition, legal frameworks should specify the roles and responsibilities for all relevant institutions 
involved in TFGBV response, including cooperation mechanisms that define mandates, coordination 
methods and operational structures. Clear legal provisions are also needed to establish and sustain a 
dedicated system for TFGBV victim-survivor protection and support.  

Establishment of legal frameworks3.1

³⁶ Provisions should be clearly defined for punitive measures against perpetrators; obligations and accountability measures for service providers, 
including transparency requirements and risk assessment mechanisms; and comprehensive victim-survivor support measures. These should 
include the use of closed trials where appropriate, protection of personal information, safeguards for victim confidentiality, and the operation of 
investigative and judicial processes grounded in victim/survivor-centred principles, in order to prevent secondary harm.
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Given the characteristics of TFGBV, whereby content can be repeatedly replicated and redistributed, 
deletion support constitutes the most critical form of assistance for victim-survivors. Accordingly, 
automation and technological advancement of deletion support systems are essential, including the 
development of API-based cooperation structures and hash-based identification technologies.

At the same time, deletion support relies heavily on practical expertise accumulated through direct 
case work. Mechanisms are therefore needed to systematise, professionalise and codify the 
knowledge gained through TFGBV response activities, including content removal. Such systematisation 
strengthens institutional capacity, enhances consistency and enables the delivery of standardised, 
nationwide victim-survivor support services across multiple agencies.

To ensure the sustainability of deletion support systems, measures to prevent practitioner burnout and 
improve working conditions are also essential. Given the high level of expertise required and the 
labour-intensive nature of deletion support, the allocation of an adequate number of specialised 
personnel is critical to maintaining e�ective and sustainable victim-survivor assistance.

Establishment of deletion support system 3.2

E�ective TFGBV response requires a comprehensive, medium- to long-term strategy for technological 
advancement. This includes the development of systems that support automation and early detection, 
as well as the securing of stable budgets and the establishment of collaboration mechanisms with 
relevant technical institutions.

When developing and deploying technologies that rely on sensitive data from victim-survivors, such as 
images, videos or audio materials, ethical considerations must be prioritised. Ethical safeguards are 
required to ensure that technological e�ciency does not undermine human rights, privacy or 
victim-survivor dignity.

Technological advancement3.3

Given that many TFGBV cases involve overseas platforms, e�ective international cooperation is 
essential. Although cooperation systems and hotlines have been established, di�erences in authority, 
organisational status and capacity among agencies can impede smooth coordination. In particular, 
unclear processes for information sharing and role delineation among KMCC, KCSC and KNPA 
continue to present operational challenges.

Inter-agency cooperation challenges in international cooperation 2.5

V. The Republic of Korea’s experience and insights on protecting and supporting TFGBV victim-survivors



³⁷ Major international forums of which WHRIK is a member (as of December 2025): Global Platform for Child Exploitation Policy (NCMEC), 
WeProtect Global Alliance.
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E�ective TFGBV response depends on well-functioning multilateral cooperation systems supported by 
clear procedures and coordination mechanisms. This is particularly critical for cases involving 
overseas platforms, where collaboration with foreign TFGBV response agencies is essential.

At the domestic level, clearly defined inter-agency cooperation processes are required, including role 
delineation for actions involving overseas service providers and cross-border investigations. 
Continuous review and feedback mechanisms are necessary to identify and address gaps, delays or 
ine�ciencies in cooperation and victim-survivor support.

At the same time, the transnational nature of TFGBV underscores the growing importance of 
international cooperation. Sustainable partnerships with foreign TFGBV response agencies should 
be developed through participation in international forums³⁷ and the conclusion of MOUs. While 
international cooperation mechanisms for the removal of CSAM are relatively well established, 
deletion of adult victim-survivor content remains more challenging and requires sustained attention. 
Dedicated organisational structures, technical capacity and budgetary resources are therefore 
necessary to support both domestic and international cooperation. Notwithstanding the importance of 
multilateral engagement, the establishment of a strong legal and technical foundation remains a 
prerequisite for e�ective cooperation.

Establishment and operation of multilateral cooperation systems3.4

Where a dedicated TFGBV deletion support system is established, cooperation frameworks are 
required both during the deletion process and throughout the victim-survivor’s post-deletion recovery. 
Collaboration should be developed with organisations that have long provided integrated support 
services, including counselling, medical care and legal assistance, while also understanding the 
distinct characteristics of TFGBV.

To ensure consistent service quality, structured and continuous cooperation mechanisms should be 
institutionalised, alongside sustained capacity-building e�orts. CSOs also play a critical role in raising 
public awareness of TFGBV, monitoring laws, policies and support systems, identifying gaps and blind 
spots, and advocating for improvements to legal and institutional frameworks.

Cooperation with existing sexual violence support organisations and CSOs3.5
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Deletion support alone is insu�cient to address the structural drivers of TFGBV. Complementary 
measures, including strengthened regulation of platform operators and more e�ective investigation 
and prosecution, are also required. To support such measures, data systems should be established to 
collect and analyse information on TFGBV incidents, as well as on the processes and outcomes of 
victim-survivor response e�orts.

The systematic accumulation and analysis of data can inform evidence-based policy and institutional 
responses by identifying trends in TFGBV, changes in platform dynamics, and patterns in the 
production, distribution and circulation of NCII. A data-driven approach is therefore essential to 
strengthening prevention, response and accountability mechanisms for TFGBV.

Data-driven approaches3.6
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ROK’s experience demonstrates that repeated TFGBV incidents can serve as a catalyst for 
institutional reform when governments assume primary responsibility. Through comprehensive 
inter-agency strategies, amendments to relevant laws and the establishment of a dedicated 
national mechanism such as NCDSCR, ROK institutionalised a nationwide response system. 
This highlights the importance of strong government leadership in developing and sustaining 
legal and institutional frameworks to address TFGBV.

∙ Government Leadership

While NCDSCR specialises in deletion support, victim-survivor recovery requires a broader, 
long-term approach. Through collaboration with RCDSCRs, sexual violence counselling centres 
and CSOs, support extends beyond content removal to include stabilisation, restoration of 
agency and longer-term coping. Given the persistent risk of re-distribution, TFGBV responses 
must combine technical measures with processes that enable victim-survivors to define and 
pursue their own recovery pathways.

∙ Victim/Survivor-Centred Approach

Global Implications of ROK’s Experience on TFGBV
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E�ective TFGBV response depends on coordinated action across institutions and borders. 
NCDSCR operates domestic cooperation frameworks with agencies such as KNPA and 
KMCC, alongside international partnerships with specialised organisations including NCMEC. 
As dissemination through overseas platforms increases, strengthened collaboration with 
foreign TFGBV response agencies demonstrates how cross-national cooperation and global 
deletion networks enhance the prevention of re-distribution.

∙ Multilateral Cooperation (Domestic and International)

Technology-based solutions, including detection technologies for online monitoring, 
constitute core capacities for TFGBV response. Continued investment in technological 
advancement and automation is essential. However, in a borderless digital environment, 
technology alone is insu�cient. Knowledge-sharing, coordinated responses and the 
development of international standards and shared agendas are equally critical to 
addressing TFGBV e�ectively.

∙ Technology-Based Response
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Further reading
The following international normative, policy and knowledge resources provide additional context on the 
evolution of global frameworks related to TFGBV, digital governance and victim/survivor-centred responses. 
These materials are included for reference and do not represent an exhaustive list.

United Nations. (1995). 
Beijing Declaration and Platform for Action. Fourth World Conference on Women (A/CONF.177/20/Rev.1).

∙

Committee on the Elimination of Discrimination against Women (CEDAW Committee). (2017). 
General recommendation No. 35 on gender-based violence against women, updating general
recommendation No. 19 (CEDAW/C/GC/35).

∙

United Nations Secretary-General. (2017).
Report of the Secretary-General on freedom of expression and the role of online platforms (A/HRC/35/22).

∙

United Nations General Assembly. (2021). 
Resolution on countering disinformation (A/RES/76/227).

∙

United Nations Secretary-General. (2022). 
Report of the Secretary-General on countering disinformation (A/77/287).

∙

United Nations Human Rights Council. (2023). 
Reports of the Special Rapporteur on violence against women and girls and the Special Rapporteur on
freedom of opinion and expression, addressing gendered disinformation, digital gender-based violence 
and regulatory gaps (e.g. A/HRC/53/36; A/HRC/56/58).

∙

United Nations General Assembly. (2024). 
Resolution on technology-facilitated gender-based violence (A/RES/79/152).

∙

United Nations Human Rights Council. (2024). 
Resolution on technology-facilitated gender-based violence (A/HRC/RES/56/19).

∙

United Nations. (2024). 
Pact for the Future (A/RES/79/1) and Global Digital Compact (Annex I).

∙
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United Nations. (2025). 
Political Declaration of the Commission on the Status of Women (CSW69) (E/CN.6/2025/L.1).

∙

United Nations Development Programme (UNDP). (2025). 
Human Development Report 2025: A matter of choice – People and possibilities in the age of AI.

∙
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One-stop service mechanism for GBV survivors. 

∙

UNDP Seoul Policy Centre. (2020). 
Investigation, protection, and support measures for GBV victims. 

∙

UNDP Seoul Policy Centre. (2022). 
Experience of the Republic of Korea: Monitoring and evaluation of Sunflower Centres for integrated
support to survivors of sexual and gender-based violence.

∙

United Nations Secretary-General. (2024). 
Report of the Secretary-General to the Commission on the Status of Women, assessing global progress in
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Annex 1. 
Self-assessment tool: TFGBV national response checklist

Co-developed by USPC and WHRIK

Purpose of the checklist

This checklist translates key analytical findings and institutional lessons documented in this publication 
into a structured and actionable framework. It has been developed on the basis of ROK’s institutional 
response to TFGBV, as analysed in this paper, and the operational experience of NCDSCR. 

While the checklist is situated within broader UN frameworks on gender equality, violence against 
women and digital governance referenced in this publication, it does not seek to operationalise 
specific international norms. Rather, it reflects practice-based insights and institutional arrangements 
that have emerged in response to TFGBV within the ROK context. 

Structured around four core functional pillars and two supporting pillars, the checklist enables 
institutions to review their current policies, systems, services and technological measures, and to 
identify gaps and priorities for strengthening TFGBV prevention and response.

The checklist is not intended as a scoring or evaluative instrument. Instead, it provides a structured 
framework for reflection and planning, supporting institutions in understanding their current level of 
readiness and prioritising progressive enhancement of national and institutional response 
mechanisms. 

Situations for use

The checklist may be applied in various institutional and system-building contexts, including:

Early stages of system development such as the deployment of new personnel, establishment of
TFGBV response teams, or the initiation of new infrastructure or technological systems.
Periodic review to assess or update existing response mechanisms, policies, and service delivery
processes.
Design or refinement of cooperation frameworks with national and international partners, particularly
when strengthening referral pathways or inter-agency coordination.
Enhancement of survivor-support services, including counselling, content-removal assistance,
access to justice, and long-term follow-up care.

Advanced
requirements

Essential
requirements

Core
requirements

Category Description

Checklist pillar structure

69

UNDP Seoul Policy CentreAnnex 1. Self-assessment tool: TFGBV national response checklist

Main pillars

Policy and Regulatory Frameworks
Victim/Survivor-Centred Support Services
Justice and Law Enforcement
Digital Platforms and Technology

M1.
M2.
M3.
M4.

Supporting
pillars

Prevention, Education and Social Norms
Media and Communications

S1.
S2.

Mature, data-driven, AI-enabled and 
sustainable system features, including 
international cooperation and workforce 
protection.

Automated workflows; AI detection; 
international data standards; 
interoperability; survivor participation in 
system design.

Operational standards ensuring quality, 
consistency, inclusiveness, and 
trauma-informed practice.

Risk assessment processes; 
victim/survivor-centred communication; 
interagency coordination; workforce 
guidance.

Minimum legal, procedural and access 
requirements needed to ensure 
immediate safety and foundational 
system functionality.

Legal definitions; survivor access; 
minimum procedures; emergency 
safeguards; foundational accountability 
mechanisms.

Priority Level Definition Examples

Priority levels
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Advanced
requirements

Are data-access permissions minimised and auditable?

Are emergency protocols established to respond to surges in TFGBV during crises or
disasters?

Are victim-survivors’ perspectives and experiential data systematically incorporated into 
policy design, service evaluation and impact assessment?

Can services remain operational when internet infrastructure is disrupted or degraded?

Does a public–civil society advisory body exist to provide legislative or policy
recommendations?

Are laws and guidelines regularly updated to reflect technological developments, 
including AI, deepfakes and synthetic media?

Are international statistical standards or comparable metrics used, for example TFGBV
classification systems or shared indicators with international partners?

Are response-time metrics for platforms clearly quantified, and do they align with
national or international standards?

Are statistical standards in place to prevent duplication or omission of data, and to ensure 
interoperability and comparability across systems?

Is the TFGBV response budget reflected in the government’s Medium-Term Expenditure 
Framework (MTEF), ensuring predictable and sustainable financing?

Are Data Protection Impact Assessments (DPIAs) or other human-rights impact
assessments conducted regularly?

Can the budget be scaled up in response to increases in case volume?
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Essential
requirements

Core
requirements

Priority Level Checklist item

M1. Policy and Regulatory Framework

Purpose

To provide the national foundation for TFGBV response, including legal definitions, regulatory 
frameworks, budget and oversight functions. This pillar covers inter-ministerial coordination, platform 
regulation, data, monitoring and evaluation systems and international cooperation.

Are there legal definitions and punitive provisions for emerging forms of violence such as 
TFGBV, NCII and CSAM?

Can new and evolving behaviours, including deepfake creation and distribution, 
be covered under existing legal frameworks?

Do laws require online service providers (OSPs) to remove or block illegal content, and
do they establish sanctions for non-compliance?

Are OSPs required to submit transparency reports or conduct risk assessments?

Are there legal safeguards to protect victim-survivors’ personal information and 
to prevent secondary harm?

Is there a clearly defined division of responsibilities and a functioning inter-ministerial
coordination mechanism?

Is a national, multi-ministerial strategy for TFGBV regularly developed and implemented?

Are TFGBV statistics collected by age, gender and type of violence?

Are performance indicators monitored, such as the number of deletion-support cases,
counselling and referral cases, user-satisfaction levels and deletion-completion rates?

Are these statistics regularly published or fed back into policy-making processes?

Is there a dedicated budget line for deletion support and counselling services?

Are qualitative, experience-based data from victim-survivors collected and analysed?

Are cooperation agreements, for example MOUs, established with international
organisations, hotlines or major platforms?

Are procedures in place to coordinate support when victim-survivors are located
across borders?

Is there a regular cooperation platform through which agencies exchange technology, 
policies or statistical information?
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M2. Victim/Survivor-Centred Support Services

Purpose

To ensure that victim-survivors have access to integrated and victim/survivor-centred services, 
including counselling, legal, medical, psychological, economic and content-removal assistance. This 
pillar focuses on trauma-informed approaches, choice, privacy, accessibility and the protection and 
wellbeing of frontline sta�.

Are clear and transparent timelines provided from reporting to case closure?

Essential
requirements

Priority Level Checklist item

Is a one-stop support centre or integrated support mechanism in operation?

Are counselling, legal, medical, psychological and economic assistance provided in
an integrated manner?

Is there a system for supporting the removal of illegally produced or synthetic digital 
content?

Is there a system for long-term monitoring and follow-up to prevent re-distribution?

Are tailored services available for vulnerable groups such as children, adolescents,
migrants and persons with disabilities?

Is a proxy reporting and proxy deletion mechanism in place?

Are anonymous access channels available to victim-survivors?

Are the legal and security requirements for proxy requests clearly defined?

Is accessible multilingual assistance, including translation and interpretation, provided?

Are measures in place to protect victim-survivors’ identity and confidentiality?

Are mechanisms available to support victim-survivors experiencing financial loss?

Are options available for employment support, academic leave or financial assistance?

Are survivors informed of their rights regarding workplace-related disadvantages?

Is victim-survivor consent obtained at key stages of investigation and action?

Are victim-survivor choices, for example opt-in and opt-out, respected?

Are procedures available to restore psychological safety during the initial stages of 
support?

Are procedural steps communicated in language that victim-survivors can easily 
understand?
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Core
requirements

Is the system designed to allow cases to be reopened when needed?

Are cumulative case records stored securely?

Are access permissions for counselling records minimised?

Are victim-survivors informed of their rights regarding record access and deletion?

Is access to legal support su�cient?

Are lawyer referrals and legal counselling services available?

Are referral pathways to public-interest legal support available?

Can victim-survivors explain their situation only once, without repeated retelling?

Is automatic mosaic or blurring technology available for handling graphic or high-risk
material?

Are materials available to address and reduce social stigma experienced by
victim-survivors?

Is there a system for collecting victim-survivor feedback and incorporating it into
service improvement?

Can victim-survivors choose their preferred method of communication, such as phone,
messaging, email or in-person?

Are safeguards applied without discrimination, taking into account culture, religion, 
sexual orientation, disability status, age and other intersecting identities?

When guardian involvement is required, are procedures separated to respect 
the victim-survivor’s rights and privacy?

Are communication options available outside standard working hours, including 
evenings and weekends?

Are rights, procedures and response options clearly explained in advance?

Is privacy ensured in spaces where victim-survivor interviews take place?

Are protocols established for immediate action when safety risks arise?

Are procedures in place to identify and minimise re-traumatising triggers?

Is TFGBV awareness training mandatory in workplaces?

Are workload caps or weekly caseload guidelines established for sta�?

Are sta�ng arrangements adjusted for peak periods, including shift systems?

If re-distribution occurs, can the case immediately return to the same file without restarting
the process?
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Advanced
requirements

Is there a rotational-exposure protocol to reduce prolonged exposure to high-risk
content?

Are debriefing and Critical Incident Stress Management procedures in place?

Is annual specialised training on digital forms of sexual abuse provided?

Are competency assessments conducted regularly?

Are manuals or guidelines in place to prevent further harm or re-distribution risks?

Is there a rapid coordination channel between platforms and investigative authorities?

Is a structured onboarding programme in place for new personnel?

Is deletion-support work rotated to prevent long-term cumulative exposure?

Can night-time or emergency responses be shared with a dedicated support team?

Are AI-based tools used to reduce sta� workload?

Are routine mental-health screenings conducted, for example burnout, compassion
fatigue and PTSD?

Is an automated workflow in place for support tasks, such as detection, request and 
follow-up?

Are high-risk materials displayed using colour filters or low-resolution previews to
protect sta�?

Is regular clinical supervision provided to counsellors and content-removal personnel?

M3. Justice and Law Enforcement 

Purpose

To ensure that TFGBV cases are investigated e�ectively, digital evidence is secured and preserved, 
protection orders are applied and legal accountability is pursued. This pillar includes specialised 
personnel, standardised investigative procedures and cooperation lines with platforms.

Priority Level Checklist item

Is there a dedicated investigative unit or specialised personnel responsible for
TFGBV cases?

Are procedures for the collection, preservation and protection of digital evidence 
standardised?
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Core
requirements

Are information-security procedures established for the submission of digital evidence?

Are expedited protection orders applicable to TFGBV cases?

Are victim-survivor feedback and views incorporated at key stages of the case-handling
process?

Are detection and tracing technologies used to enhance the quality and e�ectiveness of
investigations and re-distribution prevention?

Is regular training provided on digital evidence collection and management?

Are professional competency standards established for investigators who handle
TFGBV cases?

Are remote or non-in-person reporting options available so that victim-survivors can file
complaints without visiting law enforcement o�ces?

Advanced
requirements

Are investigative approaches and techniques regularly updated to reflect technological
developments, including AI, deepfakes and synthetic media?

Does a public–civil society advisory body provide recommendations on legislative and
policy reforms in relation to TFGBV?

Essential
requirements

M4. Digital Platforms and Technology

Purpose

To strengthen platform-level procedures and technology, including reporting and removal processes, 
safety-by-design, automated detection and cooperation mechanisms with public authorities. This pillar 
focuses on preventing and limiting online harm and re-distribution. 

Priority Level Checklist item

Are the platform’s reporting and content-removal procedures clearly published?

Is a human-review channel available, rather than relying solely on automated responses?

Is there a priority-handling lane for child-related or other high-risk content?

Are reporting and removal processes designed to be victim/survivor-centred, 
trauma-informed and accessible through user-friendly UI and UX?
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S1. Prevention, Education and Social Norms

Purpose

To prevent TFGBV and improve social norms through education, digital literacy and stigma reduction 
in schools, workplaces and communities, building long-term structural understanding and prevention.

Core
requirements

Are platform guidelines on NCII and deepfakes su�ciently detailed?

Are anonymous or non-traceable modes available to protect reporters and
victim-survivors?

Are clear pathways established for submitting removal requests to overseas platforms?

Are upload-blocking mechanisms in place for hate speech, sexual harassment and
similar harmful content?

Advanced
requirements

Are hash- or signature-based automated detection systems introduced or under review?

Are AI-based re-distribution detection tools used to reduce operational workload?

Is an automated workflow in place that links detection, request and follow-up processes?

Is there an automated deletion-request system, including platform API integration?

Essential
requirements Are TFGBV response standards established within schools?

Are TFGBV response manuals available in workplace settings?

Priority Level Checklist item

Are institutional safeguards in place within educational and workplace environments to
protect victim-survivors?

Core
requirements Is TFGBV awareness training mandatory in workplaces?

Are materials available to address and reduce social stigma associated with
victim-survivors?

Is TFGBV prevention education incorporated into school curricula or community-based
education programmes?

Advanced
requirements

Are public digital literacy programmes available that address the risks of deepfakes?

Are public awareness or prevention campaigns implemented on a regular basis?
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S2. Media and Communications

Purpose

To promote responsible media reporting that avoids secondary harm, protects victim-survivors’ identity 
and supports positive social norms.

Essential
requirements Are standards for pseudonymisation or anonymisation applied to protect survivors?

Priority Level Checklist item

Are guidelines available to prevent secondary harm in media reporting?

Core
requirements

Are guidelines implemented to prevent the disclosure of victim-survivors’ personal
information in media engagement or coverage?

Are clear procedures in place to respond when additional harm occurs due to 
media coverage?

Advanced
requirements
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