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About this Publication 
The UNDP AI Human Rights Impact Assessment Toolkit offers a structured methodology for evaluating and 

mitigating human rights risks in AI systems. It is based on international human rights law standards, 

emerging AI risk assessment practices, and existing evidence, and recognizes the evolving nature of human 

rights risk assessment in AI governance. This publication is intended as an explanatory resource and does 

not constitute the official opinion of UNDP. It also does not refer to legal frameworks of any specific country 

or territory. A digital version of this publication is available at https://hria.eu.  

The toolkit is developed with the financial support from the UNDP Global Programme for Strengthening the 

Rule of Law, Human Rights, Justice and Security for Sustainable Peace and Development, and the project 

“Greening the Future, Advancing Rights and Stability in the Eastern Neighbourhood region”, funded by the 

Ministry of Foreign Affairs of Denmark. 

 

Disclaimer 
This publication was developed by the United Nations Development Programme. By using its content, 

readers agree to the applicable terms of use. The content of the material does not imply any opinion on the 

legal, policy, or practice of any specific country or territory. The ideas and recommendations expressed are 

those of the authors and do not necessarily reflect those of UNDP. Given the dynamic nature of this field, 

this document constitutes the initial release of the human rights impact assessment of AI methodology, and 

as a living resource, will be updated periodically to incorporate new evidence and relevant policy, legal, and 

technological developments. Readers are encouraged to share comments and suggestions for future 

iterations at ainura.bekkoenova@undp.org or mindia.vashakmadze@undp. 
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About the Human Rights Impact Assessment (HRIA) of the AI 
Toolkit  
The rapid evolution of digital technologies and artificial intelligence (AI) is significantly impacting the daily 

lives of citizens across Europe and Central Asia. Both the private and public sectors are eager to explore the 

opportunities presented by this multilayered process of digital transformation. However, the mechanisms 

and structures needed to operationalise the principle of human-centeredness in digital systems – a guiding 

principle of UNDP's work on digital transformation – are largely missing. Human rights standards and norms 

offer a valuable tool that should be made available to public authorities, companies, and other relevant 

players to shape a human-centred and rights-based digital transformation process. 

In particular, the Human Rights Impact Assessment (HRIA) can assist a wide range of institutions in the 

region to develop and apply digital systems and AI in alignment with international human rights norms. The 

HRIA AI Toolkit presented here can help effectively realise this objective by enabling public and private 

entities to apply a human rights lens throughout the entire life cycle of AI and digital systems – from design 

to deployment and application.  

This toolkit aims to assess and systematically document the impacts of AI systems at every stage of their 

development and use, and to enact necessary, evidence-based changes. It is designed to empower 

institutions to proactively identify, analyse, and articulate the human rights implications of digital systems 

and AI applications. Using this toolkit, organisations can also formulate mitigation strategies, enhance 

dialogue and collaboration, and strengthen their internal capacity to navigate the complexities of the digital 

age. 
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Introduction 

Across Eastern Europe, the Caucasus, Central Asia, and the Western Balkans, digital transformation is 

reshaping societies. Governments throughout the region are pursuing "digital-first" agendas, rolling out e-

government services, and integrating advanced technologies such as Artificial Intelligence (AI) into the 

fabric of economic and public life. From automating legal services in Albania to deploying "Smart City" 

surveillance networks in Serbia and Kazakhstan, the push for modernisation promises greater efficiency, 

economic growth, and improved governance. 

However, this rapid technological adoption is occurring in a complex and often fragile human rights 

landscape. The proliferation of digital tools has outpaced the development of robust legal and regulatory 

frameworks to govern them, creating a significant vacuum. As a result, the same technologies that promise 

progress are increasingly being used in ways that threaten human rights. We see governments leveraging 

vaguely worded "anti-disinformation" laws to stifle dissent and silence journalists, deploying sophisticated 

spyware to monitor activists and critics, and collecting vast amounts of citizen data without adequate 

privacy safeguards. The rise of state-sponsored "troll factories" manipulates public discourse, while the 

unchecked deployment of facial recognition systems introduces the peril of mass surveillance, often under 

the banner of public safety. 

Moreover, regulatory initiatives by the European Union (EU) and the Council of Europe are significantly 

shaping the governance of digital technologies. Central to these efforts is the EU's landmark Artificial 

Intelligence Act, finalised in late 2024, which establishes a comprehensive risk-based framework 

categorising AI systems according to their potential impact on fundamental rights and societal well-being. 

This is complemented by the Digital Services Act (DSA) and the Digital Markets Act (DMA), which are 

actively reshaping accountability and transparency practices among digital platforms, setting global 

standards for data privacy, content moderation, and consumer protection. In parallel, the Council of Europe 

adopted its Framework Convention on Artificial Intelligence in May 2024, creating the world's first binding 

international treaty dedicated specifically to AI governance. This treaty emphasises human rights, 

democratic principles, and the rule of law, providing robust guidance for member states and extending 

influence beyond the EU, further aligning standards across Eastern Europe, the Caucasus, Central Asia, and 

the Western Balkans toward rights-centred digital transformation. 

This is a challenging environment in which companies, start-ups, civil society organisations, human rights 

monitoring institutions, regulators and policymakers must navigate. Yet, these actors often face the difficult 

task of confronting complex, technology-driven risks without the specialised knowledge or structured 

methodologies needed to effectively assess and counter them. It is one thing to sense that a new technology 

is harmful; it is another to systematically document its impact and enact change with evidence-based 

arguments. 

To bridge this critical gap, we have developed the “AI and Human Rights Impact Assessment Toolkit”. 

This toolkit is a practical, step-by-step guide designed to provide a structured framework to demystify 

complex technologies and empower organisations to proactively identify, analyse, and articulate the human 

rights implications of digital systems and AI applications. 

Using this toolkit, organisations can systematically identify risks, gather and structure evidence, formulate 

mitigation strategies, enhance dialogue and collaboration and build capacity, strengthening their internal 

capacity to navigate the complexities of the digital age and hold power to account. 
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The goal of this toolkit is not to halt technological progress, but to help shape it. It is an instrument for 

ensuring that the pursuit of a digital future is not detached from the fundamental principles of human rights. 

By giving local actors the tools they need to conduct thorough and credible impact assessments, we can 

work towards a digital ecosystem that is transparent, accountable, and serves the rights of all people. 

 

Executive Summary 

The UNDP AI Human Rights Impact Assessment (HRIA) Toolkit represents a comprehensive framework 

designed to address one of the most pressing challenges of our digital age: ensuring that Artificial 

Intelligence (AI) systems respect, protect, and fulfil human rights. As AI technologies become increasingly 

integrated into critical sectors - from healthcare and education to criminal justice and employment - the 

potential for both transformative benefits and significant human rights violations has never been greater. 

This toolkit serves as an essential resource for organisations seeking to proactively identify, assess, and 

mitigate human rights risks associated with AI systems throughout their entire lifecycle. It is specifically 

designed for non-technical stakeholders who need to engage effectively with AI technologies and their 

developers, including human rights experts, policymakers, corporate compliance officers, National Human 

Rights Institution (NHRI) staff, and civil society organisations. 

The toolkit comprises three interconnected components: 

Part 1: Technical Manual for AI Human Rights Impact Assessment provides foundational knowledge that 

demystifies AI technologies for human rights practitioners. It explains core AI concepts in accessible terms, 

outlines the AI development lifecycle from data collection to deployment, and identifies key human rights 

risks at each stage. The manual emphasises practical understanding over technical depth, offering real-

world examples, case studies, and actionable guidance for conducting preliminary assessments of AI 

systems. 

Part 2: Readiness Assessment offers a structured self-evaluation tool that enables organisations to assess 

their current capacity for conducting human rights impact assessments of AI systems. This comprehensive 

questionnaire evaluates organisational maturity across three critical dimensions: Policy & Culture, People & 

Expertise, and Processes Assessment. The assessment helps organisations identify strengths, gaps, and 

priority areas for improvement before undertaking full HRIAs. 

Part 3: AI Human Rights Impact Assessment Model provides a detailed methodology and model template 

for analysing the potentially affected rights and freedoms, assessing the level of impact on each and 

adopting appropriate risk mitigation and management strategies. In line with the UNDP’s risk assessment 

methodology, the HRIA-AI model template helps AI providers and deployers implement human rights-

oriented AI design. 

Key Features and Benefits: 

 Accessibility: Written for non-technical audiences, requiring no prior AI or coding knowledge 

 Practical Focus: Emphasises actionable guidance over theoretical concepts 

 Comprehensive Coverage: Addresses the full AI lifecycle from conception to ongoing monitoring 

 International Alignment: Grounded in established human rights frameworks, including the United 

Nations (UN) Guiding Principles on Business and Human Rights and OECD AI Principles 
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 Modular Design: Allows users to access relevant sections based on their specific needs and context 

Critical Human Rights Areas Addressed: 

The toolkit systematically addresses how AI systems can impact fundamental human rights, including: - 

Non-discrimination and Equality: Identifying and mitigating algorithmic bias that can perpetuate or 

amplify existing inequalities - Privacy and Data Protection: Ensuring appropriate handling of personal and 

sensitive information throughout AI development and deployment - Transparency and Accountability: 

Promoting explainable AI and precise responsibility mechanisms - Due Process and Right to Remedy: 

Establishing fair procedures for AI-driven decisions and effective redress mechanisms - Freedom of 

Expression and Information: Protecting against censorship and ensuring access to information. 

Target Impact: 

This toolkit empowers organizations to move beyond reactive approaches to AI governance, enabling them 

to: (i) conduct thorough human rights due diligence for AI systems; (ii) engage meaningfully with AI 

developers and vendors on human rights considerations; (iii) develop internal capacity for ongoing AI human 

rights oversight; (iv) align with emerging regulatory requirements and international standards; (v) build 

stakeholder trust through transparent and accountable AI practices. 

By providing practical tools for integrating human rights considerations throughout the AI lifecycle, this 

toolkit contributes to the development of AI systems that not only avoid harm but actively promote human 

dignity, equality, and well-being. It represents a crucial step toward ensuring that the transformative 

potential of AI technologies promotes, rather than undermines, fundamental human rights. 

 

Part 1: Technical Manual for the AI Human Rights Impact Assessment (HRIA) 

Section 1: Introduction 

1.1 Purpose and Scope of the Toolkit 

This UNDP AI Human Rights Impact Assessment (HRIA) Toolkit is a comprehensive resource designed to 

guide organisations in understanding, assessing, and addressing the human rights implications of Artificial 

Intelligence (AI) systems. It combines three key elements: a detailed Technical Manual, a practical 

Readiness Assessment questionnaire, and an AI Human Rights Impact Assessment Model. 

The Technical Manual (Part 1 of this toolkit) provides non-technical stakeholders—such as human rights 

experts, policymakers, corporate compliance officers, and NHRI staff—with clear, practical guidance to 

objectively assess AI systems from a human rights perspective. It explains core AI concepts in accessible 

terms, outlines common human rights issues arising from AI applications, and offers actionable 

recommendations to identify, mitigate, and prevent adverse impacts. 

The Readiness Assessment (Part 2 of this toolkit) offers a structured questionnaire that enables 

organisations to evaluate their current capacity and preparedness for conducting human rights impact 

assessments of AI systems. This self-assessment tool helps identify strengths, gaps, and areas for 

improvement in organisational policies, expertise, and processes related to AI and human rights. 
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The AI Human Rights Impact Assessment Model (Part 3 of this toolkit) will provide a comprehensive 

framework and methodology for conducting systematic human rights impact assessments of AI systems 

throughout their lifecycle, from design and development to deployment and monitoring. 

Together, these components aim to empower users to proactively integrate human rights considerations 

throughout the AI lifecycle, from initial concept and data collection through to deployment and ongoing 

monitoring. 

1.2 Target Audience for the Toolkit 

This toolkit has been specifically designed for professionals who do not have an in-depth technical 

knowledge of AI, but need to engage effectively with AI developers, operators, and the systems themselves. 

The intended audience includes: 

 Human Rights Experts 

 Policymakers 

 Corporate Compliance Officers 

 National Human Rights Institution (NHRI) Staff 

 Project Managers and Developers involved in AI projects 

 Civil Society Organisations advocating for responsible AI 

The toolkit assumes no prior deep knowledge of AI or coding and emphasises practical understanding and 

application rather than extensive technical depth. 

1.3 How to Use This Toolkit 

This toolkit is structured into three main parts: 

 Part 1: Technical Manual for AI Human Rights Impact Assessment (HRIA): This part provides 

foundational knowledge. It is structured into modular sections, enabling users to quickly access 

relevant topics. Each section includes: 

o Clear explanations and definitions of AI concepts 

o Real-world examples and case studies of AI’s human rights impacts 

o Guidance on aligning with international human rights frameworks 

o Practical checklists and probing questions for interacting with AI systems and their 

developers. 

 Part 2: Readiness Assessment: This part offers a practical questionnaire for self-assessment. It 

helps organisations understand their current maturity and identify areas for improvement before or 

alongside conducting a full HRIA. 

 Part 3: AI Human Rights Impact Assessment Model: This part will detail a comprehensive 

methodology for conducting systematic human rights impact assessments of AI systems, providing 

step-by-step guidance for implementation. 

Recommended Approach: 1. Begin by familiarising yourself with the Technical Manual (Part 1) to 

understand the core concepts, risks, and frameworks relevant to AI and human rights. 2. Subsequently, use 

the HRIA Readiness Assessment (Part 2) to evaluate your organisation’s preparedness. 3. Once the content 

is available, refer to the HRIA Assessment Model (Part 3) for detailed guidance on conducting the HRIA 
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process itself. 4. The insights from all three parts should inform your approach to conducting HRIAs, 

developing internal policies, and engaging with stakeholders on AI governance. 

Users can apply these resources directly when planning for, conducting, or reviewing HRIAs of AI systems, 

ensuring alignment with global human rights standards, such as the UN Guiding Principles on Business and 

Human Rights and the OECD AI Principles. 

PART 1. Technical Manual 

1.4 Key Concepts and Definitions 

 Training Data: The dataset used to “teach” a Machine Learning model. The model learns patterns, 

relationships, and rules from this data. 

 Test Data: A dataset, separate from the training data, used to evaluate the performance and 

generalisation ability of a trained Machine Learning model on unseen examples. 

 Transparency (in AI): The principle that sufficient information about an AI system should be 

available to relevant stakeholders to allow them to understand how it works, how it makes 

decisions, and what its capabilities and limitations are, to the extent necessary for the context. 

 UN Guiding Principles on Business and Human Rights (UNGPs): The authoritative global standard 

on the responsibilities of businesses regarding human rights, resting on the pillars of Protect, 

Respect, and Remedy. 

Section 2: Core Concepts of Modern AI Systems 

2.1 Understanding Artificial Intelligence (AI) 

Artificial Intelligence refers to computer systems designed to perform tasks that normally require human 

intelligence. Think of it like building machines that can sense their environment, think, learn, and take 

action, much like humans do, but through computation. Examples include recognising speech (like Siri or 

Alexa), recommending products online, or even driving cars. AI isn’t a single technology, but a broad field 

encompassing many methods, including those listed below. 

2.2 Machine Learning (ML) 

Machine Learning is a core part of many AI systems. Instead of programmers writing explicit, step-by-step 

instructions for every possible scenario, ML allows computers to learn patterns and rules directly from data. 

Imagine teaching a child to recognise dogs by showing them many pictures of dogs – ML works similarly. 

The system is “trained” on vast amounts of data, adjusting its internal logic to improve its performance on 

a specific task over time. 

Common Applications & Potential Issues: 

 Spam Filters: Learning to distinguish junk email from legitimate messages based on past examples 

(basic). 

 Recommendation Engines: Suggesting movies, products, or news articles based on your past 

behaviour (e.g., Netflix, Amazon). 

 Credit Scoring: Assessing loan risk based on historical financial data. Potential Risk: Can perpetuate 

biases present in historical data, leading to discriminatory outcomes. 
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 Hiring Algorithms: Screening resumes or predicting job performance based on applicant data. Risk: 

May disadvantage certain groups if the training data reflects past hiring biases. 

 Facial Recognition: Identifying individuals in images or videos. Potential Risk: Accuracy can vary 

significantly across different demographic groups, leading to misidentification and potential rights 

violations. 

2.3 Neural Networks and Deep Learning 

Neural Networks are a type of ML inspired by the structure of the human brain. They consist of 

interconnected layers of “nodes” (like neurons) that process information. Data enters through an input layer, 

is processed through one or more “hidden” layers, and results in an output (e.g., a classification or 

prediction). 

Deep Learning simply refers to neural networks with many layers (hence “deep”). These extra layers allow 

them to learn incredibly complex patterns from vast amounts of data, making them powerful for tasks like: 

 Image Recognition: Identifying objects, people, or scenes in photos and videos (used in self-driving 

cars, medical image analysis). 

 Speech Recognition: Converting spoken language into text (powering virtual assistants). 

 Natural Language Processing (NLP): Understanding and generating human language (used in 

machine translation like Google Translate, and sentiment analysis). 

 Potential Risk: Deep learning models are often “black boxes,” meaning it can be very difficult, even for 

experts, to understand precisely how they arrive at a specific decision, posing challenges for 

transparency and accountability. 

2.4 Generative AI Models 

Generative AI focuses on creating new content that resembles the data it was trained on. These models learn 

the underlying patterns and structures within large datasets (text, images, audio, code) and can then 

generate novel outputs. 

Examples: 

 Text Generation: Creating articles, emails, poetry, or computer code (e.g., ChatGPT, Bard). 

 Image Generation: Producing realistic or artistic images from text descriptions (e.g.,  , Midjourney, 

Stable Diffusion). 

 Audio Generation: Synthesising speech or creating music. 

 Potential Risk: Can generate highly realistic misinformation (“deepfakes”), perpetuate stereotypes 

found in training data, raise copyright concerns, and be used for malicious purposes like generating 

phishing emails at scale. 

2.5 Predictive Analytics 

Predictive Analytics uses statistical techniques, often including ML, to analyse historical and current data to 

make predictions about future events or outcomes. It’s about identifying trends and probabilities. 

Applications & Potential Issues: 

 Consumer Behaviour Prediction: Forecasting what products customers might buy. 
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 Predictive Maintenance: Anticipating when machinery might fail. 

 Disease Outbreak Prediction: Using health data to forecast the spread of illnesses. 

 Predictive Policing: Attempting to forecast where crimes are likely to occur or who might be 

involved. Risk: Highly controversial due to the potential for reinforcing existing biases in law 

enforcement data, leading to over-policing of certain communities and discriminatory outcomes. 

Section 3: The “Plumbing” of AI Systems: Data to Deployment 

This section walks through the life cycle of an AI system – essentially the plumbing that underlies how AI is 

built and operated. By understanding each stage (data, training, evaluation, deployment), readers can 

pinpoint where human rights risks might emerge. 

3.1 Data Pipelines: Collection, Preparation, and Management 

The journey starts with data, the raw material AI learns from. This stage is foundational for human rights 

risks. 

 Data Collection: How is data gathered? Methods like website scraping, sensor data, user activity 

tracking, public records access, or data purchasing all have implications. 

o Potential influence: Non-discrimination & Equality: If data collection excludes or 

underrepresents certain groups (e.g., based on race, gender, location, disability), the AI 

system will likely perform poorly for those groups, leading to discriminatory outcomes. 

o Privacy: Collection methods, especially scraping or using third-party data, can violate the 

right to privacy if data is gathered without informed consent, particularly sensitive 

information. (See General Data Protection Regulation -GDPR - Article 7 on Consent). 

 Data Preparation: Cleaning, structuring, and labelling data are essential but subjective processes 

especially since labelling is done by humans. 

o Potential influence: Bias Amplification: Choices made during preparation (e.g., how to handle 

missing income data for certain groups, or relying on historically biased labels like past 

arrest records) can embed or even amplify societal biases. This directly risks reinforcing 

systemic discrimination in areas like hiring, loan applications, or social benefit allocation. An 

error in labelling data (e.g., misclassifying individuals) can lead to unfair or inaccurate AI 

predictions. 

 Data Management and Pipelines: Introduces the concept of a pipeline that continuously feeds data 

into the AI development process. Mentions tools and practices like data versioning, and the need 

for security and data protection at this stage. 

o Potential influence: Privacy & Security: Insecure pipelines risk data breaches, violating 

privacy. 

o Transparency: Documentation helps record dataset characteristics and potential biases, 

supporting accountability and the right to information. Lack of documentation hinders 

understanding and oversight. 

3.2 Model Training Process 

This is where the AI model learns patterns – and potentially biases – from the data. 

 How Training Works: The iterative process fine-tunes the model based on the training data. 

https://gdpr-info.eu/art-7-gdpr/
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o Potential influence: Encoding Discrimination: The training process itself can encode the 

biases present in the data into the model’s core logic. If the data reflects historical 

discrimination (e.g., fewer loans approved for a minority group), the model may learn this 

pattern as a rule, perpetuating unfairness even if the discriminatory factor (like race) is 

removed. 

 Training Infrastructure: Resource intensity affects who can build powerful AI. 

o Potential influence: Equity & Access: The high cost of training large models can concentrate 

power in the hands of a few large entities, potentially limiting the development of AI for the 

public good or by marginalised communities. Choices made due to resource constraints 

(e.g., insufficient training time) might also lead to less robust or less fair models. 

 Overfitting and Generalisation: A model failing to generalise performs unpredictably in the real 

world. 

o Potential influence: Reliability & Safety: An overfit model might appear fair during testing 

but behave erratically or unfairly when deployed, potentially impacting rights in unforeseen 

ways (e.g., an autonomous vehicle system failing in unusual weather conditions, or a 

content moderation tool unfairly blocking certain types of speech it wasn’t trained on). 

 

 

3.3 Model Evaluation and Validation 

Testing is crucial for catching issues, but evaluation itself can be flawed. 

 Testing Models: Performance metrics like accuracy can hide underlying problems. 

o Human Rights Impact: Failure to Detect Bias: Relying solely on overall accuracy can mask 

poor performance for specific subgroups. For example, a facial recognition system might be 

99% accurate overall but fail significantly for women of colour. Evaluating with fairness 

metrics and disaggregating performance by relevant groups (age, gender, race, etc.) is 

essential to uphold the right to non-discrimination. (See Fairness Indicators by Google). 

 Iterating on Results: The feedback loop to fix issues identified during evaluation. 

o Due Diligence: Skipping or inadequately performing this iteration means knowingly 

deploying a flawed system. Failure to act on evaluation results that show bias or safety risks 

demonstrates a lack of due diligence in preventing foreseeable human rights harm. 

 Validation for Human Rights Criteria: Checking against fairness, safety, and transparency 

standards. 

o Accountability & Responsible Development: Without specific validation against human rights 

criteria, systems may be deployed that are technically functional but ethically problematic 

or harmful. Tools like “Model Cards” promote this by forcing documentation of performance 

limitations and ethical considerations, enabling more responsible deployment and 

oversight. 

3.4 Deployment and Monitoring 

Integrating the AI into the real world and observing its effects introduces new risks. 

 Deployment Contexts: How and where the AI is used dramatically shapes its impact. 

https://www.tensorflow.org/tfx/guide/fairness_indicators
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o Contextual Harms: A technically sound model can still violate rights if deployed 

inappropriately (e.g., using a predictive policing tool designed for property crime to target 

protestors, impacting freedom of assembly, or using a chatbot for sensitive mental health 

advice without adequate safeguards). The potential for automation bias (humans 

uncritically accepting AI outputs) is high. 

 Human Oversight: The role of humans alongside AI. 

o Due Process & Right to Remedy: In high-stakes decisions (e.g., denying benefits, 

recommending sentencing), deploying AI without meaningful human oversight or a clear 

process for appeal can violate rights to due process and effective remedy. Individuals 

affected must have a way to understand, challenge, and seek correction for AI-driven 

decisions. 

 Ongoing Monitoring: AI systems change, and so does the world around them. 

o Preventing Ongoing Harm: Lack of monitoring allows model drift or initially undetected 

biases to cause accumulating harm over time (e.g., a hiring algorithm slowly becoming more 

biased against older applicants). Failure to establish feedback channels prevents affected 

individuals from reporting harm, violating the right to remedy, and hindering the system’s 

improvement. 

3.5 Transparency and Documentation Practices 

Transparency underpins the ability to assess and address human rights impacts. 

 Documenting the “Plumbing”: Keeping records of the development process. 

o Accountability & Auditability: Without clear documentation (data sources, design choices, 

evaluation results), it is extremely difficult for internal teams, external auditors, regulators, 

or affected individuals to understand why an AI system produced a certain outcome, 

especially a harmful one. This lack of transparency is a major barrier to accountability. 

 Enabling Explainability: Making AI reasoning interpretable. 

o Right to Information & Meaningful Redress: While a perfect explanation isn’t always possible, 

striving for explainability (Explainable Artificial Intelligence - XAI) helps users understand 

decisions. For those negatively impacted, understanding the basis of an AI decision is often 

a prerequisite for effectively challenging it and seeking redress. Opaque, “black box” 

systems can feel arbitrary and deny meaningful recourse. 

 Relevance to HRIA: Linking the lifecycle to impact assessment. 

o Systematic Risk Identification: Understanding this AI life cycle allows HRIA practitioners to 

systematically ask critical human rights questions at each stage (as noted previously). This 

structured approach is key to proactively identifying and mitigating potential negative 

impacts on rights like equality, privacy, due process, and freedom of expression before, 

during, and after deployment. 

 Communicating Model Behaviour: Stresses the need for clear documentation about how a model 

works, its limitations, and intended use cases. Concepts like “Model Cards” are introduced as ways 

to provide standardised information. 

o Transparency & Accountability: Clear documentation (or lack thereof) directly affects the 

ability of auditors, users, and affected individuals to understand and scrutinise the system, 

impacting rights to information, remedy, and due process. 
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Section 4: Preliminary Technical Probing ahead of HRIA 

Before launching a full Human Rights Impact Assessment, it’s often helpful for non-technical stakeholders 

to perform some preliminary probing. This doesn’t require coding skills but involves asking targeted 

questions and performing simple tests to understand the AI system better and identify potential red flags 

early. This can help scope the HRIA more effectively. 

4.1 Key Questions for Developers/Vendors 

When interacting with those who built or are supplying the AI system, consider asking: 

 About the Data: 

o “Where did the primary training data come from? Was it collected directly, purchased, or 

scraped?” (Links to privacy, consent, potential bias) 

o “What steps were taken to ensure the data represents the diversity of the people the system 

will affect (e.g., across gender, race, age, disability, location)?” (Links to non-discrimination) 

o “What known limitations or potential biases were identified in the dataset?” (Links to 

fairness, transparency) 

o “How is personal or sensitive data handled and protected throughout the lifecycle?” (Links 

to privacy) 

 About the Training: 

o “What was the specific goal the AI was trained to achieve?” (Clarifies intended function 

vs. potential misuse) 

o “Were specific fairness criteria or metrics used during training or evaluation? If so, which 

ones?” (Links to non-discrimination) 

o “What are the known limitations or failure modes of the trained model?” (Links to reliability, 

safety) 

 About the Model & Performance: 

o “Broadly, what type of AI model is this (e.g., predictive, generative – see Section 2)? Why 

was this type chosen?” (Context setting) 

o “How is the system’s performance measured? Can you provide performance results broken 

down by different user groups (e.g., accuracy for different demographics)?” (Links to 

fairness, non-discrimination) 

o “Is there documentation available explaining the model’s capabilities and limitations (e.g., 

a ‘Model Card’ – see Model Cards for Model Reporting)?” (Links to transparency) 

 About Transparency & Deployment: 

o “Are there features to help explain why the AI made a specific decision?” (Links to 

explainability, due process) 

o “What human oversight is planned or required when this system is used?” (Links to 

accountability, remedy) 

o “How will the system be monitored and updated after deployment? How will feedback or 

problems be addressed?” (Links to ongoing responsibility, remedy) 

 

https://arxiv.org/abs/1810.03993
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4.2 Practical Probing Techniques (No Coding Required) 

You can often learn a lot by interacting directly with the system or its outputs: 

 Input Testing (Edge Cases): Try inputs that might be unusual or test boundaries. 

o Example: For a chatbot, try using informal language, different dialects, or names/locations 

from various cultures. Does it understand or default to biased assumptions? 

o Example: For a form-filling AI, input data at the extremes of expected ranges or slightly 

outside them. How does it react? 

 Bias Probing: If possible, test the system with similar prompts framed for different demographic 

groups (use hypothetical personas). 

o Example: For a generative AI creating recommendation letters, ask for letters for identically 

qualified candidates described with different genders or ethnic-sounding names. Are there 

subtle differences in tone or strength? 

o Example: For a search or recommendation system, check if searches related to specific 

groups yield stereotypical or biased results. 

 

 Functionality Testing: Does the system reliably do what it claims? 

o Example: If an AI tool claims to summarise documents, give it documents of varying 

complexity and length. Check the summaries for accuracy and coherence. Does it handle 

errors gracefully if it fails? 

 Accessibility Check (If Applicable): Can people with disabilities interact with the system 

effectively? (e.g., screen reader compatibility for visually impaired users, alternative input 

methods). 

 Reviewing Outputs: Look critically at the results. 

o Example: For generative AI, check for factual inaccuracies (“hallucinations”), nonsensical 

statements, or the generation of harmful/biased content. 

o Example: For predictive systems, question outcomes that seem counterintuitive or 

potentially unfair. 

4.3 Scenario-Based Application 

Let’s apply these ideas to the scenarios: 

 Scenario 1: School AI Grading System (NHRI Officer) 

o Key Questions: How was the training data sourced (past student essays? demographics?)? 

How does it handle creative or non-standard answers? Can it explain why a grade was given? 

How is performance measured across different student groups (e.g., language learners)? 

What is the appeals process involving human teachers? 

o Probing Techniques: Submit sample essays with known strengths/weaknesses, including 

some atypical but valid responses. Check if feedback is constructive or generic. Compare 

grades given to similar work from hypothetical students with different background 

indicators (if possible, without violating privacy). 

 Scenario 2: Corporate LLM Chatbot Procurement (Compliance Officer) 

o Key Questions: What data was the base LLM trained on (potential for inherited 

bias/toxicity)? What specific system prompts were done for this application? What are the 
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guardrails against harmful outputs or data leakage? What data does the chatbot collect 

from users? Does the vendor provide documentation on limitations and testing? What is the 

liability model if the chatbot gives harmful advice? 

o Probing Techniques: Test with sensitive topics, ambiguous questions, or attempts to elicit 

biased/harmful responses. Check if it refuses inappropriate requests. Ask it the same 

question multiple times – are answers consistent? Test its handling of personal data input. 

 Scenario 3: Public Institution Citizen Enquiry AI (Policy Advisor) 

o Key Questions: How will it handle questions in different languages or dialects used by the 

population? What are the sources of information it provides (accuracy)? How is user privacy 

protected? Is the interface accessible to people with disabilities? What is the process for 

escalating complex queries to a human? How will bias in responses be monitored and 

corrected? 

o Probing Techniques: Test with common citizen queries, including complex or multi-part 

questions. Ask questions specific to minority groups or vulnerable populations. Test 

accessibility features. Intentionally provide ambiguous or incomplete information to see 

how it handles uncertainty. Check if it provides links to official sources. 

 Scenario 4: AI Hiring Tool (HR Manager & Rights Expert) 

o Key Questions: What specific traits or qualifications is the AI evaluating? On what data was 

it trained (past applicants? industry data? potential biases?)? Can the vendor provide 

validation studies showing fairness across demographic groups (e.g., equal opportunity 

metrics)? How are candidates informed the tool is used? Is there an alternative application 

path? How are decisions explained or appealed? 

o Probing Techniques: Review vendor documentation and independent audits if available. If 

possible (e.g., in a trial), submit test resumes representing diverse backgrounds and 

qualifications to check for disparate outcomes. Analyse the type of feedback or scoring 

provided – is it job-relevant and non-discriminatory? 

Performing this kind of preliminary testing helps identify high-risk areas early, informing the depth and 

focus needed for a comprehensive Human Rights Impact Assessment detailed later in this manual. 

 

Case Study: The Dutch SyRI Welfare Fraud System 

To make the abstract risks of AI tangible we will examine a real-world case where a government’s use 

of a predictive AI system was successfully challenged and struck down on human rights grounds. The 

SyRI case is a critical lesson for anyone assessing public sector AI. 

What Was SyRI? 

SyRI (Systeem Risico Indicatie, or System Risk Indication) was an AI-powered system used by the 

Dutch government to predict the likelihood that an individual might commit welfare or tax fraud. It 

was deployed in specific low-income neighbourhoods with the goal of making government 

enforcement more efficient. 

How Did It Work? 

https://journals.sagepub.com/doi/full/10.1177/13882627211031257
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SyRI operated by linking and analysing large amounts of personal data from various government 

agencies. This included information on: Employment history, Tax records and debts, Property 

ownership, Vehicle registrations, educational records, and social benefit history. 

A secret, proprietary algorithm then analysed pooled data to create a “risk score” for individuals. 

Those flagged as high-risk were entered into a government register and could be subjected to further 

investigation by authorities. 

The Human Rights Violations 

A coalition of civil society organisations, including the Dutch digital rights group Bits of Freedom, 

took the government to court. In February 2020, the Hague District Court ruled that SyRI was 

unlawful and violated fundamental human rights, specifically: 

1. Right to Privacy (Article 8 of the ECHR): The court found that SyRI’s mass linking of 

personal data was an intrusive and disproportionate violation of the right to a private life. The 

system was opaque and did not provide sufficient safeguards against  arbitrary use of 

citizens’ data. 

2. Opacity and Lack of Transparency: The underlying algorithm was a “black box.” Citizens 

could not know which data were used, which risk factors were considered, or why they were 

flagged. This made it impossible for them to challenge or seek redress for an incorrect risk 

assessment, violating principles of due process. 

3. Discrimination and Bias: The system was exclusively deployed in poorer, often immigrant-

heavy neighbourhoods. By design, it targeted vulnerable communities, reinforcing existing 

societal biases and creating a digital “social panopticon” for the poor, while wealthier citizens 

were not subjected to the same level of scrutiny. 

How would a user of this manual - say, a human rights officer at a Dutch civil society organization, or 

a compliance officer - have analysed SyRI before it was struck down by the courts? By applying the 

manual’s framework, they could have systematically identified the key human rights risks. 

Step 1: Preliminary Probing Log (Use Template)  

Using the “Key Questions for Developers/Vendors” checklist (Annex 1), the officer would engage with 

the Ministry of Social Affairs: 

 Question: “Where did the training data come from?” 

 Answer: Multiple government databases (tax, employment, vehicle, etc.). 

 Red Flag (Privacy): This immediate answer reveals mass, indiscriminate linking of 

personal data, a major red flag for the right to privacy under ECHR Article 8. The 

purpose of the collection was different from the purpose of use in SyRI. 

 Question: “What steps were taken to ensure the data represents the diversity of the people 

the system will affect?” 

 Answer: The system is only deployed in low-income neighbourhoods. 
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 Red Flag (Discrimination): This reveals the system is explicitly targeting vulnerable 

groups. By design, it cannot be representative of the whole population and is 

structurally biased. 

 Question: “Are there features to help explain why the AI made a specific decision?” 

 Answer: The algorithm and its risk factors are secret. 

 Red Flag (Transparency & Due Process): This “black box” nature makes it 

impossible for a citizen to know why they were flagged, preventing any meaningful 

appeal. This is a clear violation of the right to an effective remedy and due process. 

 

Step 2: Looking Inside the System (Checklist 1) 

Now, as a user of this manual, you would look at how SyRI was built and operated, step-by-step, to 

find out where the human rights problems were created. 

 How the Data Was Handled: 

 Your Finding: You would see that SyRI’s main purpose was to scoop up personal 

information from many different places and mix it all together. You would conclude 

that gathering so much private data on people who weren’t suspected of any crime 

was a severe violation of their privacy. 

 How the AI Learned: 

 Your Finding: The AI was “taught” to find fraud using data mostly from people with 

low incomes. You would realise that the system would inevitably learn to see things 

related to poverty (like having unstable work or being in debt) as signs of being 

“risky.” This built-in prejudice turns a person’s financial struggles into grounds for 

suspicion of fraud. 

 How the AI Was Tested: 

 Your Finding: The government has probably tested whether SyRI was “good” at 

detecting potential fraud. But you would ask a different question: “Is the system 

fair?” You would ask for tests showing if SyRI mistakenly flagged people from 

immigrant communities or single mothers more often than others. Without proof 

that the system was tested for fairness, you would identify this as a significant 

failure. 

 How the AI Was Used in the Real World: 

 Your Finding: You would see that the way SyRI was used was its most obvious flaw. 

By only using it in certain neighbourhoods, the government treated everyone living 

there as a potential suspect. This is a clear-cut case of discrimination based on where 

people live and how much money they have. Furthermore, because there was no way 
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for people to appeal their “risk score,” they had no way to fight back against a wrong 

decision. 

 How Records Were Kept: 

 Your Finding: The fact that the government kept the AI’s rules a secret meant no 

one could hold them accountable. You would note that a secret government system 

that makes decisions about people’s lives goes against the basic right to 

transparency and open government. 

By following the steps in this manual, the human rights officer could have systematically 

documented these red flags, constructing a robust body of evidence that SyRI might have been 

fundamentally incompatible with human rights law—precisely the conclusion the Dutch court 

eventually reached. 

Section 5: Aligning with International Human Rights Frameworks 

5.1 UN Guiding Principles on Business and Human Rights (UNGPs) 

The methodology described in this manual is fundamentally aligned with the UNGPs, the globally 

recognised standard for preventing and addressing human rights risks associated with business activities. 

The UNGPs rest on three pillars: the state’s duty to protect human rights, the corporate responsibility to 

respect human rights, and access to remedies for victims of business-related abuses. Conducting an HRIA is 

a core component of human rights due diligence – the ongoing process mandated by the UNGPs for 

businesses to identify, prevent, mitigate, and account for how they address their impacts on human rights. 

By systematically assessing AI systems through the lens of human rights from development to deployment 

(as outlined in Section 3 and probed in Section 5), organisations can fulfil their responsibility to respect 

human rights and avoid contributing to adverse impacts. (See UN Guiding Principles on Business and Human 

Rights) 

 

5.2 OECD AI Principles 

The Organisation for Economic Co-operation and Development (OECD) AI Principles provide influential 

recommendations for responsible stewardship of trustworthy AI. The HRIA process directly supports 

adherence to several key OECD principles: 

 Inclusive Growth, Sustainable Development, and Well-being: HRIA helps ensure AI systems are 

designed and deployed in ways that benefit society broadly and do not exacerbate inequalities or 

undermine sustainable development goals (addressed in Sections 4.1, 4.5). 

 Human-Centred Values and Fairness: The entire HRIA framework is built on prioritising human 

rights, dignity, and fairness, requiring assessments of potential discrimination and inequitable 

outcomes (Sections 3, 4.1). 

 Transparency and Explainability: HRIA emphasises the need to understand how AI systems work 

and make decisions, advocating for documentation and explainability methods where possible 

(Sections 3.5, 4.2, 5.1). 

 Robustness, Security, and Safety: Assessing potential failure modes, security vulnerabilities, and 

ensuring reliability are integral parts of identifying risks during an HRIA (Sections 3.2, 3.3, 4.3). 

https://www.ohchr.org/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.ohchr.org/documents/publications/guidingprinciplesbusinesshr_en.pdf
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 Accountability: HRIA helps clarify responsibilities and establish mechanisms for oversight and 

redress when AI systems cause harm, aligning with the OECD principle of accountability (Sections 

3.4, 3.5, 4.4). (See OECD AI Principles) 

5.3 Regional Regulations (e.g., EU AI Act) 

Emerging regulations worldwide increasingly mandate risk assessments and human rights considerations 

for AI systems. The European Union’s AI Act, for example, takes a risk-based approach, imposing stricter 

requirements on “high-risk” AI systems often used in areas like employment, law enforcement, and critical 

infrastructure. Conducting a thorough HRIA can help organisations comply with such regulations by 

systematically identifying risks (especially for fundamental rights), implementing mitigation measures, 

ensuring appropriate data governance, meeting transparency obligations, and establishing necessary 

human oversight – all common requirements in laws like the EU AI Act. Staying informed about relevant 

national and regional AI regulations is crucial, and the HRIA process provides a robust framework for 

meeting many of their core demands regarding fundamental rights protection. (See EU AI Act Proposal) 

Section 6: Conclusion 

The rapid advancement and adoption of Artificial Intelligence present both immense opportunities and 

significant challenges. As this manual has detailed, AI systems, if not developed and deployed responsibly, 

can encode bias, violate privacy, lack transparency, and undermine fundamental human rights in numerous 

ways. However, these negative impacts are not inevitable. 

Proactively integrating human rights considerations throughout the entire AI lifecycle – from the initial 

concept and data collection through to deployment and ongoing monitoring – is essential. A rigorous 

Human Rights Impact Assessment (HRIA) provides a crucial framework for identifying, preventing, and 

mitigating risks. It empowers non-technical stakeholders to ask critical questions, demand accountability, 

and engage meaningfully in the governance of these powerful technologies. 

Section 7: Further Reading and Resources 

This section provides starting points for those wishing to deepen their understanding of AI ethics, 

governance, and human rights. Many organizations and researchers are actively working in this space. 

Key International Standards & Principles: 

 UN Guiding Principles on Business and Human Rights (UNGPs): The foundational framework for 

corporate human rights responsibility. 

 OECD AI Principles: Intergovernmental recommendations for trustworthy AI. (OECD AI Policy 

Observatory) 

 United Nations Educational, Scientific and Cultural Organization (UNESCO) Recommendation 

on the Ethics of Artificial Intelligence: Global standard focusing on ethical AI development and 

deployment. 

Organisations Working on AI & Human Rights: 

 Access Now: Defends and extends digital rights globally, with significant work on AI’s impact. 

(accessnow.org) 

 Amnesty International: Researches and advocates against human rights abuses related to 

technology, including AI surveillance. (amnesty.org) 

https://oecd.ai/en/ai-principles
https://artificialintelligenceact.eu/the-act/
https://oecd.ai/en/
https://oecd.ai/en/
https://www.accessnow.org/
https://www.amnesty.org/
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 Article 19: Works globally to protect and promote freedom of expression and information, including 

in the context of AI. (article19.org) 

 BSR (Business for Social Responsibility): Works with businesses on human rights due diligence, 

including for technology. (bsr.org) 

 Data & Society Research Institute: Conducts research on the social implications of data-centric 

technologies. (datasociety.net) 

 AlgorithmWatch: Non-profit research and advocacy organisation focused on algorithmic decision-

making processes. (algorithmwatch.org) 

Academic Papers (Examples mentioned in text): 

 Gebru, T., et al. (2018). Datasheets for Datasets. 

 Mitchell, M., et al. (2019). Model Cards for Model Reporting. 

Appendices and Additional Resources 

Annex 1. Checklists and Templates 

Checklist 1: Key Questions for Developers/Vendors (Pre-HRIA) 

Use this checklist when initially engaging with AI system developers or vendors to gather essential 

information (See Section 5.1). 

About the Data: 

☐ What is the origin of primary training data (collected, purchased, scraped)? 

☐ What steps were taken to ensure data represent the affected population diversity? (Specify 

dimensions: gender, race, age, disability, location, etc.) 

☐ What known limitations or potential biases identified in the dataset? 

☐ How is personal/sensitive data handled and protected? 

☐ Was consent obtained appropriately for data collection? 

About the Training: 

☐ What is the specific goal/objective the AI was trained for? 

☐ Were specific fairness criteria/metrics used during training/evaluation? (Which ones?) 

☐ What are the known limitations, failure modes, or performance boundaries of the model? 

(AccessNow - pin-pointing accessibility worldwide) 

About the Model & Performance: 

☐ What type of AI model is used (predictive, generative, etc.)? Rationale? 

☐ How is system performance measured? 

☐ Are performance results available, broken down by relevant subgroups? 

☐ Is documentation available (e.g., Model Card, Datasheet)? 

About Transparency & Deployment: 

☐ Are features available for explaining specific decisions/outputs? Is human oversight  

planned/required in the deployment context? 

https://www.article19.org/
https://www.bsr.org/
https://datasociety.net/
https://algorithmwatch.org/
https://www.accessnow.org/
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☐ Is there a process for post-deployment monitoring and updates? 

☐ Is there a process for addressing feedback, complaints, or identified problems? 

 

Template: Preliminary AI System Probing Log 

Use this template to guide and record findings from simple, non-technical testing before a full HRIA (See 

Section 5.2). 

Probing 

Technique 

Test Description / Input(s) 

Used 

Observed Outcome / System 

Response 

Potential Red Flag / HR 

Issue Noted? (Y/N + Brief 

Note) 

Input 

Testing 

(Edge 

Cases) 

e.g., Informal language, 

unusual names, extreme 

values 

e.g., Understood correctly, 

defaulted to stereotype, gave 

error 

 

    

Bias 

Probing 

e.g., Identical prompts w/ 

different persona cues 

(gender, race) 

e.g., Subtly different tone, 

stereotypical results, no 

difference 

 

    

Functionalit

y Testing 

e.g., Test core claims - 

summarize complex text, 

translate idiom 

e.g., Accurate summary, 

failed gracefully, inaccurate 

translation 

 

    

Accessibilit

y Check 

e.g., Screen reader test, 

keyboard navigation 

e.g., Fully compatible, some 

elements inaccessible 

 

    

Output 

Review 

e.g., Check generative text 

for bias/hallucination 

e.g., Factual errors found, 

generated biased statement, 

seems okay 

 

    

Other Tests    

Overall Preliminary Assessment: 

PART 2. Readiness Assessment 

Introduction 

This document is designed to help organisations assess their readiness for implementing Human Rights 

Impact Assessments (HRIAs) for Artificial Intelligence (AI) systems. It is intended for manual completion 

(pen and paper). Please read each question carefully and provide an honest assessment. 
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Scoring: For each question in the assessment sections, please circle the number that best reflects your 

organisation’s current state: 

 1: Initial Stage - Limited awareness or informal approaches. 

 2: Developing Stage - Basic practices exist but are not formalised. 

 3: Established Stage - Formal practices exist, may not be comprehensive. 

 4: Advanced Stage - Comprehensive practices with regular implementation. 

 5: Leading Stage - Exemplary practices with continuous improvement. 

Section 1: Organisation Details 

Please fill in the following details about your organisation: 

 Organisation Name: _______________________________________________________ 

 Department/Unit: _______________________________________________________ 

 Contact Person: _______________________________________________________ 

 Contact Email: _______________________________________________________ 

 Organization Code (Optional): ___________________________________________ 

 Assessment Date: _______________________________________________________ 

Section 2: Policy & Culture 

For each statement, circle the score (1-5) that best describes your organization. 

1. Our organisation prioritises human rights considerations in all AI-related projects, including 

design, development, and deployment phases. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

2. There is a clearly documented policy that outlines our commitment to upholding human rights 

in the development and deployment of AI systems. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

3. Our leadership actively supports initiatives that ensure AI systems respect and protect human 

rights, including resource allocation and policy enforcement. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

4. Our organisation fosters an environment where employee concerns about AI and its potential 

human rights impacts can be openly discussed and addressed. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

5. We have established clear channels for employees to report potential human rights issues 

related to AI systems. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

6. Our organisation regularly reviews and updates its policies to address emerging human rights 

issues related to AI technologies. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

7. Our organisation encourages and facilitates collaboration between different departments to 

address human rights issues in AI projects. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 
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8. Our organisation allocates sufficient resources for training employees, conducting risk 

assessments, and engaging with stakeholders to address human rights impacts related to AI 

systems. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

9. Our organisation actively engages with stakeholders, including affected communities, to 

gather input and feedback during the AI lifecycle. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

10. Our organisation prioritises communication and transparency with the public regarding the use 

of AI systems. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

Sub-total for Policy & Culture (Sum of scores): _____ Number of questions answered: _____ Policy & 

Culture Score (Sum / Number answered): _____ 

Section 3: People & Expertise 

For each statement, circle the score (1-5) that best describes your organisation. 

1. Our management team has a comprehensive understanding of the human rights implications 

associated with AI systems. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

2. Employees receive regular training on human rights and ethical considerations in AI. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

3. We have designated staff or teams responsible for monitoring and addressing human rights 

issues in AI projects. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

4. Our organisation collaborates with external experts or organisations on human rights and AI. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

5. Employees are encouraged to raise concerns about AI and human rights without fear of 

retaliation. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

6. We have a process for incorporating feedback from employees and stakeholders into our AI 

practices. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

7. Our organisation has access to legal expertise on human rights and AI. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

8. We provide resources for employees to stay updated on best practices in human rights and AI. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

9. Our organisation participates in industry groups or forums focused on human rights and AI. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

10. We regularly assess and address skill gaps related to human rights and AI within our workforce.  

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

Sub-total for People & Expertise (Sum of scores): _____ Number of questions answered: _____ People 

& Expertise Score (Sum / Number answered): _____ 
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Section 4: Processes Assessment 

For each statement, circle the score (1-5) that best describes your organisation. 

1. We have a clearly defined AI implementation strategy, roadmap, or vision for the use of AI 

systems. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

2. We have established procedures to evaluate and assess the human rights impacts of third-party 

AI systems we integrate or utilise. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

3. We have a systematic process in place to identify and understand the risks AI systems pose to 

individuals' human rights, including thorough, extensive testing for reliability, accuracy, and 

resilience. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

4. Our organisation effectively engages stakeholders, including affected communities, in the AI 

deployment process to address human rights concerns. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

5. We ensure that all AI projects undergo a human rights and data protection impact assessment 

before deployment. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

6. We have established protocols to ensure all data security and privacy in all AI-related processes. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

7. We regularly update our processes to incorporate new regulations and standards related to 

human rights in AI systems. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

8. Our organisation has established an oversight process and body to monitor AI system 

performance and ensure ongoing compliance with human rights standards. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

9. Our organisation possesses the ability to mitigate and minimise the negative effects arising 

from AI system failures or unintended consequences. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

10. We have a redress mechanism in place to provide remedies for individuals adversely affected by 

our AI systems. 

Score: 1 ⃝     2 ⃝     3 ⃝     4 ⃝     5 ⃝ 

Sub-total for Processes Assessment (Sum of scores): _____ Number of questions answered: _____ 

Processes Assessment Score (Sum / Number answered): _____ 

Section 5: Calculating Your Scores 

1. Policy & Culture Score: (Calculated in Section 2) = _____ 
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2. People & Expertise Score: (Calculated in Section 3) = _____ 

3. Processes Assessment Score: (Calculated in Section 4) = _____ 

4. Overall Score Calculation: 

o Sum of the three section scores: (Policy & Culture Score + People & Expertise Score + 

Processes Assessment Score) = _____ 

o Number of sections with scores (usually 3, unless a section was skipped): _____ 

o Overall Score (Sum of section scores / Number of sections): = _____ 

Section 6: Score Interpretation 

Use your calculated scores to understand your organisation’s current stage: 

 Overall Score: _____ 

o Interpretation: 

 1.0 - 1.9 (Initial Stage): Limited awareness or informal approaches. 

 2.0 - 2.9 (Developing Stage): Basic practices exist but not formalised. 

 3.0 - 3.9 (Established Stage): Formal practices exist, may not be comprehensive. 

 4.0 - 4.9 (Advanced Stage): Comprehensive practices with regular implementation. 

 5.0 (Leading Stage): Exemplary practices with continuous improvement. 

 Policy & Culture Score: _____ 

o Interpretation: (Use the same scale as Overall Score) 

____________________________________________________________________________

____________________________________________________________________________

____________________________________________ 

 People & Expertise Score: _____ 

o Interpretation: (Use the same scale as Overall Score) 

____________________________________________________________________________

____________________________________________________________________________

_________________________________________ 

 Processes Assessment Score: _____ 

o Interpretation: (Use the same scale as Overall Score) 

____________________________________________________________________ 

Section 7: Key Recommendations 

Based on your scores, consider the following recommendations. Mark or note any that are particularly 

relevant. 

If Policy & Culture Score is less than 3.5: [ ] Develop a comprehensive human rights policy for AI systems 

development and deployment.  [] Create dedicated channels for reporting human rights concerns in AI 

projects.  [] Strengthen leadership commitment to human rights due diligence in AI initiatives.  [] Implement 

regular human rights impact reviews of AI technologies.  [] Enhance transparency in communicating how AI 

systems affect human rights to stakeholders. 
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If People & Expertise Score is less than 3.5: [] Appoint dedicated personnel responsible for human rights 

oversight in AI projects.  [] Provide specialised training on human rights implications of AI systems.  [] 

Strengthen legal team’s expertise in international human rights law for AI.  [] Develop internal expertise for 

human rights impact assessments.  [] Establish partnerships with human rights organisations and experts 

for AI projects. 

If Processes Assessment Score is less than 3.5: [ ] Implement systematic human rights impact assessments 

throughout AI lifecycle.  [] Establish robust human rights due diligence protocols for AI systems.  [] Create 

clear procedures for affected stakeholder engagement in AI development.  [] Develop comprehensive 

human rights documentation processes.  [] Implement regular monitoring of AI systems for human rights 

compliance. 

If Overall Score is less than 2.5 (Additional Urgent Recommendations): Culture: [] Urgently establish 

foundational human rights policies for AI development.  [] Create immediate mechanisms for addressing 

human rights violations in AI systems.  People: [] Prioritise recruitment of personnel with human rights 

expertise in AI.  [] Implement mandatory human rights training for all AI project staff. Processes: [] Develop 

emergency response protocols for human rights violations in AI systems.  [] Establish immediate human 

rights oversight mechanisms for AI deployment. 

If no specific recommendations were triggered (all scores >= 3.5 and overall >= 2.5):  Maintain good 

practices and focus on continuous improvement. Regularly review and update your policies, training, and 

processes. 

Next Steps 

 Discuss these results within your team and with relevant stakeholders. 

 Prioritise areas for improvement based on the recommendations. 

 Develop an action plan to implement changes. 

 Consider re-taking this assessment periodically to track progress. 

 

 

 

 

 

 

 

 

 

 

PART 3. AI Human Rights Impact Assessment Model 
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I. Introduction. Why HRIA is relevant in technology development and in AI 

 

The recent  wave of AI  has led to machine learning applications being used in a variety of operational 

scenarios, from healthcare to credit scoring, from security to mobility, and many other areas. In 

technologically advanced countries, this shift from human-based to AI-based decision-making raises various 

concerns about the accuracy of the logic of such AI systems, the way they represent society, and the human-

machine interaction involved.  

In countries characterised by technology gaps, additional issues arise, not only in terms of geopolitical 

tensions, but also in terms of underrepresentation and bias. As regards the latter, they relate to the lack of 

capacity of these countries to develop their own AI systems/models and the lack of an adequate 

representation of the socio-cultural and linguistic characteristics of these countries or of some social groups 

in models trained in different contexts or in LLMs based on massive online data collection at global scale, 

where such countries or groups have a limited presence.    

While recent AI developments are changing radically many sectors, it is crucial  to be aware of and manage 

the potential side effects of this technology.1 In this regard, AI may negatively impact society due to security 

issues and human rights issues. 

Security issues, although complex and related to inherent limits of current AI models (e.g. the so-called 

hallucinations), can be easily addressed from the regulatory perspective by using established practices and 

tools, such as standardisations, certification procedures, auditing, etc. Much more complicated is addressing 

human rights issues.  

Although there is a national and international framework concerning human rights, they are mainly 

protected in a reactive manner when infringed or put at the centre of broad policy initiatives to promote 

them in a broad sense. On the contrary, concerning AI, it is necessary to focus on the specific AI product or 

service and to adopt a by-design approach that places the protection of potentially affected rights at the 

core of its development from the outset.    

In a way similar to what happens with regard to systems security, potential negative consequences for 

human rights should not be addressed only with remedies activated when  violations occur, but with 

appropriate design to prevent such violations. In this regard, the UN Guiding Principles on Business and 

Human Rights (UNGPs) and Human Rights Due Diligence (HRDD) practices2 represent significant steps 

toward putting human rights at the centre of business activity.  

                                            
1 For a categorization of AI-related risks, see also United Nations, AI Advisory Board (2024). Governing AI for Humanity. 
https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf. All the websites cited in 
this document were accessed between September and October 2024. 

2 See also United Nations (2024). Human Rights Due Diligence for Digital Technology Use - Guidance of the Secretary-
General. https://www.ohchr.org/en/documents/tools-and-resources/human-rights-due-diligence-digital-technology-
use-guidance-secretary (“HRDD should aim to prevent and address the risk that digital technology use (across the 
lifecycle) may exacerbate inequalities or biases or result in adverse impacts on groups at risk of vulnerability and 
marginalization.”).  

https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf
https://www.ohchr.org/en/documents/tools-and-resources/human-rights-due-diligence-digital-technology-use-guidance-secretary
https://www.ohchr.org/en/documents/tools-and-resources/human-rights-due-diligence-digital-technology-use-guidance-secretary
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However, UNGPs are often implemented with a focus on the entire company’s business or some specific 

branches, rather than on individual product or service. In addition, HRDD practices are usually elaborated as 

policy tools, leaving companies with a significant margin of manoeuvre in deciding in which areas and to 

what extent to implement them. Finally, given the extensive use of AI by public bodies, ensuring effective 

human rights compliance of AI systems is also part of their duties. 

Against this background, it is  necessary to move towards a more procedural approach that requires 

conducting a Human Rights Impact Assessment (HRIA) when an AI system is planned to be developed.3 

Rather than relying on general principles with uncertain boundaries, it is necessary to establish a 

methodology for assessing whether, how, and to what extent a given AI system may impact human rights. 

This is, in fact, the approach adopted by the first regulatory initiatives on AI, such as the EU AI Act and the 

Council of Europe Framework Convention on Artificial Intelligence and Human Rights.4 Both of them 

introduce specific requirements for the prior assessment of potential impacts on human/fundamental rights 

of the AI systems under development.5 The United Nations is also moving in this direction. This can be seen 

in the final report of the UN AI Advisory Board.6 

There is, therefore, a convergence on HRIA as an appropriate and necessary tool to manage the human 

rights issues related to AI. However, there is also a lack of consolidated practices in the design of HRIA AI.  

 

The HRIA AI differs from previous HRIA experiences (see box) in that AI applications are being developed 

on a large scale for use across different contexts (e.g. credit scoring systems, AI-based student learning 

performance predictors). The HRIA AI also tend to be narrower in scope than traditional HRIAs, with a more 

limited number of rights to be considered in each case. Exceptions to this are AI solutions for development 

                                            
3 See UN General Assembly, United Nations High Commissioner for Human Rights and reports of the Office of the High 
Commissioner (2021). The right to privacy in the digital age. Report of the United Nations High Commissioner for Human 
Rights, A/HRC/48/31, https://documents.un.org/doc/undoc/gen/g21/249/21/pdf/g2124921.pdf, 60 (“The High 
Commissioner recommends that States and business enterprises: (a) Systematically conduct human rights due diligence 
throughout the life cycle of the AI systems they design, develop, deploy, sell, obtain or operate. A key element of their 
human rights due diligence should be regular, comprehensive human rights impact assessments”). 

4 Council of Europe Treaty Series - No. 225. Council of Europe Framework Convention on Artificial Intelligence and 
Human Rights, Democracy and the Rule of Law. Vilnius, 5 September 2024. https://rm.coe.int/1680afae3c. See also 
United Nations - Chief Executives Board e for Coordination (2024). United Nations System White Paper on AI 
Governance: An analysis of the UN system’s institutional models, functions, and existing international normative 
frameworks applicable to AI governance. https://unsceb.org/sites/default/files/2024-
04/United%20Nations%20System%20White%20Paper%20on%20AI%20Governance.pdf, 36 (“Globally, there is a 
growing recognition of the need for AI safety-related institutions aimed at risk assessment and monitoring of AI systems, 
as also demonstrated by a few countries recently launching such institutions.”); UNESCO (2024). Consultation paper on 
AI regulation. Emerging Approaches Across the World. https://unesdoc.unesco.org/ark:/48223/pf0000390979. 

5 With regard to the various requirements of the AI Act in this respect and their implementation, see Mantelero, A. 
(2024). The Fundamental Rights Impact Assessment (FRIA) in the AI Act: Roots, legal obligations and key elements for a 
model template. 54 Computer Law & Security Review 106020, https://doi.org/10.1016/j.clsr.2024.106020 (open 
access). 

6 See United Nations, AI Advisory Board (2024). Governing AI for Humanity. 
https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf.  

https://documents.un.org/doc/undoc/gen/g21/249/21/pdf/g2124921.pdf
https://rm.coe.int/1680afae3c
https://unsceb.org/sites/default/files/2024-04/United%20Nations%20System%20White%20Paper%20on%20AI%20Governance.pdf
https://unsceb.org/sites/default/files/2024-04/United%20Nations%20System%20White%20Paper%20on%20AI%20Governance.pdf
https://unesdoc.unesco.org/ark:/48223/pf0000390979
https://doi.org/10.1016/j.clsr.2024.106020
https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf
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plans7 and smart cities, with a higher level of context-based dimension, and LLMs, with their variety of 

potential applications.  

 

The traditional extensive fieldwork in HRIA is therefore largely replaced by expert-based scenario analysis 

and testing. This requires a specific approach to HRIA in AI that, while following the path of traditional risk 

assessment and human rights practices to ensure methodological consistency, is better suited to the way 

AI systems are developed and their impact on society. 

To address this challenge, some models have already been proposed in order to define a methodology for 

conducting HRIA/FRIA (Fundamental Rights Impact Assessment) in AI. Given the methodological approach 

of this report and the aim of providing a model template for HRIA, the review of existing proposals will be 

integrated in the discussion of each of the core parts of the HRIA model. In this way, the strengths and 

weaknesses of the proposed models will be considered to identify best practices in the design of HRIA AI 

and to implement them in the proposed template. 

                                            
7 UNDP (2022). The UNDP approach to risk-informed development, https://www.undp.org/publications/undp-
approach-risk-informed-development, 22. 

Past HRAI experience 

Past experience in HRIA is often territory-based, looking at the impact of business 
activities in a given local area and community. HRIAs usually consist of an ex post 
analysis driven by the concerns raised by specific industrial plans, with a highly local 
dimension and a variety of affected rights, including rights such as the rights to water, to 
adequate food and to housing. See, e.g., LKL International Consulting Inc. (2014). 
Human Rights Impact Assessment of the Bisha Mine in Eritrea. https://media.business-
humanrights.org/media/documents/files/documents/Nevsun_HRIA_Full_Report__April_
2014_.pdf; Kendyl Salcito (2015). Kayelekera HRIA Monitoring Summary. 
https://nomogaia.org/wp-content/uploads/2015/10/KAYELEKERA-HRIA-MONITORING-
SUMMARY-10-5-2015-Final.pdf.  

In this scenario, the HRIA is based on extensive fieldwork, with experts conducting 
interviews with affected people, monitoring the condition of the affected areas, etc. This 
can be done using more specific tools, such as the AAAQ framework. See The Danish 
Institute for Human Rights (2014) The AAAQ Framework and the Right to Water: 
International indicators for availability, accessibility, acceptability and quality, 
Copenhagen, 
https://www.humanrights.dk/sites/humanrights.dk/files/media/migrated/aaaq_internation

al_indicators_2014.pdf.  

https://www.undp.org/publications/undp-approach-risk-informed-development
https://www.undp.org/publications/undp-approach-risk-informed-development
https://media.business-humanrights.org/media/documents/files/documents/Nevsun_HRIA_Full_Report__April_2014_.pdf
https://media.business-humanrights.org/media/documents/files/documents/Nevsun_HRIA_Full_Report__April_2014_.pdf
https://media.business-humanrights.org/media/documents/files/documents/Nevsun_HRIA_Full_Report__April_2014_.pdf
https://nomogaia.org/wp-content/uploads/2015/10/KAYELEKERA-HRIA-MONITORING-SUMMARY-10-5-2015-Final.pdf
https://nomogaia.org/wp-content/uploads/2015/10/KAYELEKERA-HRIA-MONITORING-SUMMARY-10-5-2015-Final.pdf
https://www.humanrights.dk/sites/humanrights.dk/files/media/migrated/aaaq_international_indicators_2014.pdf
https://www.humanrights.dk/sites/humanrights.dk/files/media/migrated/aaaq_international_indicators_2014.pdf
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II. The HRIA model for AI systems: a methodology  

Before examining the methodology for carrying out HRIA in the field of AI, two key aspects of the nature of 

this assessment need to be highlighted because of their consequences for model design: (i) HRIA is an 

expert-based assessment, (ii) HRIA in the field of AI must be consistent with the methodological approaches 

commonly used in risk assessment and management.  

Expert-based assessment. Analysing the potential impact of AI on individuals and society is often a 

complex exercise that requires diverse expertise. Although HRIA focuses on human rights, the socio-

technical dimension of AI systems needs to combine human rights, AI design and an understanding of the 

contextual societal dimension.8 

The HRIA AI is therefore not an exercise that can be carried out by a layperson. While the participation of 

rights-holders and stakeholders is necessary, and a participatory approach based on co-design is 

possible and often desirable, the entire process needs to be led by experts with a deep understanding of the 

potential impact of AI systems on individuals and communities.9   

Similar to the closely related area of data protection, where the Data Protection Impact Assessment (DPIA) 

models provided by data protection authorities take knowledge of  key elements as a given, it is not 

necessary to include detailed information on human rights principles and practice in the HRIA AI model.  

In addition, providing a brief description of each human right, outlining the different methods of stakeholder 

engagement, or providing detailed information on several technical aspects (e.g., data quality and security) 

may not be complete or may privilege some specific HRIA practices. In fact, some methods may not be 

included, as well as some rights or other aspects may only be partially described, leading to misplaced 

confidence in the users of the model and suggesting the erroneous conclusion that non-experts can carry 

out an HRIA AI. 

Finally, the necessary contextual nature of HRIA, based on the actual and concrete impacts of AI, requires 

that these aspects be addressed specifically in context, and not on the basis of one-size-fits-all abstract 

inputs. Guidelines and templates can therefore facilitate this assessment, but the impact on human rights 

cannot be fully automated, and the relevant parameters to be considered are inevitably context-specific. 

An HRIA AI model must therefore be lean in design, focusing on the core elements of the assessment, 

and drawing on the background of experts in human rights, including data protection.  

This is in line with risk assessment methodologies, which require  expert domain knowledge  as a 

prerequisite. In this manner, the design of the model template also provides its users with greater flexibility 

to adapt it to the specific nature of the AI system under consideration, its use and context of use.     

                                            
8 See also Australian Human Rights Commission (2023). Human Rights Impact Assessment Tool: AI-informed Decision-
making Systems in Banking, https://humanrights.gov.au/our-work/technology-and-human-rights/publications/hria-
tool-ai-banking, 9. 

9 In this context, the participation of relevant rights-holders and stakeholders also contributes to the experts’ analysis, 
making it possible to identify unaddressed issues and to better understand the context and potential consequences of 
the use of AI. See also Australian Human Rights Commission. 2023. Human Rights Impact Assessment Tool: AI-informed 
Decision-making Systems in Banking (fn. 9), 9. On the role of multi-stakeholder engagement, see also UNDP (2022). The 
UNDP approach to risk-informed development (fn. 8), 35. 

https://humanrights.gov.au/our-work/technology-and-human-rights/publications/hria-tool-ai-banking
https://humanrights.gov.au/our-work/technology-and-human-rights/publications/hria-tool-ai-banking
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An HRIA AI model that is consistent with risk assessment and management methodologies. From the 

perspective of AI providers and deployers, HRIA is not a stand-alone task, but part of an integrated set of 

assessments these entities must conduct to comply with legal obligations.  

For example, limiting the focus to the data-related issues, which are at the core of AI systems, data 

protection and data security risk assessments are required by international10 and national legal instruments. 

In addition, AI systems are often used as a component of other technologies (e.g., in accident prevention 

and detection), which must comply with technical standards, including risk assessment elements.   

In this scenario, HRIA AI needs to align with the common risk assessment methodologies, not only in terms 

of the scientific soundness of the methodological approach, but also to ensure consistency and full 

interoperability between the different components of the overall risk management strategy of AI providers 

and deployers in all their activities.    

An  HRIA AI guidance document must therefore define the criteria for the identification of key risk 

indicators, the selection of the relevant variables, and the design of the different phases of the assessment 

methodology in a way that is consistent with general risk management methodologies. 

Having defined these core elements of HRIA AI, it is worth noting that the application of HRIA in the field of 

digital technologies is a recent acquisition, due to the increasing role these technologies play in our society.    

A first general contribution to HRIA design in digital technologies was made by the Danish Institute for 

Human Rights in 2020,11 but it is only in recent years that more attention has been paid to risk-based 

methodologies in the AI debate, also as a result of the first attempts to regulate AI and their risk-based 

approach.  

From a methodological point of view, the development of this risk-based approach has led to a distinction 

between awareness-raising and risk-assessment models, whith the latter being fewer in number and still 

in development.12 While the procedural approach is common to both types of models, awareness-raising 

models can contribute more to understanding how to design the planning and scoping and risk identification 

phase of HRIA AI, and models more centred on risk analysis and quantification can be used to develop the 

risk analysis and management phase.  

In fact, in line with risk management practices,13 the three main blocks of theHRIA AI model template are:  

                                            
10 See Council of Europe, Modernised Convention for the Protection of Individuals with Regard to the Processing of 
Personal Data (amending protocol to the Convention for the Protection of Individuals with Regard to the Processing of 
Personal Data, adopted by the Committee of Ministers at its 128th Session in Elsinore on 18 May 2018). 

11 See The Danish Institute for Human Rights (2020). Guidance on HRIA of Digital Activities. 
https://www.humanrights.dk/publications/human-rights-impact-assessment-digital-activities. Although not 
specifically focused on AI, this guidance opened the debate on the use of HRIA outside its traditional domain and in 
relation to digital technologies. 

12 This difference refers to the main characteristics of the models considered, since a combination of elements from 
these different models is often present. 

13 See, for example, ISO, Risk management. Guidelines. ISO 31000. https://www.iso.org/standard/65694.html, which 
identifies the following three main phases, combined with three complementary tasks (recording & reporting; 
monitoring & review; communication & consultation): (i) scope, context and criteria; (ii) risk assessment (risk 
identification, risk analysis, risk evaluation); (iii) risk treatment. The same approach can also be seen in the UNDP (2024). 

https://www.humanrights.dk/publications/human-rights-impact-assessment-digital-activities
https://www.iso.org/standard/65694.html
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(i) a planning and scoping phase, focusing on the main characteristics of the product/service and the 

context in which it will be placed;  

(ii) a data collection and risk analysis phase, identifying potential risks and estimating their potential 

impact on fundamental rights; 

(iii) a risk management phase, in which appropriate measures to prevent or mitigate these risks are 

adopted, tested and monitored for effectiveness. 

When defining the HRIA methodology for AI, the importance of the contextual dimension must also be 

considered. In this respect, the key question concerns the need to use an AI-based system rather than 

alternative solutions (so-called zero question). An example of this is provided by the Algorithmic Impact 

Assessment model developed by the Government of Canada,14 which, in its section on Reasons for 

Automation, asks whether alternative non-automated processes were considered.15 

The main features of the HRIA are (i) an ex ante approach, (ii) a rights-based focus on risk assessment, 

(iii) a circular iterative structure16 that follows the AI system throughout its lifecycle,17 and (iv) an expert-

based nature (see above).18  

 An ex-ante approach. This approach not only prevents applications that violate human rights from 

entering the market and being used in our societies, but also makes the HRIA a tool for a human rights-

oriented AI design, adopting a by-design approach.19  

 A rights-based approach to risk assessment. The rights-based approach differs from a pure 

risk/benefit approach, in which all the competing interests (including the economic ones) are placed on 

the same level, with a trade-off between them. Rather, human rights are ascribed a prominent role, the 

restriction of which can only be justified on the basis of equally relevant competing interests.  

 A circular iterative structure. Like all risk assessments of situations that may evolve over time, HRIA in 

AI is not a one-shot prior evaluation but has a circular iterative structure, in line with general risk 

management theory. The traditional main phases of risk management (planning/scoping, risk analysis, 

                                            
Visual guide. Business Process for Risk Management, https://popp.undp.org/sites/g/files/zskgke421/files/2024-
05/Risk_Management_Full_Visual_Guide_13.pdf.  

14 The model is available at https://open.canada.ca/aia-eia-js/?lang=en, and the methodological note at 
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-
ai/algorithmic-impact-assessment.html. 

15 See also UNESCO (2023). Ethical Impact Assessment. A Tool of the Recommendation on the Ethics of Artificial 
Intelligence. https://unesdoc.unesco.org/ark:/48223/pf0000386276, question 2.2.1 (“Has careful consideration been 
given to non-algorithmic options which may be used to achieve the same goal? If so, why is the option involving an AI 
system favoured?”). 

16 See also ISO, Risk management. Guidelines. ISO 31000, https://www.iso.org/standard/65694.html; Australian Human 
Rights Commission (2023). Human Rights Impact Assessment Tool: AI-informed Decision-making Systems in Banking (fn. 
9), 8.  

17 See also fn. 27. 

18 See also United Nations (2024). Human Rights Due Diligence for Digital Technology Use - Guidance of the Secretary-
General (fn 3), 8. 

19 See UN General Assembly, United Nations High Commissioner for Human Rights and reports of the Office of the High 
Commissioner (2021). The right to privacy in the digital age. Report of the United Nations High Commissioner for Human 
Rights, A/HRC/48/31 (fn. 4). 

https://popp.undp.org/sites/g/files/zskgke421/files/2024-05/Risk_Management_Full_Visual_Guide_13.pdf
https://popp.undp.org/sites/g/files/zskgke421/files/2024-05/Risk_Management_Full_Visual_Guide_13.pdf
https://open.canada.ca/aia-eia-js/?lang=en
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai/algorithmic-impact-assessment.html
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai/algorithmic-impact-assessment.html
https://unesdoc.unesco.org/ark:/48223/pf0000386276
https://www.iso.org/standard/65694.html
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risk prevention/mitigation) are therefore repeated as technological, societal and contextual changes 

affect some of the relevant elements of a previous assessment.    

 

II.1 Awareness-raising questionnaire 

The first stage of HRIA aims to outline the risks related to a given AI system in terms of potentially affected 

rights, but without assessing the level of impact.20 It corresponds to the traditional planning and scoping 

phase in risk assessment.  

It starts with the needs analysis and the description of the system, then goes on to consider the contextual 

scenario of fundamental rights (including the checks already in place) and the potentially impacted areas. 

Two main areas are explored at this stage: the inherent dimension of the AI system and the contextual 

dimension.  

With regard to the inherent dimension of the AI system, awareness-raising aims to investigate (i) the 

specific needs to be addressed; (ii) the relevance of adopting an AI-based approach; (iii) the role of the AI-

based solution in addressing the identified needs. It will therefore also cover the description of the nature 

of the AI systems, including data flows and data processing purposes. 

In this respect, a possible model for this phase has been developed by the Dutch Ministry of the   Interior and 

Kingdom Relations. It uses a questionnaire-based approach, listing many different questions at this 

awareness-raising phase21 and combining them with a scenario-based analysis, where the questions are 

addressed in the light of possible alternative scenarios. 

It is worth noting that this Dutch model includes some requirements in the planning and scoping phase, such 

as the existence of a legal basis that “explicitly and clearly” allows for the use of an algorithm and “renders 

this use sufficiently foreseeable”,22 that are not necessary from a general perspective of human rights 

                                            
20 See also UN General Assembly, Special Rapporteur on the right to privacy (2021). Artificial intelligence and privacy, 
and children’s privacy. Report of the Special Rapporteur on the right to privacy, Joseph A. Cannataci, A/HRC/46/37, 
https://digitallibrary.un.org/record/3901302?v=pdf&ln=en#files, 46 (“AI solutions, even if only on a test basis, must 
undergo at a minimum an initial human rights and data protection risk assessment that identifies the specific risks and 
criticalities associated with the intended solution. Depending on the outcome of that initial assessment, further 
assessment of rights and risks may be required.”). 

21 See Dutch Ministry of the Interior and Kingdom Relations (2022). Impact Assessment. Fundamental Rights and 
Algorithms Impact Assessment, https://www.government.nl/documents/reports/2021/07/31/impact-assessment-
fundamental-rights-and-algorithms. 

22 Ibid, 16-17. In the descriptive section, the authors seem to mismatch the legal basis for the use of AI with the legal 
basis for the protection of rights and rights-holders.   

https://digitallibrary.un.org/record/3901302?v=pdf&ln=en#files
https://www.government.nl/documents/reports/2021/07/31/impact-assessment-fundamental-rights-and-algorithms
https://www.government.nl/documents/reports/2021/07/31/impact-assessment-fundamental-rights-and-algorithms
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protection.23 There is also a reference to the values driving24 the decision to use AI, which is important, but 

operates at a different level of societal impact.25  

In terms of methodology, the Dutch model adopts a Why-What-How approach, which can be of help in the 

decision-making process (why do we need AI? What AI? How will it work?), but does not fully fit with the 

logic of HRIA. The Why-What-How approach primarily concerns decisions related to needs and product 

features, but the impact on human rights runs through all three stages and even covers elements distributed 

over all three.26 In this respect, the most common risk management design is not linear through the Why-

What-How stages, but circular, centred on planning/scoping, analysis and management.  

Moreover, when defining the inherent dimension of the AI solution, the Dutch model considers several 

design elements in their general dimension (e.g. product features, biases and data quality, data security). 

While the focus on these aspects is relevant in terms of raising awareness, in the model proposed it lacks a 

specific link to potentially affected rights, as should be the case in a HRIA model.27 

With regard to the contextual dimension of AI solutions to be explored in the awareness raising stage, given 

the nature of HRIA, it is not limited to the identification of potentially affected rights and rights-holders 

(without quantifying the impact, which is the objective of the following phase), but it also includes a 

preliminary analysis of the relevant elements of the specific human rights systems. These need to be 

properly contextualised according to the way in which they are shaped by legal provisions and case law, 

including with different nuances at national level. This also comprises the obligations and legal requirements 

already in place that mitigate or prevent potential risks (for example, the data protection law provisions on 

data quality in relation to the data used to fine-tune AI systems). 

In addition, the context of use is important with regard to the interaction between the AI system and the 

socio-technical environment in which it is operated. This interaction relates to both the characteristics of the 

system and the characteristics of the surrounding environment, whereby the latter may be more difficult to 

control and modify through risk management.   

To deal with the specific design and contextual use of an AI system, and to identify potentially impacted 

rights, various approaches are possible that have become established in technology risk assessment over 

                                            
23 In this regard, for example, competing interests in the field of fundamental rights may justify the use of AI systems to 
promote some prevailing rights or freedoms without providing an explicit legal basis, as is the case in Article 6 of the 
GDPR.  

24 Dutch Ministry of the Interior and Kingdom Relations (2022). Fundamental Rights and Algorithms Impact Assessment 
(FRAIA) (fn. 22), 13-15. In the case of multiple public values, the authors also introduce the idea of value weighting, 
which would require a specific methodological clarification, a given benchmark, and may be very challenging when 
considering a variety of socially relevant values, which may also change from one context to another.  

25 See Mantelero (2022). Beyond Data. Human Rights, Ethical and Social Impact Assessment in AI (Springer-Asser), 
https://doi.org/10.1007/978-94-6265-531-7 (open access), Ch. 3. 

26 For example, the How phase in Dutch Ministry of the Interior and Kingdom Relations (2022). Fundamental Rights and 
Algorithms Impact Assessment (FRAIA) (fn. 22), 47-65, includes elements relating to all the three components of the 
traditional risk assessment cycle, such as values and interests impacted, mitigation measures centered on human 
supervision and transparency, potential risks, auditing.  

27 See, e.g., ibid, 30-32 on data security issues, which may affect rights-holders in various way depending on the specific 
AI application and related interests involved, and may also have no impact on fundamental rights. 

https://doi.org/10.1007/978-94-6265-531-7
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the decades.28 These include brainstorming analysis, knowledge-based approaches based on past cases, 

failure models, checklists and various other methods. However, in the field of AI-related risk assessment, 

these methods are relatively unexplored and the proposed models tend to rely on checklists.29 

Best practices in developing this first phase of the HRIA AI should emphasise the relevance of the 

fundamental question of alternatives to AI (zero question), which could also be addressed using a SWOT 

(strengths, weaknesses, opportunities, and threats) analysis, and should consider the limitations that affect 

generic checklists, which should be combined with appropriate contextualisation provided by the experts 

carrying out HRIA.30  

The table below provides a non-exhaustive list of potential questions for HRIA planning and scoping that 

can be further supplemented with specific questions based on the nature and use of the AI systems assessed.

 

 

Tab. 1. Planning & scoping 

Section A 

Description and analysis 

of the AI system, 

including related data 

flows  

1. What is the main purpose of the AI system? 

2. What are the main characteristics of the system? 

3. In which countries will it be deployed? 

4. What types of data (personal, non-personal, special categories) 

have been/will be processed for AI training? Which will be necessary 

for the use of the system? 

5. Identification of the potential rights-holders: Who are the 

individuals or groups potentially affected by the AI system? Do they 

include vulnerable individuals or groups? 

6. Identification of the duty-bearers: Who is involved the design, 

provision, and deployment of the AI system? What is their role? 

Section B 

Human rights context (to 

be contextualised 

1. What human rights are potentially affected by the use of the AI 

system? (see also Annex ) 

 

                                            
28 See, e.g., European Environment Agency (1998). Environmental issue report No 4. Environmental Risk Assessment - 
Approaches, Experiences and Information Sources., https://www.eea.europa.eu/publications/GH-07-97-595-EN-
C2/riskindex.html, 90.  

29 See, e.g., Algorithmic Impact Assessment model developed by the Government of Canada (the model is available at 
https://open.canada.ca/aia-eia-js/?lang=en, and the methodological note at 
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-
ai/algorithmic-impact-assessment.htm); The Alan Turing Institute (2021). Human Rights, Democracy, and the Rule of 
Law Assurance Framework for AI Systems: A proposal prepared for the Council of Europe’s Ad hoc Committee on 
Artificial Intelligence. https://rm.coe.int/huderaf-coe-final-1-2752-6741-5300-v-1/1680a3f688, 46-49 and 72-125, 
which provides list of questions concerning the product/service, the context of use, and the relevant shareholders and 
affected groups, including vulnerability issues. See also Australian Human Rights Commission (2023). Human Rights 
Impact Assessment Tool: AI-informed Decision-making Systems in Banking (fn. 9), 14-21. 

30 The role of experts in conducting the FRIA is crucial, not only for the quality of the overall results, but also because it 
mitigates some of the common shortcomings of using questionnaires for risk assessment, such as unintentional bias in 
question selection, respondent confirmation bias, and information gaps. 

https://www.eea.europa.eu/publications/GH-07-97-595-EN-C2/riskindex.html
https://www.eea.europa.eu/publications/GH-07-97-595-EN-C2/riskindex.html
https://open.canada.ca/aia-eia-js/?lang=en
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai/algorithmic-impact-assessment.htm
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai/algorithmic-impact-assessment.htm
https://rm.coe.int/huderaf-coe-final-1-2752-6741-5300-v-1/1680a3f688
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according to local 

jurisprudence and laws) 

DIGNITY, PERSONALITY AND AUTHONOMY 

☐ Human dignity (UDHR 1) 

☐ Freedom from discrimination (UDHR 2, ICCPR 3) 

☐ Right to life (UDHR 3, ICCPR 6) 

☐ Freedom from slavery (UDHR 4, ICCPR 8) 

☐ The freedom from inhuman or degrading treatment or punishment 

(ICCPR 7) 

☐ Right to privacy (UDHR 12, ICCPR 17) 

☐ Right to own property (UDHR 17) 

☐ Freedom of thought, conscience and religion (UDHR 18, ICCPR 18) 

☐ Freedom of Expression (UDHR 19, ICCPR 19) and Prohibition of 

propaganda advocating war or national, racial or religious hatred (ICCPR 

20) 

☐ Freedom of movement (UDHR 13, ICCPR 12) 

☐ Freedom of assembly (UDHR 20, ICCPR 21) 

☐ The right to freedom of association (ICCPR 22) 

☐ Right to marriage and to found a family (UDHR 16, ICCPR 23) 

 

 

ECONOMIC, SOCIAL AND CULTURAL DIMENSIONS  

☐ Right to adequate standard of living (UDHR 25, ICCPR 11), including right 

to physical and mental health (ICCPR 12) 

☐ Right to education (UDHR 26, ICCPR 13) 

☐ Right to social security (UDHR 22) 

☐ Right to take part in cultural, artistic and scientific life (UDHR 27) 

☐ Right to work (UDHR 23, ICCPR 6) 

☐ Right to leisure and rest (UDHR 24) 

 

VULNERABLE GROUPS 

☐ The right, for members of religious, ethnic or linguistic minorities, to 

enjoy their culture, practice their religion and use their language (UDHR 27) 

☐ The rights for children (ICCPR 24) 

 

JUSTICE 

☐ Freedom from torture (UDHR 5) 

☐ The freedom from prison due to debt (ICCPR 11) 

☐ Right to recognition before the law (UDHR 6) 

☐ Right to equality before the law (UDHR 7, ICCPR 14 and 26) 

☐ Access to justice (UDHR 8) 

☐ Freedom from arbitrary detention (UDHR 9, ICCPR 9) 

☐ Right to a fair trial (UDHR 10, ICCPR 14) 

☐ Presumption of innocence (UDHR 11, ICCPR 14) 
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☐ The right to legal recourse (ICCPR 2) 

☐ The right to be recognised as a person before the law (ICCPR 16) 

☐ Right to asylum (UDHR 14) 

☐ Right to a free and fair world (UDHR 28) 

 

POLITICAL DIMENSION 

☐ Right to nationality (UDHR 15) 

☐ Right to take part in public affairs (UDHR 21, ICCPR 25) 

 

2. What international/regional legal instruments for the protection of 

human rights have been implemented in the context(s) where the 

AI system will be used?  

3. What are the relevant human rights courts or bodies in this context? 

4. What are the most relevant decisions and provisions in the field of 

human rights? 

 

Section C 

Controls in 

place 

 

1. What policies and procedures are already in place to assess the 

potential impacts on human rights, including stakeholder 

engagement? 

2. Has an impact assessment been conducted, developed and 

implemented in relation to specific issues (e.g. data protection) or 

some features of the system (e.g. use of biometrics)? 

 

Section D 

Stakeholder engagement 

and HRDD 

1. What groups or communities are potentially affected by the AI 

system, including its development? 

2. In addition to the right holders and affected groups and 

communities, which stakeholders should be involved (e.g. civil 

society and international organisations, experts, industry 

associations, journalists)?  

3. Are there other duty-bearers that need to be involved in addition to 

the AI provider and the AI deployers (e.g. national authorities, 

government agencies)? 

4. Have business partners, including suppliers (e.g. subcontractors of 

AI systems and datasets), been involved in the assessment process?  

5. Has the AI provider conducted an assessment of its supply chain to 

determine whether the activities of suppliers/contractors involved 

in product/service development may contribute to adverse human 

rights impacts? Has the provider promoted human rights standards 

or audits to ensure respect for human rights among suppliers? 

6. Do the AI provider and developers publicly communicate the 

potential human rights impacts of the AI system? 

7. Do the AI provider and developers provide training on human rights 

standards to relevant management and procurement staff? 
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II.2 Assessment tool and methodology  

On the basis of the information gathered in the planning and scoping and risk identification phase, it will be 

possible to determine whether it is necessary to carry out an in-depth analysis of the level of impact on 

individual rights. In the case of potentially impacted rights, this analysis will quantify this impact and prevent 

or reduce it through appropriate measures. The combination of these activities constitutes the impact 

assessment stage described in this section.  

Risk quantification is an essential part of any impact assessment and should include the following four steps, 

using an established approach from risk theory:31 

(i) the analysis of the level of impact of the AI solution on potentially affected rights; 

(ii)  the identification of appropriate measures to prevent or mitigate32 the risk, taking into account their 

impact on the risk level according to context-specific scenario analysis; 

(iii) the implementation of such measures; 

(iv) the monitoring of the functioning of the AI system in order to revise the assessment and the adopted 

measures should technological, societal and contextual changes affect the level of risk or the 

effectiveness of the adopted measures.  

 

This outlines a circular approach that is very common in risk management and has also been adopted in the 

field of data protection. 

 

 

 

 

 

 

 

 

Graph 1. Impact assessment (circular approach) 

                                            
31 See also UNDP 2017 (updated 2024). UNDP Implementation Tool for the UN Human Rights Due 

Diligence Policy. https://popp.undp.org/sites/g/files/zskgke421/files/2024-
03/Guidance_UNDP%20Implementation%20Tool%20for%20the%20UN%20Human%20Rights%20Due%20Diligence%2
0Policy.pdf, 4.  

32 In line with the approach taken in HRIA, risk mitigation refers only to measures that reduce the likelihood of the risk 
occurring (from high to medium or low), as human rights impact assessments do not accommodate residual impacts 
where mitigating the consequences (severity) would actually mean accepting some residual prejudice to human rights. 
See also Radu Mares (2019). Securing Human Rights through Risk-Management Methods: Breakthrough or 
Misalignment?. 32(3) Leiden Journal of International Law. https://doi.org/10.1017/S0922156519000244. 517, 526-527.  

https://popp.undp.org/sites/g/files/zskgke421/files/2024-03/Guidance_UNDP%20Implementation%20Tool%20for%20the%20UN%20Human%20Rights%20Due%20Diligence%20Policy.pdf
https://popp.undp.org/sites/g/files/zskgke421/files/2024-03/Guidance_UNDP%20Implementation%20Tool%20for%20the%20UN%20Human%20Rights%20Due%20Diligence%20Policy.pdf
https://popp.undp.org/sites/g/files/zskgke421/files/2024-03/Guidance_UNDP%20Implementation%20Tool%20for%20the%20UN%20Human%20Rights%20Due%20Diligence%20Policy.pdf
https://doi.org/10.1017/S0922156519000244
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Against this background, the easiest way to develop an assessment tool would be to consider best practices 

in the field of HRIA and in their application to AI. Unfortunately, there are several barriers to this approach. 

First, while HRIA has been developed over the past decades on the basis of the important input provided by 

the UN Guiding Principles on Business and Human Rights,33 which enshrine several key HRIA requirements 

(stakeholder consultation, transparency, role of experts, etc.),34 the impact of this authoritative framework 

is still limited and its principles-based approach needs to be complemented by a specific methodology for 

risk assessment. 

A similar problem of moving from the principles-based approach to concrete tools is also evident in the most 

recent and ongoing work of the UN. In this respect, the final report of the AI Advisory Board has emphasised 

the importance of risk assessment and international cooperation in defining a common approach,35 but a 

specific methodology resulting from this effort is still to come.   

More specific work has been carried out at the Council of Europe over the last few years by the Ad Hoc 

Committee On Artificial Intelligence (CAHAI) and Committee on Artificial Intelligence (CAI) committees to 

develop a methodology for assessing AI systems, which includes their impact on human rights, democracy 

                                            
33 See Ruggie J. (2007). Report of the Special Representative of the Secretary-General on the Issue of Human Rights and 
Transnational Corporations and Other Business Enterprises: Guiding Principles on Business and Human Rights: 
Implementing the United Nations “Protect, Respect and Remedy” Framework. United Nations, General Assembly, 
A/HRC/4/74. https://documents-dds-ny.un.org/doc/UNDOC/GEN/G07/106/14/PDF/G0710614.pdf?OpenElement; 
United Nations (2011). Guiding Principles on Business and Human Rights. 
https://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf. 

34 See Section II on corporate responsibility and human rights. 

35 United Nations, AI Advisory Board (2024). Governing AI for Humanity. 
https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf, 49 (“Risk assessments 
could also draw on the work of other AI research initiatives, with the United Nations offering a uniquely trusted “safe 
harbour” for researchers to exchange ideas on the “state of the art”. International law, including human rights law, 
would provide a compass for defining pertinent risks. By pooling knowledge across silos in countries or companies that 
may not otherwise engage or be included, a United Nations-hosted panel can help to rectify misperceptions and bolster 
trust globally.”).  

Analysis of 
the level of 

impact

Identificati
on of 

appropriat
e measures

Implement
ation 

Monitoring

https://documents-dds-ny.un.org/doc/UNDOC/GEN/G07/106/14/PDF/G0710614.pdf?OpenElement
https://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf
https://www.un.org/sites/un2.un.org/files/governing_ai_for_humanity_final_report_en.pdf
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and the rule of law. Here, too, the final outcome is still pending and, based on the available documents, there 

are some critical issues to be addressed, starting with the broad scope of the model.  

In this respect, while this broader scope is in line with the mandate of the Council of Europe, it makes it more 

difficult to envisage a feasible assessment model that covers all these issues without reducing them to a 

mere long list of questions. Moreover, with regard to democracy, its various expressions cover a range of 

topics, and it is not easy, from a methodological point of view, to assess the impact of a technology or its 

applications on it, especially since it is difficult to have a commonly accepted assessment of the level of 

democracy itself. This does not mean that it is impossible to carry out an impact assessment on specific areas 

of democratic life, such as the right to participation or access to pluralist information, but this remains a 

HRIA, albeit one centred on civil and political rights. 

With regard to the rule of law, the more structured field of justice and the limited application of AI make it 

easier to envisage uses and foresee their impact on a more uniform and regulated set of principles and 

procedures than in democracy. However, the specificity of the field and the interests involved may raise 

some doubts about the need for an integrated risk assessment model – including human rights, democracy, 

and the rule of law – as opposed to a more circumscribed assessment of the impact of certain AI applications 

on the rule of law. 

Given these issues concerning the scope, the fact that the Council of Europe’s model is still in the 

development phase and, as discussed in the following sections, some important methodological issues 

affecting this model, we do not have a consolidated best practice for AI HRAI in this case either. 

Moving from the international scenario to regional or state-based initiatives, despite several proposals 

(some discussed in this report) and the mandatory requirement for an assessment of the impact on 

fundamental rights in the EU AI Act, specific methodological guidelines are still to come, in the case of the 

AI Act, or have not reached the level of best practice.  

For this reason, there are currently no methodological guidelines and models that can be considered 

established or best practice. However, by looking at existing proposals, it is possible to outline some key 

elements of best practices. This exercise has been carried out in the following pages and the table below 

summarises its main findings.

 

 

 

Tab. 2 Best practices  

 Do’s  Don'ts 

Modelling   Use the common risk management 

circular approach. 

 

Reflect in the components and phases 

of the model the following three main 

areas, see also above in the text: (i) 

analysis of the level of impact on 

potentially affected rights; (ii)

Avoid cumulative assessment of 

impacts on different rights.  

 

Avoid splitting impacted rights into 

different components (double 

counting). 
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 identification of appropriate 

measures to prevent or mitigate the 

risk; (iii) implementation of such 

measures; (iv) monitoring and revision. 

 

Be transparent in the description of the 

model by providing a clear definition of 

each phase (see also the next row). 

 

For each phase, identify the relevant 

rights-holders, duty-bearers and 

stakeholders to be involved.  

 

Do not use inconsistent modelling 

schemes. 

 

 

Risk variables and 

their analysis  

Identify key variables correctly, in line 

with risk theory and without overlap or 

redundancy.   

 

Apply transparent and consistent 

scoring to the variables used. Justify 

scoring ranges and, if adopted, the use 

of different ranges for different 

variables.  

 

When using scales, use ranges based 

on ordinal variables (e.g., low, medium, 

high, very high). 

 

Use matrices and radial graphs to 

define and represent the level of risk by 

combining the different variables.   

 

When using matrices, the relationship 

between the relevant risk components 

must be consistent with the framework 

of fundamental rights (no purely 

mathematical approaches to scaling, 

transparency of the scaling criteria, 

clear definition of the relationship 

between risk components).   

Avoid unjustified overweighting of 

certain variables. 

 

Avoid overlap between different 

variables.  

 

When using scales, do not rely on 

ranges based on absolute numbers to 

estimate the extent of the impact in 

terms of people affected  and 

timescale.  

 

 

 

 

II.2.1 Input from relevant proposals and approaches  

 

An attempt to create a risk index for algorithmic impacts has been made by the Algorithmic Impact 

Assessment Tool developed by the Government of Canada, discussed above in relation to the planning and 
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scoping phase. The Canadian model uses an impact index (Raw impact score) composed of six different 

indicators (Project, System, Algorithm, Decision, Impact, and Data), operationalised by a set of variables for 

each of them. In order to obtain the overall level of impact, another index (Mitigations core) based on two 

indicators (Consultation, De-risking and mitigation measures) is combined with the impact index. 

The Canadian model gives limited importance to impact on fundamental rights, which, at most and in its 

broadest interpretation, can account for 20 points out of a maximum of 42 points for the Impact indicator 

and 126 points for the overall Raw impact index. The model gives more weight to data management (44 

points) and significant weight to project design (27 points); in addition, both of these indicators include 

elements related to impact on fundamental rights, such as vulnerability, disability and data protection. 

The Canadian model, as far as fundamental rights are concerned, suffers from a number of drawbacks. These 

include fragmentation of the relevant elements into different indicators, limited attention paid to 

fundamental rights, and the combination of different indicators in cumulative indicators that ignore the 

specificity of the impact on each individual right and the above-mentioned shortcomings in providing a 

single overall assessment.36  

Moreover, the scoring of variables is not described methodologically and is unclear, with scores that appear 

to be contradictory.37 In addition, different scoring ranges are used for different variables, which could be 

justified by the potential impact of the specific aspect on the overall risk, but the model does not provide 

transparent information on the criteria used for this differentiation, making it difficult to understand how 

the ranges of scores vary according to the different aspects considered. 

The scoring is also unclear as regards the composition of the overall impact, which combines the impact 

(Raw impact score) and mitigation measures (Mitigations core) indices. According to the Canadian model “if 

the mitigation score is less than 80% of the maximum attainable mitigation score, the current score is equal 

to the raw impact score”, whereas if the 80% threshold is exceeded, the Raw impact score is reduced by 

15%. Both these thresholds (80% and 15%) are set without any evidence for their value.  

Another example of previous experience that can be used to design theHRIA AI and stimulate reflection on 

best practice is the Impact Assessment Fundamental Rights and Algorithms (FRIAI) proposed by the Dutch 

Ministry of Interior and Kingdom Relations,38 mentioned above in relation to the general methodological 

                                            
36 The indicator concerning the Impact Assessment includes, inter alia, the five variables relating to fundamental rights 
measured on a four-level scale (little no impact, moderate impact, high impact, very high impact) and concerning the 
impact on “the rights or freedoms of individuals”, “the equality, dignity, privacy, and autonomy of individuals”, “the 
health and well-being of individuals”, “the economic interests of individuals”, “the ongoing sustainability of an 
environmental ecosystem”, combining various rights and freedoms in a single variable. 

37 For example, in creating the Risk Profile indicator, the model gives +3 risk points for particularly vulnerable clients and 
+4 risk points for creation/exacerbation of barriers for people with disabilities. However, disability should be considered 
as a vulnerability, with the result that this scoring gives it too much weight compared to other vulnerabilities. In addition, 
it is unclear why other vulnerabilities lead to a lower increase in risk compared to disability. For the same indicator, one 
variable concerns the stakes of decisions and whether they are very high, but this is a rather open-ended question with 
a wide range of variability in the respondent’s assessment. 

38 See Dutch Ministry of the Interior and Kingdom Relations, Impact Assessment (fn. 27) 
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approach. The Dutch model focusses on two elements as regards the impact on fundamental rights: the 

seriousness of the infringement and the balancing test to justify restrictions on fundamental rights.39  

Depending on the seriousness of interference with fundamental rights, various conditions for the use of AI 

are envisaged: justification for serious interference, due diligence for medium-serious interference, and no 

specific conditions for less serious interference.40 The notion of seriousness used in this model refers to “to 

what extent a specific algorithm (or its application) will affect the core of a fundamental right”,41 but is only 

one of the dimensions (variables) to be considered in assessing the risk of impact on fundamental rights. 

Without considering at least the probability of a negative impact on the core of fundamental rights 

concerned, the model is incomplete and unable to fully assess the level of risk. 

In addition, this model links the effectiveness of the algorithmic solution in achieving its objective with the 

seriousness of the impact on fundamental rights in terms of trade-offs.42 This may be problematic from a 

fundamental rights perspective as effectiveness does not necessarily result in beneficial effects on 

competing rights that might justify a compression of the fundamental rights concerned.43 In this respect, 

the Dutch model places fundamental rights and other “interests, objectives, and public values”44 on the 

same level in a way that contradicts the level of protection afforded to fundamental rights.  

Another model of impact assessment has been proposed by The Alan Turing Institute, as part of the work of 

the Council of Europe’s Ad hoc Committee on Artificial Intelligence.45 This HUDERIA (Human Rights, 

Democracy, and the Rule of Law Impact Assessment) model includes impact on democracy, which may be 

problematic from a methodological perspective, as mentioned above.  

Regardless of this aspect, the fundamental rights part of the HUDERIA has several shortcomings that should 

be taken account of when designing a model forHRIA AI. As in the Canadian Algorithmic Impact Assessment 

Tool, various rights are grouped together according to a list of principles and priorities.46 However, the most 

relevant critical issue concerns the creation of the index.  

                                            
39 Ibid, 67. 

40 In terms of risk assessment, this means that when the impact is high only a prevailing competing interest may justify 
the use of AI systems, based on the balancing test. 

41 See Dutch Ministry of the Interior and Kingdom Relations, Impact Assessment (fn. 27), 75. 

42 Ibid., 77 (“The red colour code (serious interference with a fundamental right) means that a far more rigorous 
investigation may be expected to establish whether the algorithm will result in achieving the set objectives than is the 
case for the green code”) and 79 (“The question may come up what the trade-off should be if an alternative appears to 
be slightly less effective but does appear to affect the fundamental right less”). 

43 For example, a rigorous investigation demonstrating the cost-reducing effects of real-time driver tracking on traffic 
management does not change the impact on the rights at risk and does not justify the solution in view of the 
proportionality and fundamental rights issues it raises. 

44 Ibid, 80. 

45 See The Alan Turing Institute. (2021). Human Rights, Democracy, and the Rule of Law Assurance Framework for AI 
Systems: A proposal prepared for the Council of Europe’s Ad hoc Committee on Artificial Intelligence, 
https://rm.coe.int/huderaf-coe-final-1-2752-6741-5300-v-1/1680a3f688, 46-49 and 72-125. 

46 Ibid, 49-53 and Tabel 1. 

https://rm.coe.int/huderaf-coe-final-1-2752-6741-5300-v-1/1680a3f688
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The HUDERIA uses an index to assess the overall level of impact on fundamental rights, which combines 

severity and likelihood through summation.47 Two variables are used for severity (Gravity potential and 

Number of affected rights-holders) with a maximum cumulative score of 6, and one variable is used for 

likelihood with maximum score of 4. The resulting index thus gives more weight to severity than likelihood, 

which the authors claim is “in accordance with its priority as a ‘predominant factor’ in human rights risk”, but 

they do not provide any further arguments or clarification on how the ratio between the two variables was 

determined. 

Regarding severity, its gravity component is based on a four-level scale that combines gravity of prejudice 

(catastrophic, critical, serious, and moderate/minor) and the temporal extent of the prejudice (irreversible, 

enduring, temporary, not enduring/temporary) in a fixed arrangement of pairs at the same level of the scale. 

Thus, for example, a catastrophic prejudice is always irreversible, and a critical prejudice is always enduring. 

This scale therefore not only includes in the variable described (gravity) another dependent variable 

(temporal extent), but also assumes a fixed correspondence between them, which is not the case in real life. 

For example, a serious prejudice to a fundamental right can be irreversible.   

Other examples of potential issues in the definition of relevant variables are provided by the way in which 

the HUDERIA has defined the extent of impact, in terms of Number of affected rights-holders. In doing so, 

it uses ranges based on absolute numbers to estimate the extent of the impact in terms of people affected48 

and timescale,49 thus missing the contextual dimension of impact assessment.50 Similar problems in framing 

the variables are present in the likelihood levels, which include references to both the probability of the 

event and to the level of impact, although the latter relates to severity rather than likelihood.51 

A crucial aspect of risk assessment concerns the design of the risk matrix, where the range distribution of 

the variables used to construct it must be methodologically justified. Given the diversity of AI applications 

and use contexts, there is no one-size-fits-all risk distribution, but the matrix should be designed with 

context in mind. In this respect, fixed matrices based on predefined ranges and mathematical estimation, 

such as in the HUDERIA,52 require a specific description of the criteria used to establish both the ranges and 

                                            
47 Ibid, 63 and 208. 

48 Ibid, 83-84. 

49 Ibid, 85-86. 

50 Ibid, 66. In terms of people affected, the extent of impact needs to be calculated as a percentage of the total number 
of components of the target category; it is therefore not appropriate to create a scale with fixed ranges of rights-holders 
(1-10,000; 10,001-100,000; 100,001-1,000,000; over 1,000,000). For example, an AI system used for the national health 
service may discriminate against people affected by a particular rare disease that affects only 5,000 people in a county. 
If the proposed scale is adopted, the lower level will be assigned even though 100% of the target population is potentially 
affected. The same consideration can be expressed with regard to the proposed ranges of timescale (less than a year; 
1-10 years; 10-20 years; 20-60 years; over 60 years), which are not justified and seem inconsistent with the rapid 
evolution and nature of most AI technologies. More generally, it seems difficult to define a common timescale in relation 
to affected groups, given that the impact of AI may vary according to the rights and persons affected. 

51 Ibid, 62 (see, e.g. the Likely level of the Likelihood levels which is described as “The risk of adverse impact is high; it is 
probable that the harm will occur”). 

52 Ibid, 67. 



48 
 

the matrix distribution.53 Furthermore, matrices with a fixed distribution are unlikely to be consistent with 

all the potential application scenarios for AI.  

This empirical analysis of some proposed models reveals the need for extreme care, in operationalisation of 

the HRIA/FRIA, as regards the creation of indices and indicators, the definition of the variables, and the 

design of the risk matrix. All major risk dimensions must be considered, carefully selecting relevant variables 

and their combination, avoiding unjustified overweighting. The result must be consistent with the legal 

framework and theory of human rights, identify the relevant rights-holders affected, exclude cumulative 

assessment of the impact on different rights and the fragmentation of impacted rights into different 

components, thus avoiding counting them twice, both as an individual element and as a component of the 

general right.  

Finally, when using matrices to assess impacts, the relationship between the relevant risk components 

should be carefully considered in line with the fundamental rights framework; this suggests the need to 

avoid purely mathematical approaches to scaling, be transparent in the scaling criteria, and clearly define 

the relationship between the risk components. 

 

II.2.2 Key methodological guidelines  

 

Risk in terms of impact on rights and freedoms can be represented on a scale from a minimum – assuming, 

in line with general risk theory, that there is no zero risk – to a maximum. The use of scaling is common in 

social research, but many of the phenomena that affect people in their social and relational lives are difficult 

to measure by using cardinal variables.54 For example, we can use sensors to measure the temperature of a 

place by quantifying it with an exact number, but we cannot quantify in the same way the impact of a credit 

scoring system on some groups of people in terms of discrimination. 

Adoption of a scale along a continuum (from a minimum to a maximum level of impact) makes it possible to 

use ordinal variables (e.g., low, medium, high, very high). The use of scaling and associated variables makes 

it possible to compare different situations using the same variables, such as the various levels of impact on 

non-discrimination produced by a credit scoring system using a particular algorithm or introducing some 

modification to it. These ordinal variables can therefore be used to ‘measure’ the impact on a range-based 

quantification of the risk (low, medium, high, very high).   

However, an abstract concept such as impact on rights needs to be operationalised in order to be assessed 

by using variables. It is therefore necessary to identify the risk components which, in terms of impact on 

rights, consist of two key dimensions: the likelihood of adverse impact and its severity.55 The combination 

                                            
53 For example, the HUDERIA matrix is polarised between low risk level and high/very high risk levels with a small area 
for medium risk. This is an unusual distribution that should be clarified, as should the ranges adopted for the scale. 
Moreover, the scale does not include some possible values (e.g., Severity scored 2), making it unclear how to define the 
matrix combination in these cases. 

54 Cardinal variables represent a real measurable value, such as the temperature in a room. 

55 See also Article 3(2) of the AI Act, which states that “ ‘risk’ means the combination of the probability of an occurrence 
of harm and the severity of that harm”. In terms of the impact on fundamental rights, it seems difficult in the AI Act to 
have cases where the risk is dissociated from the harm, as is the case in the GDPR, where the violations of the Regulation 
in themselves reduce the protection of personal data. In the GDPR, this is due to the component of procedural approach 
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of the variables relating to these two dimensions provides a risk index that is assessed for each of the rights 

and freedoms potentially affected.56 

In terms of social research methodology, it is also possible to create a composite index combining all 

potential impacts to create an overall impact index. However, this approach conflicts with the legal approach 

to human rights where each right must be considered independently, in terms of its potential prejudice, and 

the fact that one right is less affected than another cannot lead to any form of compensation.57  

In the field of law, the only way to reconcile different interests is through the balancing test in the presence 

of conflicting rights, but this test follows the assessment of the level of impact on each right. The balancing 

test does not relate to the level of risk to the affected rights, but to the prevalence of one interest over 

another. It should therefore be considered as an external factor, to be taken into account only after impact 

on individual rights has been assessed, and which may influence the results of the impact assessment by 

making acceptable a situation of high impact due to the presence of a prevailing competing interest.58 In 

addition, the balancing test helps to analyse the potential benefits, in terms of enhancing or safeguarding 

other protected rights in relation to the identified risk. 

Based on these considerations, an HRIA model will define a risk index for each potentially impacted right 

using two dimensions: likelihood and severity. As both dimensions are contextual and need to be ‘measured’, 

it is important to identify the key variables to be used for this purpose. In this context, likelihood is 

understood as a combination of (i) the probability of adverse outcomes and (ii) exposure. The first variable 

relates to the probability that adverse consequences of a given risk will occur and the second variable relates 

to the extent to which people potentially at risk could be affected. As far as exposure is concerned, it should 

be noted that the focus is on the group of potentially affected people and not on the population as a whole.59 

                                            
that characterises data protection. The latter relies on safeguards in processing operations and therefore the mere lack 
of compliance with the GDPR obligations can reduce the level of protection of the right, regardless of any concrete 
harm; see, e.g., ECJ, BL v. MediaMarktSaturn Hagen-Iserlohn GmbH, C‑687/21, 25 January 2024, paras 56-61, 
ECLI:EU:C:2024:72, and ECJ, Österreichische Post, C‑300/21, 4 May 2023, EU:C:2023:370, paras 33-42. Furthermore, 
data protection is an enabling right in relation to other fundamental rights, which means that data processing can be 
the first stage of a potential subsequent harm due to a violation of another right from which the harm will arise. 
However, in regulating the FRIA in Article 27(1)(d), it would have been more accurate to refer to the notion of (adverse) 
impact, including any case of prejudice and limitation of fundamental rights, as at the beginning of Article 27, rather 
than harm. See also Office of the High Commissioner for Human Rights (2012). The corporate responsibility to respect 
human rights. An Interpretive Guide,  
https://www.ohchr.org/sites/default/files/Documents/Publications/HR.PUB.12.2_En.pdf, 15 (“An “adverse human 
rights impact” occurs when an action removes or reduces the ability of an individual to enjoy his or her human rights”). 

56 For an example of this exercise, see Mantelero, Beyond Data (fn. 26), 60-76. 

57 For example, a discriminatory credit scoring system cannot be considered acceptable because the level of protection 
of personal data is high, with a trade-off between non-discrimination and data protection. 

58 See also below Section 5.2.1. 

59 In the case of use of AI to provide national financial aid to families with 3 or more children based on various socio-
economic parameters, for example, only the group of the families with these characteristics will be relevant in terms of 
exposure, not the entire population. Moreover, the extent of exposure may also be limited by contextual factors, such 
as in the case of an AI-based facial recognition system mainly trained using white Caucasian faces; the use of this system 
in a multiethnic context will affect non-Caucasian people, reducing accuracy of recognition, not the entire group of 
those who potentially interact with the system. 

https://www.ohchr.org/sites/default/files/Documents/Publications/HR.PUB.12.2_En.pdf
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The severity of the expected consequences is based on two variables: (i) the gravity of prejudice in the 

exercise of rights and freedoms (gravity)60 based on their attributes,61 including taking into account group-

specific impact, vulnerability62 and dependency situations, and (ii) the effort to overcome it and to reverse 

the adverse effects (effort). 

Both likelihood and severity need to be assessed on a contextual basis, and the involvement of relevant 

stakeholders can be of help. As is common in risk assessment, the estimation of likelihood is based on both 

previous cases, looking at comparable situations, and the use of analytical and simulation techniques, based 

on possible scenarios of use.63 The same approaches are also used to estimate level of severity, but in this 

case with greater emphasis on legal analysis regarding the gravity of prejudice, which should be assessed 

with reference to the case law on fundamental rights and the legal framework. 

Based on the likelihood and severity values derived from the variables above, a risk index showing the overall 

impact is determined for each of the rights and freedoms considered.64 A radial graph can be used to provide 

an overview of the various impacts generated by the AI system, to prioritise the areas for intervention, and 

to compare the overall effectiveness of different design/use options in reducing adverse impacts.  

Graph 2. Radial graph (impact) example 

 

                                            
60 The gravity/seriousness of prejudice to a human right is usually assessed according to the following three elements: 
(i) its intensity, (ii) the consequences of the violation, and (iii) its duration, where the intensity of the violation is related 
to the importance of the violated protected legal interest. See also Altwicker-Hamori et al. (2016). Measuring Violations 
of Human Rights: An Empirical Analysis of Awards in Respect of Non-Pecuniary Damage Under the European Convention 
on Human Rights, 76 Zeitschrift für ausländisches öffentliches Recht und Völkerrecht (ZaöRV)/Heidelberg Journal of 
International Law (HJIL) 1-51; European Court of Justice (2022). Right to Respect for Private and Family Life, Home and 
Correspondence: A Practical Guide to the Article 8 Case-Law of the European Court of Human Rights. 
https://www.echr.coe.int/documents/d/echr/guide_art_8_eng. 

61 On the identification of these attributes, see also UN Office of the High Commissioner for Human Rights. (2012). 
Human Rights Indicators: A Guide for Measurement and Implementation, 
https://www.ohchr.org/en/publications/policy-and-methodological-publications/human-rights-indicators-guide-
measurement-and, 76-77. 

62 On vulnerability and data use, see also Gianclaudio Malgieri (2023). Vulnerability and data protection law (Oxford: 
Oxford university press). 

63 Scenarios are commonly used in risk assessment, not only with regard to human rights. See, e.g. UNDP Tajikistan 
(2017). Disaster Risk Assessment in Tajikistan: 

Methodological Framework, para. 3.3.2 (“A scenario is a plausible (= seems likely to be true or valid) description of how 
the future may develop, based on a coherent and internally consistent set of informed assumptions about key 
relationships and driving forces. Scenarios are neither predictions nor forecasts. The results of scenarios (unlike 
forecasts) depend on the boundary conditions of the scenarios”). 

64 See the following section.  

1 Low impact 
2 Medium impact  
3 High impact  
4 Very high impact 

https://www.echr.coe.int/documents/d/echr/guide_art_8_eng
https://www.ohchr.org/en/publications/policy-and-methodological-publications/human-rights-indicators-guide-measurement-and
https://www.ohchr.org/en/publications/policy-and-methodological-publications/human-rights-indicators-guide-measurement-and
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Factors that may exclude risk. When evaluating the results of the impact assessment, it is important to 

combine these results with any elements that justify a limitation of some rights from a legal perspective, 

such as the mandatory nature of certain impacting characteristics. In this case, the potential risk must be 

considered acceptable to the extent that the AI system complies with the given legal requirements.  

Finally, after initial adoption of appropriate measures to counter the identified risks, further rounds of 

assessment can be conducted depending on the level of residual risk and its acceptability. 

 

II.2.3 Methodological guidance on the use of matrices for risk quantification  

 

The use of matrices to construct risk indices is recommended in many risk-based impact assessment models 

and standards, partly because they are relatively easy to use and explain. As a risk matrix is a graph that 

combines two dimensions using colours to reflect different levels of risk, they are useful for assessing indices 

generated by different variables. For this reason, they can be used in the HRIA to define the level of impact 

on each right concerned. 

The methodology proposed here uses a risk index for each potentially impacted right based on a matrix 

combining two dimensions (likelihood and severity). Each of these dimensions results from the combination 

of two pairs of variables, also constructed using matrices: the probability of adverse consequences and 

exposure, for likelihood; the gravity of prejudice and the effort to overcome it and to reverse adverse effects, 

for severity.65 

                                            
65 See Mantelero, Beyond Data (fn. 26), Ch 2. The use of this combination of parameters for risk matrices in AI-based 
cases was tested with positive feedback at the following expert meetings with human rights and AI experts, including 
representatives from industry, data protection authorities and government bodies: UNDP - Regional Workshop on Data 
Protection and The Impact of Technologies and AI on Human Rights in Eastern Europe and Central Asia, Istanbul, 27-28 
October 2022; Catalan Data Protection Authority, Workshop for University Ethics Committees on Impact Assessment in 
AI, Barcelona, 12 June 2023; UNDP, Capacity Building for the Human Rights Impact Assessment (HRIA) in the 
development of technologies and AI systems - Human Rights and Equality Institution of Türkiye (TIHEK), Ankara, 1-2 
February 2024. 

1
2
3
4

Privacy and
data

protection

Freedom
of thought

Physical
integrity
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Some impact assessment proposals66 also consider exposure in terms of duration over time. However, in the 

case of AI projects such a variable can be difficult to estimate, significantly increasing the granularity of the 

analysis and its reasonable feasibility.67 

Although scaling and matrix design is not a particularly complicated exercise, its role in developing the 

relevant indicators and final index for decision-making in risk management means that it is crucial to keep 

high levels of accuracy and, in terms of accountability, to keep a record of all choices made in the matrix 

design. The same care must be taken with risk evaluation, to avoid inaccurate and incomplete risk analysis.68 

As the various components of the impact on fundamental rights cannot be quantified in a precise and 

granular manner, variables, indicators and indices should not use numerical values. They should be 

elaborated in the HRIA by using qualitative risk matrices,69 where each risk component varies on a scale 

along a continuum. Scaling and ordinal variables (e.g., low, medium, high, very high) allow the HRIA to 

assess the overall impact on each right and how it may vary according to system design and deployment.70 

There is no single risk matrix model to be used in risk assessment. Practice in this field shows a variety of 

models, the most common of which are 3x3, 4x4, 5x5, 5x4 and 6x4 matrices, where the pairs of numbers 

indicate the number of ranges of the two scales defining the dimension under consideration. As the matrix 

refers to two independent variables, they can be evaluated according to scales that may differ in number of 

ranges, for example a 6x4 scale where six different ranges are provided for one variable and only four for the 

other. 

Given the diversity of AI applications, the context of use, and the rights and rights-holders potentially 

affected, a tailored approach is required, where experts design the most appropriate matrix.  

This approach provides a high degree of flexibility: experts can fine-tune the model to the specific case and 

perform a detailed contextual scenario-based analysis, considering possible scenarios and how the risk 

parameters can vary accordingly.  

The 4x4 matrix may be the most appropriate in the context ofHRIA AI, as it reduces the risk of average 

positioning, gives more attention to the high and very high levels in a way that is consistent with the focus 

                                            
66 See, e.g., The Alan Turing Institute, Human Rights, Democracy, and the Rule of Law Assurance Framework for AI 
Systems (fn. 46), 85-86, but see above on the considerations on the inadequate variables used in defining the ranges of 
timescale.  

67 If we consider, for example, an AI system used for scoring in social aid, the potential impact on a given right (e.g., right 
to health) may have a different timescale according to the nature and extent of services provided/denied (e.g., a medical 
consultation rather than a surgical procedure) and the characteristics of the affected individuals (e.g., a young person 
or an older person). This wide variability makes it difficult to use timescale as a component of likelihood. 

68 See, e.g., Dutch Data Protection Authority - Department For The Coordination Of Algorithmic Oversight (DCA) (2024). 
AI & Algorithmic Risks Report Netherlands, fn. 42, 8, Graph 2, where the ‘abuse of AI’ is considered as impacting on 
disinformation only, while it may affect almost all fundamental rights due to the variety of AI uses. In the same line, 
negative effects of an ‘inadequate design of systems and process’ are not circumscribed to discrimination and privacy. 

69 Qualitative methods do not use numbers to express probability or impact but instead use established rating scales to 
describe probability and impact of risk. 

70 See also Mantelero, Beyond Data (fn. 26), 54-59. 
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on high risk in the current regulatory approach to AI, and does not excessively fragment the lower part of 

the scale,71 which is less relevant due to the aforementioned focus. 

In matrices, descriptive labels are used for the different combinations of levels in the colour scale,72 as follows 

in this example of a severity matrix:73 

 

Severity Matrix Gravity 

Low (L) Medum 

(M) 

High (H) Very High 

(VH) 

 

Effort 

Low (L) L/L L/M L/H Low/VH 

Medium (M) M/L M/M M/H Medium/VH 

High (H) H/L H/M H/HH High/VH 

Very high 

(VH) 

VH/L VH/M VH/H Very high/VH 

 

As concerns the possible measures to address the level of impact detected and to prevent 

or mitigate74 it, their contextual nature – dependant on the AI system used, its 

characteristics and the context of its use – makes it difficult to provide a list of them. 

However, some general guidelines can be provided in this regard, with the caveat that they 

will be contextualised and expanded when the HRIA is carried out, according to the 

specificity of each case. 

In this regard, for example, the Canadian Algorithmic Impact Assessment Tool emphasises the measures 

related to internal organisation and provides a useful list of possible general mitigation measures, as well 

as suggesting a series of questions that can be asked to monitor the effectiveness of such measures through 

auditing and accountability requirements. 

In general terms, various solutions are used to manage risk: it can be prevented, reduced, or retained by 

those who created it, and transferred to other entities. From a legal point of view, the latter two options are 

ex post remedies, framed by tort law in terms of liability and insurance, or socialisation of the damage if it is 

covered by the state. They are therefore outside the scope of this analysis focused on risk prevention. 

Regarding the former two options – that is preventing or reducing risk –, the measures to be adopted as a 

result of the impact assessment must prevent or mitigate any risk to fundamental rights or, in the presence 

of prevailing interests according to the balancing test, they must prevent or mitigate any risk that is not 

justified by the pursuit of these interests, which act as exclusion factors with regard to residual risk.  

                                            
71 See, for example, a 6-grade-based scale for probability referring to Impossible, Improbable, Remote, Occasional, 
Probable, and Frequent options. 

72 The different colours in the matrix represent the level of severity, as shown in the severity table opposite.   

73 For an overview of the set of matrices necessary to fundamental rights impact assessment in AI, combining the 
different relevant variables, see Mantelero, Beyond Data (fn. 26), 54-59. 

74 See fn. 123.  

Severity 

levels 

Low  

Medium  

High  

Very high  



III. The HRIA AI in practice: a case study 

 

Case description:75 Development of an AI system based on medical images to predict patient response to a specific chemotherapy treatment used for one of the 

most common cancers in the world, which is associated with a high level of overtreatment and significant side effects. An AI model based on medical images 

has been developed to predict patient response to this treatment. The AI system will be developed by training an AI model on a multi-centre cancer medical 

image database (data from 4,450 people from eleven different countries) and will be validated in eight health centres around the world. 

 

Tab. 1. Planning & scoping 

Section A 

Description and 

analysis of the AI 

system, including 

related data flows  

What is the main purposes of the AI system? 

 

 

 

 

 

What are the main characteristics of the systems? 

 

 

 

 

 

 

In which countries will it be offered? 

 

What types of data (personal, non-personal, special 

categories) will be processed for AI training? 

To improve the treatment of patients with cancer [anonymised] by 

predicting: 

a) Patient response to treatment 

b) Side effects (toxicity and sensitivity) 

c) Prognosis over the next five years  

 

AI-based image recognition.  

The use of medical images to predict a patient’s response to a given 

treatment and to help healthcare professionals to decide whether 

and to what extent to use the treatment in a given case. 

 

 

Global distribution  

 

● Demographic data (age and country) 

● Cancer stage and molecular subtype 

● Pre-treatment information  

                                            
75 This case study is based on a real case analysed by the HRIA Working Group set up by the Catalan Data Protection Authority in 2023 and led by Prof. Alessandro Mantelero. 
The case description is fully anonymized. For enquiries about research integrity, please email: alessandro.mantelero@polito.it.   

mailto:alessandro.mantelero@polito.it
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Identification of the potential rights-holders: Who are 

the individuals or groups potentially affected by the AI 

systems? Do they include vulnerable individuals or 

groups? 

 

 

 

 

Identification of the duty-bearers: Who is involved the 

design, provision, and deployment of the AI systems? 

What is their role? 

 

● Treatment regimen (scheme and duration) 

● Pathology report (post-treatment) 

 

 

People aged between 18 and 85. 

 

As all the people are affected by cancer, they must be considered 

vulnerable because of to their health conditions and the relations 

between these conditions and the purpose of the AI system. 

 

 

Hospitals and research centres are involved in the design, with the 

latter only involved in the design of the AI system and the former also 

involved in the associated healthcare treatment.  

 

 

Section B 

Human rights 

context (to be 

contextualised 

according to local 

jurisprudence and 

laws) 

What human rights are potentially affected by use of 

the AI system? 

 

 

 

 

 

 

What international/regional legal instruments to 

protect human rights have been implemented in ten 

context(s) where the AI systems will be used?  

 

What are the relevant human rights courts or bodies in 

the context? 

☒ Right to life (Physical integrity)  

☒ Right to privacy (including data protection) 

☒ Freedom from discrimination  

☒ Right to adequate standard of living (including right to physical and 

mental health) 

 

 

 

Data protection law 

 

 

 

Data protection authorities of the country/region where the AI system 

is developed, trained and tested.  
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What are the relevant decisions and provisions in the 

field of human rights? 

 

  

[omitted] 

Section C 

Controls in 

place 

 

What policies and procedures are already in place to 

assess the potential impact on human rights, including 

stakeholder engagement? 

 

Has an impact assessment been carried out, 

developed and implemented in relation to specific 

issues (e.g. data protection) or some features of the 

system (e.g. use of biometrics)? 

 

The existence of a specific ethics committee for the project is foreseen. 

 

 

 Data protection impact assessment will be carried out. 

 

Section D 

Stakeholder 

engagement and 

HRDD 

What groups or communities are potentially affected 

by the AI system, including its development? 

 

In addition to the right holders and affected groups 

and communities, which stakeholders should be 

involved (e.g. civil society and international 

originations, experts, industry associations, 

journalists)?  

 

Are there any other duty-bearers to be involved, in 

addition to the AI provider and AI deployers (e.g. 

national authorities, governmental agencies)? 

 

Have business partners, including suppliers (e.g. 

subcontractors in AI systems and datasets) been 

involved in the assessment process?  

 

Patients with [anonymised] cancer. 

 

 

 

Cancer patient associations. 

 

 

 

 

 

Data protection authority, local Department of Health, scientific 

research ethics committee, AI supervisory authority. 

 

 

No 
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Has the AI provider conducted an assessment of its 

supply chain to determine whether the activities of 

suppliers/contractors involved in product/service 

development might contribute to adverse human 

rights impacts? Has the provider promoted human 

rights standards or audits to ensure respect for human 

rights among suppliers? 

 

Do the AI provider and developers publicly 

communicate the potential human rights impacts of 

the AI system? 

 

Does the AI provider and developers provide training 

on human rights standards for relevant management 

and procurement staff? 

 

N/A  

 

 

 

 

 

 

 

No 

 

 

N/A 

 

Risk matrices 

Fig. 1 Probability 

Low  The risk of prejudice is improbable or highly improbable  

Medium  The risk may occur  

High  There is a high probability that the risk occurs 

Very high  The risk is highly likely to occur 

 

Fig. 2 Exposure  

Low  Few or very few of the identified population of rights-holders are 

potentially affected 
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Medium  Some of the identified population are potentially affected 

High  The majority of the identified population is potentially affected 

Very high  Almost the entire identified population is potentially affected 

 

 

 

 

 

 

 

 

 

Fig. 3 Likelihood 

  Probability 

  Low Medium High Very 

high 

E
x

p
o

su
re

 

Low L L/M L/H L/VH 

Medium M/L M M/H M/VH 

High H/L H/M H H/VH 

Very 

high 

VH/L VH/M VH/H VH 



59 
 

 

 

 

 

Fig. 4 Gravity of the prejudice 

 Gravity of the prejudice 

Low  Affected individuals and groups may encounter only minor prejudices 

in the exercise of their rights and freedoms.  

Medium  Affected individuals and groups may encounter significant prejudices. 

High  Affected individuals and groups may encounter serious prejudices. 

Very high  Affected individuals and groups may encounter serious or even 

irreversible prejudices.  

 

 

Tab. 5 Effort to overcome the prejudice and to reverse adverse effects 

 Effort  

Low  Suffered prejudice can be overcome without any problem (e.g. time 

spent amending information, annoyances, irritations, etc.) 

Medium  Suffered prejudice can be overcome despite a few difficulties (e.g. extra 

costs, fear, lack of understanding, stress, minor physical ailments, etc.). 

High  Suffered prejudice can be overcome albeit with serious difficulties (e.g. 

economic loss, property damage, worsening of health, etc.). 

Very high  Suffered prejudice may not be overcome (e.g. long-term psychological 

or physical ailments, death, etc.). 

 

Likelihood 

Low  

Medium  

High  

Very high  
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Fig. 6 Severity  

  Gravity 

  Low Medium High Very 

high 

E
ff

o
rt

 

Low L L/M L/H L/VH 

Medium M/L M M/H M/VH 

High H/L H/M H H/VH 

Very 

high 

VH/L VH/M VH/H VH 

 

 

 

 

Tab. 2 Data collection and risk analysis 

Potentially affected 

right/freedom 

Impact description  Likelihood Severity  

Probability of 

adverse outcomes 

Exposure Likelihood Gravity  Effort  Severity 

Data 

protection/Privacy 

The development of 

the AI system is based 

on the use of special 

categories of personal 

data and other 

personal information 

of patients. Any 

processing operations 

that do not comply 

[Low]  

The project is 

subject to specific 

ethical and data 

protection impact 

assessments. 

[Very high]  

Impact 

potentially  

affects 

everyone to 

whom the 

algorithm is 

applied. 

[High] [Medium] 

The unlawful 

processing of 

health data 

relating to cancer 

and the unlawful 

use of this 

information can 

[Medium] 

Unlawful data 

collection and 

processing can 

be detected and 

stopped, with 

the erasure of 

information 

[Medium] 

Severity 

Low  

Medium  

High  

Very high  
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with applicable 

personal data 

protection regulations 

could affect this right. 

be invasive and 

affect individual 

privacy.   

that has been 

unlawfully 

collected. 

Non-discrimination  The algorithm was 

trained on data from 

European healthcare 

facilities, so 

discrimination may 

occur when used in 

the three non-EU 

healthcare facilities. 

[High]  

Ethnicity can cause 

some differences in 

medical images, 

which can affect 

the accuracy of the 

diagnosis.  

[Very high]  

Everyone in 

the relevant 

group (ethnic 

group) to 

whom the 

algorithm is 

applied. 

[Very high] [Very high] 

Negative impact 

on equal access 

to healthcare and 

the quality of 

cancer treatment 

received.   

[High]  

It would be 

necessary to 

adapt or even 

retrain the 

algorithm with 

data that avoids 

discrimination. 

[Very high] 

Right to physical and 

mental health 

Incorrect operation of 

the algorithm may 

result in ineffective 

and harmful health 

treatment for the 

patient, thus in  a 

prejudice to the right 

to health. 

[Medium] when 

used in European 

patients. 

 

 

 

 

 

 

[High] when used 

in non-European 

patients. 

[Very high] 

Impact 

potentially  

affects 

everyone to 

whom the 

algorithm is 

applied. 

[High] 

when used 

in 

European 

patients. 

 

 

 

 

 

[Very high] 

when used 

in non-

European 

patients. 

[Very high] [Medium]  

Pathologies  

where 

subsequent 

monitoring can 

correct the 

system error. 

 

 

[High]  

Pathology 

where 

subsequent 

monitoring 

cannot correct 

[High] where 

subsequent 

cancer 

monitoring 

can correct 

the system 

error 

 

[Very high] 

where 

subsequent 

cancer 

monitoring 

cannot 

correct the 

system error. 
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the system 

error. 

 

 

 

 

 

Fig. 7. Overall risk impact table  

 

 

 

 

 

 

 

Tab. 3A Risk management (I) 

Affected 

right/freedom 

Likelihood  Severity Overall impact  Measures to prevent/mitigate impacts  

Data 

protection/Privacy 

[High] [Medium] [High]  Publish information on the procedures used to 

obtain and process the original data used to 

train the AI system. 

  Severity [impacted right/freedom]  

  Low Medium High Very high 

 

Likelihood 

Low     

Medium      

High      

Very high     

Low  

Medium  

High  

Very high  
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Non-discrimination  [Very high] [Very high] [Very high]  Expand the training dataset accordingly, 

avoiding low representation of relevant groups 

in the sample. 

Right to physical 

and mental health 

[High] when used in 

European patients. 

 

 

[Very high] when 

used in non-

European patients. 

[High] where 

subsequent cancer 

monitoring can 

correct the system 

error 

 

[Very high] where 

subsequent cancer 

monitoring cannot 

correct the system 

error.  

[High] only when used in 

European patients and when 

the pathology is such that 

subsequent follow-up can 

correct the system error. 

 

[Very high] for the other three 

scenarios. 

 Inform healthcare professionals of the 

limitations of the tool. For example, by 

indicating the type of errors. 

 Differentiate between pathologies with or 

without rapid evolution. 

 Inform health professionals that the error rate 

of the imaging equipment used must be taken 

into account. 
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Tab. 3B Risk management (II) 

 

 

 

 

Affected right/freedom Likelihood (residual) Severity (residual) Residual impact 

Data protection/Privacy [High] [Low] as the effort has 

been reduced to Low. 

[Medium] 

Non-discrimination  [Medium] as the probability has 

been reduced to Low. 

[Medium] as the effort 

has been reduced to 

Low. 

[Medium] 

Right to physical and mental 

health 

[Medium] when used in 

European patients, as the 

probability has been reduced to 

Low. 

 

 

 

 

 

[High] when used in non-

European patients, as the 

probability has been reduced to 

Medium. 

[Medium] if it is a 

pathology where 

subsequent follow-up 

can correct the system 

error, as the effort has 

been reduced to Low. 

 

 

[High] if it is a pathology 

where subsequent 

follow-up cannot correct 

the system error, as the 

effort has been reduced 

to Medium. 

[Medium] only when used 

in European patients and 

when the pathology is such 

that subsequent follow-up 

can correct the system 

error. 

 

 

[High] for the remaining 

three scenarios. 
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Annex I – Examples of potential impacts of AI on some internationally recognised human rights  

 

The following table is non-exhaustive and provides some examples of possible uses of AI that impact on 

some of the rights and freedoms recognised in the UN human rights framework. Many more cases can 

therefore be added based on the implementation of concrete AI systems. 

It is also worth noting that the examples are described in an abstract manner. For each example, AI 

providers may develop different solutions with higher or lower impacts on fundamental rights and 

freedoms, and the specific development of these solutions may have different impacts depending on the 

people affected, the context of use and the specific deployment of the systems.     

The table below is intended to provide an initial guidance, which will be further detailed and expanded 

by the experts conducting the HRIA AI, depending on the specific AI system and its context of use.1  

 

Tab. 1 Potential impacts  

 

Relevant human right 

 

 

Examples of situations in which AI may have a potential impact on 

human rights 

Right of self- determination  AI tools used in the political arena to manipulate the individuals’ 

decisions, weak self-determination, and create massive 

information distortion and absence of transparency.2  

 AI technologies used to dynamically orient and personalise 

choice environment in order to induce individuals’ behaviour 

towards specific economic, social or cultural orientations by 

using nudging and manipulative techniques.  

 Generative AI systems affecting indigenous people's collective 

identity through stereotyping and decontextualization.3    

 Exploitative practices based on extensive on-line and off-line 

data collection for AI training and development, with negative 

impact on the ability of people to organise and control data 

                                            
1 For similar resources on Generative AI, see United Nations Human Rights Office of the High Commissioner. 2024. 
Taxonomy of Human Rights Risks Connected to Generative AI. 
https://www.ohchr.org/sites/default/files/documents/issues/business/b-tech/taxonomy-GenAI-Human-Rights-
Harms.pdf. 

2 See also United Nations. United Nations Global Principles for Information Integrity: Recommendations for Multi-
Stakeholder Action. United Nations, 2024. https://doi.org/10.18356/9789211065756.  

3 See UNESCO. 2023. Inteligencia artificial centrada en los pueblos indígenas: perspectivas desde América Latina y el 
Caribe. https://unesdoc.unesco.org/ark:/48223/pf0000387814, 18-21. 

https://www.ohchr.org/sites/default/files/documents/issues/business/b-tech/taxonomy-GenAI-Human-Rights-Harms.pdf
https://www.ohchr.org/sites/default/files/documents/issues/business/b-tech/taxonomy-GenAI-Human-Rights-Harms.pdf
https://doi.org/10.18356/9789211065756
https://unesdoc.unesco.org/ark:/48223/pf0000387814
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relating to their communities, limiting data sovereignty, and 

with potential impacts on collective identity.4 

 

Right to life  AI-based automation in human-robots interaction may pose life-

threatening safety risks to workers in the context of smart 

industry. 

 AI-powered products with potentially fatal defects. 

 AI-powered autonomous weapons (AWS) used, for example to 

identify and prioritise targets for bombing according to 

algorithms with a risk for civilians. 

 AI systems for border control and action prioritisation in situations 

where migrants are exposed to life-treats (e.g., shipwrecks and 

deaths at sea). 

 

Right not to be subjected to 

torture, cruel, inhuman and/ 

or degrading treatment or 

punishment 

 

 AI systems can be mis-used by third parties for torture or cruel 

treatment (e.g., by optimising interrogation schedules or by 

monitoring the health of detainees to ensure they remain 

conscious during torture sessions).5 

 

Rights to liberty and security 

of the person  

 

 Use of large-scale AI systems with the capacity to engage in 

manipulative practices (e.g., voice simulation). For example, 

human-like synthesised voices used to gather information over the 

phone for deceptive and fraudulent purposes, with an impact on 

individual and collective liberty and security.6 

 

Right to freedom of 

movement 

 AI systems used at border control to restrict country access by 

migrants.  

 AI systems used in smart mobility services with risks of tracking 

individuals and social monitoring.  

 AI systems for monitoring of public spaces, with chilling effects on 

movement in these areas.   

                                            
4 See, e.g., Kelsey Leonard et al. 2023. CARE Statement for Indigenous Data Sovereignty. University of Waterloo. 
https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/GDC-
submission_WAMPUM_Lab_and_the_Collaboratory_for_Indigenous.pdf.  

5 See also European Parliament. 2024. Artificial intelligence (AI) and human rights: Using AI as a weapon of repression 
and its impact on human rights, 
https://www.europarl.europa.eu/RegData/etudes/IDAN/2024/754450/EXPO_IDA(2024)754450_EN.pdf, 115. 

6 See Council of Europe. 2019. A Study of the Implications of Advanced Digital Technologies (Including AI Systems) 
for the Concept of Responsibility within a Human Rights Framework. Rapporteur: Karen Yeung, https://rm.coe.int/a-
study-of-the-implications-of-advanced-digital-technologies-including/168096bdab, 34. 

https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/GDC-submission_WAMPUM_Lab_and_the_Collaboratory_for_Indigenous.pdf
https://www.un.org/techenvoy/sites/www.un.org.techenvoy/files/GDC-submission_WAMPUM_Lab_and_the_Collaboratory_for_Indigenous.pdf
https://www.europarl.europa.eu/RegData/etudes/IDAN/2024/754450/EXPO_IDA(2024)754450_EN.pdf
https://rm.coe.int/a-study-of-the-implications-of-advanced-digital-technologies-including/168096bdab
https://rm.coe.int/a-study-of-the-implications-of-advanced-digital-technologies-including/168096bdab
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 AI systems for monitoring special categories, such as workers, to 

track and predict their movement within a controlled space.  

 

Right of aliens to due process 

when facing expulsion 

 AI assessment systems used to support competent public 

authorities in the examination of expulsion cases, including the 

collection of evidence.  

Right to a fair trial  AI systems used by judicial authorities, or on their behalf, to assist 

a judicial authority in case analysis and decision or used in a similar 

way in alternative dispute resolution.7 

 AI systems for predictive policing purposes.8  

  

Right to privacy 

 

 AI systems used for emotion detection. 

 AI systems trained by using massive data collection in 

violation of the right to privacy and data protection rules.  

 AI systems used by State authorities to collect information 

about individuals and groups, without a legal basis or in 

response to requests that are illegal under national law and not 

in line with international human rights standards. 

 Selling AI systems that can be used to track or monitor 

individuals’ communications and movements. 

 

Rights to freedom of 

thought, conscience and 

religion 

 AI systems used for online content moderation.  

 AI systems embodied in companion robots or other 

anthropomorphised devices able to interact with child providing 

them value-oriented contents that may affect these rights. 

 

Rights to freedom of opinion 

and expression 

 AI systems used in various forms of content moderation with a 

direct effect on these rights. 

                                            
7 See Council of Europe - European Commission for the Efficiency of Justice (CEPEJ). 2018. European ethical Charter 
on the use of Artificial Intelligence in judicial systems and their environment, https://rm.coe.int/ethical-charter-en-
for-publication-4-december-2018/16808f699c. See also Council of Europe – Ad Hoc Committee on Artificial 
Intelligence (CAHAI). 2020. Elaboration of the feasibility study Analysis of the International legally binding 
instruments. Final report prepared by Alessandro Mantelero. AHAI(2020)08-fin. https://rm.coe.int/cahai-2020-08-
fin-mantelero-binding-instruments-report-2020-def/16809eca33, 29-35. 

8 See also United Nations Interregional Crime and Justice Research Institute (UNICRI). 2020. Special Collection on 
Artificial Intelligence. https://unicri.it/sites/default/files/2020-08/Artificial%20Intelligence%20Collection.pdf. See 
also United Nations Interregional Crime and Justice Research Institute (UNICRI) e International Criminal Police 
Organization (INTERPOL). 2024. Toolkit for Responsible AI Innovation in Law Enforcement: Introduction to 
Responsible AI Innovation. https://unicri.it/sites/default/files/2024-02/01_Intro_Resp_AI_Innovation_Feb24.pdf. 

https://rm.coe.int/ethical-charter-en-for-publication-4-december-2018/16808f699c
https://rm.coe.int/ethical-charter-en-for-publication-4-december-2018/16808f699c
https://rm.coe.int/cahai-2020-08-fin-mantelero-binding-instruments-report-2020-def/16809eca33
https://rm.coe.int/cahai-2020-08-fin-mantelero-binding-instruments-report-2020-def/16809eca33
https://unicri.it/sites/default/files/2020-08/Artificial%20Intelligence%20Collection.pdf
https://unicri.it/sites/default/files/2024-02/01_Intro_Resp_AI_Innovation_Feb24.pdf
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 AI systems used to create disinformation, negatively affecting 

these rights.9 

 

 

Rights to freedom from 

war propaganda, and 

freedom from 

incitement to racial, 

religious or national 

hatred 

 

 AI systems can be widely used for online propaganda, including 

with elements of misinformation, amplifying traditional 

propaganda and hatred campaigns.10    

 

Right to freedom of 

assembly 

 

 AI-based facial recognition systems used to identify on a large scale 

participants in public spaces during demonstrations and protests. 

 

Right to freedom of 

association 

 AI systems can be used to monitor and surveille individuals via 

apps and other digital tools, including social media, restricting the 

ability of people to freely associate.11 

 

 

Rights of protection for the 

child 

 AI-based recommendation systems and conversational agents, 

also embedded within robots, may affect child’s protection.12 

 Children innocuous images can be used to train AI models and 

transformed into child sexual abuse material.13 

 

                                            
9 See also UN General Assembly. 2018. Promotion and protection of the right to freedom of opinion and expression. 
Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, 
https://documents.un.org/doc/undoc/gen/n18/270/42/pdf/n1827042.pdf; United Nations. United Nations Global 
Principles for Information Integrity: Recommendations for Multi-Stakeholder Action, 
https://www.un.org/sites/un2.un.org/files/un-global-principles-for-information-integrity-en.pdf. .  

10 See United Nations. United Nations Global Principles for Information Integrity: Recommendations for Multi-
Stakeholder Action (fn 85). 

11 See United Nations Human Rights Council. 2019. Rights to freedom of peaceful assembly and of association. Report 
of the Special Rapporteur on the rights to freedom of peaceful assembly and of association. A/HRC/41/41. 
https://documents.un.org/doc/undoc/gen/g19/141/02/pdf/g1914102.pdf.  

12 See also Carisi, V. et al. 2022. Artificial Intelligence and the Rights of the Child: Towards an Integrated Agenda for 
Research and 

Policy. European Commission. https://publications.jrc.ec.europa.eu/repository/handle/JRC127564.  

13 Bracket Foundation, UNICRI Centre for AI & Robotics, and Value for Good GmbH. 2024. Generative AI. A New 
Threat for Online Child Sexual Exploitation and Abuse. https://unicri.it/sites/default/files/2024-09/Generative-AI-
New-Threat-Online-Child-Abuse.pdf.  

https://documents.un.org/doc/undoc/gen/n18/270/42/pdf/n1827042.pdf
https://www.un.org/sites/un2.un.org/files/un-global-principles-for-information-integrity-en.pdf
https://documents.un.org/doc/undoc/gen/g19/141/02/pdf/g1914102.pdf
https://publications.jrc.ec.europa.eu/repository/handle/JRC127564
https://unicri.it/sites/default/files/2024-09/Generative-AI-New-Threat-Online-Child-Abuse.pdf
https://unicri.it/sites/default/files/2024-09/Generative-AI-New-Threat-Online-Child-Abuse.pdf


69 
 

 

Right to participate in public 

affairs 

 

 AI-based participative platforms may face the risks of under-

representation and lack of transparency in participative 

processes.14 

 AI-powered surveillance could be used to restrict and inhibit 

political participation, including by identifying and 

discouraging certain groups of people from voting. 

 AI systems used in the context of the electoral process (e-

voting, predictions of results, and electoral dispute 

resolution).15 

 AI systems used in the context of electoral campaigns 

(micro-targeting and profiling, propaganda and 

disinformation).16 

 

 

Right to equality before the 

law, equal protection of the 

law, and rights of non- 

discrimination 

 

 AI systems are frequently affected by biases and suffer from 

errors (so-called hallucinations), which negatively impact on 

non-discrimination and equality.17 Some areas in which these 

issues arise concern biometric identification and categorisation, 

emotion detection, AI systems used in education (e.g., to 

determine admission, to evaluate learning outcomes, to 

predictively assess the appropriate level of education that an 

individual will receive/access), AI systems used in workplace 

(e.g., to recruit natural persons, to make decisions affecting 

terms of work-related relationships, including tasks allocation 

and performance monitoring), credit scoring AI systems or 

systems used to evaluate the creditworthiness of natural 

                                            
14 See also Council of Europe – Ad Hoc Committee on Artificial Intelligence (CAHAI). 2020. Elaboration of the 
feasibility study Analysis of the International legally binding instruments, https://rm.coe.int/cahai-2020-08-fin-
mantelero-binding-instruments-report-2020-def/16809eca33, 22-26. 

15 Ibid., 27-29. 

16 Ibid., 27-29. 

17 See also European Union Agency for Fundamental Rights. 2022. Bias in algorithms - Artificial intelligence and 
discrimination. https://fra.europa.eu/it/publication/2022/bias-algorithm; Council of Europe. 2023. Study on the 
impact of artificial intelligence systems, their potential for promoting equality, including gender equality, and the 
risks they may cause in relation to non-discrimination, https://edoc.coe.int/en/artificial-intelligence/11649-study-
on-the-impact-of-artificial-intelligence-systems-their-potential-for-promoting-equality-including-gender-equality-
and-the-risks-they-may-cause-in-relation-to-non-discrimination.html; Council of Europe. 2018. Discrimination, 
Artificial Intelligence, and Algorithmic decision-making. Study by Prof. Frederik Zuiderveen Borgesius, 
https://rm.coe.int/discrimination-artificial-intelligence-and-algorithmic-decision-making/1680925d73.  

https://rm.coe.int/cahai-2020-08-fin-mantelero-binding-instruments-report-2020-def/16809eca33
https://rm.coe.int/cahai-2020-08-fin-mantelero-binding-instruments-report-2020-def/16809eca33
https://fra.europa.eu/it/publication/2022/bias-algorithm
https://edoc.coe.int/en/artificial-intelligence/11649-study-on-the-impact-of-artificial-intelligence-systems-their-potential-for-promoting-equality-including-gender-equality-and-the-risks-they-may-cause-in-relation-to-non-discrimination.html
https://edoc.coe.int/en/artificial-intelligence/11649-study-on-the-impact-of-artificial-intelligence-systems-their-potential-for-promoting-equality-including-gender-equality-and-the-risks-they-may-cause-in-relation-to-non-discrimination.html
https://edoc.coe.int/en/artificial-intelligence/11649-study-on-the-impact-of-artificial-intelligence-systems-their-potential-for-promoting-equality-including-gender-equality-and-the-risks-they-may-cause-in-relation-to-non-discrimination.html
https://rm.coe.int/discrimination-artificial-intelligence-and-algorithmic-decision-making/1680925d73
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persons, AI systems intended used for risk assessment and 

pricing in life and health insurance. 

  

 

Rights of minorities 

 

 Language and image-based AI systems using LLMs where 

minorities are underrepresented or mis-represented 

(stereotyping).18 

 

 

Right to work 

 AI systems used in workplace (e.g., to recruit natural persons, to 

make decisions affecting terms of work-related relationships, 

including tasks allocation and performance monitoring).19 

 

 

Right to enjoy just and 

favourable conditions of 

work 

 

 

 AI systems used to guarantee safety working conditions by 

monitoring and predicting workplace health and safety risks 

(risk of systems flaws). 

 

Right to social security, 

including social insurance 

 

 

 AI systems used by public authorities, or on behalf of them, to 

evaluate the eligibility of natural persons for social security 

benefits (risks concerning biases and flaws in the AI design or 

training).  

 

 

Right to an adequate 

standard of living 

 

 

 AI systems used to evaluate the access to and enjoyment of 

essential private services and essential public services and benefits 

(risks concerning biases and flaws in the AI design or training). 

 

 

Right to health 

 AI-based systems providing healthcare information about 

diseases and drugs accordingly to the patient’s conditions. 

 AI-based triage systems to support prioritisation in hospital 

first-aid services.   

                                            
18 See also Council of Europe. 2022. Facilitating the implementation of the European Charter for Regional or Minority 
Languages through artificial intelligence. https://edoc.coe.int/en/minority-languages/11416-facilitating-the-
implementation-of-the-european-charter-for-regional-or-minority-languages-through-artificial-intelligence.html.  

19 See also United Nations - Office of the Secretary-Genral’s Envoy on Technology e International Labour 
Organisation. 2024. Mind the AI Divide Shaping a Global Perspective on the Future of Work. 
https://www.ilo.org/publications/major-publications/mind-ai-divide-shaping-global-perspective-future-work. 

https://edoc.coe.int/en/minority-languages/11416-facilitating-the-implementation-of-the-european-charter-for-regional-or-minority-languages-through-artificial-intelligence.html
https://edoc.coe.int/en/minority-languages/11416-facilitating-the-implementation-of-the-european-charter-for-regional-or-minority-languages-through-artificial-intelligence.html
https://www.ilo.org/publications/major-publications/mind-ai-divide-shaping-global-perspective-future-work
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 AI-based diagnostic tools focused on medical imagining to 

identify pathologies.20 

 

 

Right to education 

 AI systems used in workplace (e.g., to recruit natural persons, 

to make decisions affecting terms of work-related 

relationships, including tasks allocation and performance 

monitoring).21 

 

 

Rights to take part in 

cultural life, to benefit 

from scientific progress, 

and to protection of the 

material and moral 

rights of authors and 

inventors 

 

 AI model trained on the basis of protected materials without a 

legal basis. 

 Generative AI that creates artistic content that infringe the 

rights of creators. 

 

 

  

                                            
20 On AI uses in health sector, see also World Health Organization. 2024. Ethics and Governance of Artificial 
Intelligence for Health. Guidance on Large Multi-Modal Models. 
https://www.who.int/publications/i/item/9789240084759; World Health Organization. 2021. Generating Evidence 
for Artificial Intelligence-Based Medical Devices: A Framework for Training, Validation and Evaluation. 
https://www.who.int/publications/i/item/9789240038462.  

21 See also UNESCO. 2023. Guidance for Generative AI in Education and Research. 
https://unesdoc.unesco.org/ark:/48223/pf0000386693; UNESCO. 2021. AI and education: guidance for policy-
makers. https://unesdoc.unesco.org/ark:/48223/pf0000376709. 

https://www.who.int/publications/i/item/9789240084759
https://www.who.int/publications/i/item/9789240038462
https://unesdoc.unesco.org/ark:/48223/pf0000386693
https://unesdoc.unesco.org/ark:/48223/pf0000376709
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