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1.  Background  and  scope  
 
The private security services sector can contribute to sustainable development by enhancing public 
safety, protecting investments, creating jobs, fostering community trust, adapting to environmental 
challenges, managing crises, driving technological innovation, and offering a global and culturally  aware 
approach to security. However, there are also some potential sustainability challenges that should be 
managed in an active way. 
 
UNDP procurement of security services is significant, with UNDP often playing a lead role in the 
procurement of these services within the One UN procurement framework. Most of these services are 
procured through local or regional processes, which sometimes cover disparities specific to these 
regions. 
 
To address sustainability challenges within the private security services sector, a comprehensive 
inventory targeting the sector's worst practices is crucial for developing effective sustainable criteria. 
These malpractices include unfair wages and working conditions, characterized by labour exploitation, 
insufficient  rest, inadequate training, discrimination,  and abuse of power. Environmental concerns also 
play a significant role, with issues such as the use of non-sustainable materials, excessive energy 
consumption, improper waste disposal, reliance on non-renewable resources, and harmful land use 
practices. Moreover, unethical business practices, including bribery, discrimination,  non-compliance 
with regulations, human rights abuses, and misrepresentation, further exacerbate the sector's 
challenges. To mitigate these issues, it is essential to enforce regulations and standards that promote 
fair labour practices, environmental responsibility, and ethical business conduct.  Implementing 
sustainable practices, adhering to ethical standards, undergoing regular audits, and ensuring 
compliance with legal frameworks are pivotal steps towards fostering sustainability and social 
responsibility in the private security services sector. 
 
These challenges must be prioritized, and while it is clear that in the context of this business sector a 
great deal of effort can be put into the environmental aspect, the issues relating to working conditions 
and respect for human rights will  be those on which we can have the most obvious impact.  
 
Selecting an unsustainable private security company can expose the hiring party to several risks. First 
and foremost, and certainly one of the most damaging, is legal and reputational risk: unsustainable 
private security companies may not comply with applicable laws, regulations, and standards. This can 
lead to legal and reputational risks for the hiring party if the company's actions result in legal or ethical 
breaches. 
 
UNDP is committed  to sustainable procurement and will  maximise environmental, social (including 
human rights, inclusion of persons with disabilities, gender) and economic considerations in the 
procurement process wherever possible. In addition, all programmes funded or administered by UNDP 
should strive for sustainable procurement. This guidance note provides strategies for integrating 
sustainability considerations when procuring private security services. 
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2.  Procurement  methods  for  
security  services  
 
Different procurement methods can be used when sourcing for security services depending on the 
needs, requirements, and total  contract  value. However, the reference TORs are established in a 
precise and detailed manner by the UNSMS guidelines т including the methodologies and application 
guidelines тand as such leave little  flexibility for making an RFP. Consequently, 
 
the two essential processes recommended are in line with the type of services required: Request for 
quotation (RFQ) or Invitation to bid (ITB). These methods are used, when the services are readily 
available and when it is possible to define the requirements clearly and concisely. The basis for reward 
is then a non-discretionary љƓċƚƚоŉċŔũњ method where the lowest-priced, technically compliant  bid, is 
selected. The requirements should be linked to the subject matter of the goods and services in need. 
 
When the needs are recurring, Business Units often establish Long Term Agreements (LTAs) for the 
provision of security services. 
 

3. Entry -points  for  integrating  
sustainability  measures  
 
Addressing sustainability risks and opportunities in a tender process for security services has two 
dimensions; assessing the sustainability performance of the ƻĲŰĬŸƖќƚ own operations and, respectively, 
assessing how the vendor works with its suppliers on improving their sustainability performance. Both 
dimensions can be assessed in a tender process regardless of what procurement method is pursued. 
 
In addition, for markets where there are many potential  vendors that have documented experiences of 
working with sustainability issues, UNDP can ensure that it only sources from vendors with a proven 
track-record of their corporate sustainability work by defining sustainability criteria that address local 
sustainability risks. On markets where potential vendors are less advanced in their sustainability work, 
more focus can be put on influencing the sustainability performance of the vendor during the contract  
implementation  phase through establishing sustainability Key Performance Indicators (see final chapter 
on contract  clauses and KPIs). 
 
Finally, when designing their tenders, procurement officials  need to keep in mind that smaller 
companies might be less advanced in their sustainability practices than multinational  corporations, or 
that their processes might be less formalized and documented. In these instances т which need to be 
verified through market research т adding sustainability considerations needs to be balanced with the 
promotion of local small and medium-sized enterprises (SMEs). 
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3.1  Considerations  during  the  planning  phase  
 
When planning for procurement of security services, it is important to take sustainability considerations 
into account as early as possible in the planning process. In many cases, this process is established on 
shared UN compounds and on behalf of the United Nations system and will  consequently involve inter-
agency work and a harmonized approach. In these instances, the goal is to identify key elements that 
ensure effective harmonization and meet the needs of all stakeholders without creating overlapping 
requirements. For example, we could reduce the number of vehicles needed by coordinating the 
security companies' vehicle fleets across different agencies, introduce a high-tech monitoring system, 
or leverage mobile technology to cut down on paper use. 
 
Here are some possible strategies for managing sustainability criteria in a procurement process: 
 
¶ Identify the most critical  sustainability issues: It may not be possible to address all 

sustainability issues at once. Therefore, it is important to prioritize the most critical  issues, such 
as human rights, labour rights, and environmental impacts. 

¶ Develop a risk-based approach: Use a risk-based approach to identify and manage 
sustainability risks associated with the procurement process. This could involve conducting a 
sustainability risk assessment to identify potential risks and developing mitigation measures to 
address them. 

¶ Engage with local stakeholders: Engage with local stakeholders, including community groups 
and civil society organizations, to understand their concerns and priorities related to 
sustainability. This can help to identify potential  risks and opportunities and inform the 
development of sustainability criteria. 

¶ Use local standards and guidelines: Consider using local standards or guidelines as a 
reference. This can help to ensure that the sustainability criteria are relevant and appropriate to 
the local context. 

¶ Build capacity: Consider building the capacity of local suppliers and stakeholders to implement 
sustainability criteria. This could involve providing training and support on sustainability issues, 
as well as promoting awareness of the importance of sustainability in the procurement process. 

 
On a final note, managing sustainability criteria in a procurement process in a crisis area or where the 
economic market is not developed for it can be challenging. However, it is still  important to try and 
incorporate sustainability criteria as much as possible, even if it means adapting the approach to the 
local context. 
 

3.2  Market  research  and  risk  analysis  
 
To assess the degree to which local vendors adhere to sustainable business practices, it is important to 
conduct a market analysis. It is not in the best interest of UNDP to establish sustainability criteria that 
will  not generate enough qualified bids. Information should therefore be gathered on the following, but 
not necessarily limited to, sustainability practices on the local market: 
 
¶ The number of vendors being certified according to existing international standards such as the 

ISO 18788:2015. ISO 18788:2015 specifies the management system requirements for 
organizations that provide private security services, 

¶ The number of vendors that have corporate sustainability policies and/or mechanisms in place 
for reducing energy-use and solid waste; water conservation; recycling, etc. 
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¶ The number of vendors that have supplier codes of conduct or equivalent supplier policies to 
influence their suppliers. 

¶ The number of vendors that have policies in place to ensure that working conditions of their 
employees are fair and safe and/or that have policies to address human trafficking, forced 
labour, and modern slavery risks. 
 

3.3  Considerations  when  developing  technical  specifications  and  
requirements  
 
Sustainable procurement is well embedded in the UN system. Both the UN Sustainability Strategy and 
UNDP's Procurement strategy foster the application of sustainable procurement in daily operations. In 
addition, all private security firms are required to comply with the General Conditions of Contract which 
contains provisions related to labour rights, ethics, human rights, etc. 
 
Based on the conclusions from the market analysis and the prioritization of sustainability challenges, 
select the appropriate criteria (example criteria are provided in the table below). In situations where 
there is little  experience with sustainability criteria, it is recommended not to be overly ambitious in the 
beginning when setting sustainability criteria and targets. Instead, it is considered best practice to focus 
on the major sustainability risks and opportunities that were identified in the planning stage, and on 
measures that can achieve the biggest positive impact.  Thus, the sustainability integration strategy will  
differ between individual tender processes, based on market maturity and on sustainability priorities for 
the specific country and context. 
The listed requirements below can either be used as pass/fail criteria for RFQ1/ITB2procedure or as 
evaluation criteria for the technical proposal in RFP3 procedures. Please consult UNDP ÂƖċĦƣŔƣŔŸŰĲƖќƚ 
Guide to Sustainable Procurement for guidance on how to allocate weighting for the sustainable 
evaluation criteria and other useful advice for specific solicitation  methods. 
 
  

HLCM Sustainable  
Procurement  
Indicator 4 

Sustainable  Criteria  
(Please adjust  to the individual  tender)  
  

Means of verification  

Environmental:  
Sustainable  
resource  use 

The vendor is certified in accordance with any 
national and/or international eco-label, ESG 
Certification, and or equivalent. 

Copy of certification  or 
accreditation 

 
1 ÖŰĬĲƖШљ§ƣőĲƖШƖĲƕƨŔƖĲůĲŰƣƚњШŔŰШƣőĲШ[ŸƖůШŉŸƖШƚƨĤůŔƣƣŔŰŊШƚƨƓƓũŔĲƖќƚШƕƨŸƣċƣŔŸŰЮ 
2 ÖŰĬĲƖШљ§ƣőĲƖШÅĲũċƣĲĬШƚĲƖƻŔĦĲƚШċŰĬШƖĲƕƨŔƖĲůĲŰƣƚњШŔŰШƣőĲШ[ŸƖůċƣШŉŸƖШÑĲĦőŰŔĦċũШ7ŔĬЮ 
3 Under the sub-criteria for Organizational Commitment to Sustainability. 
4 For information, please consult Sustainable Procurement Indicators page on UNGM 

https://intranet.undp.org/unit/oolts/oso/psu/Sustainable%20Procurement%20Policies%20and%20Guidance/Practitioner%27s%20Guide%20to%20Sustainable%20Procurement.pdf
https://intranet.undp.org/unit/oolts/oso/psu/Sustainable%20Procurement%20Policies%20and%20Guidance/Practitioner%27s%20Guide%20to%20Sustainable%20Procurement.pdf
https://www.ungm.org/Shared/KnowledgeCenter/Pages/SustProcIndicators
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HLCM Sustainable  
Procurement  
Indicator 4 

Sustainable  Criteria  
(Please adjust  to the individual  tender)  
  

Means of verification  

Environmental:  
Sustainable  
resource  use 

The vendor has a specific corporate policy 
related to the following criteria: 
¶ Use of environmentally friendly 

vehicles and equipment, such as 
electric vehicles, bicycles, solar-
powered torches, etc. 

¶ Use of sustainable and non-toxic 
cleaning products 

¶ Implementation of a waste reduction 
and recycling program 

¶ Implementation of an energy 
management programme to reduce 
carbon emissions. 

¶ Monitoring and reporting on 
environmental performance metrics 

Copy of the relevant corporate 
policies 

Economic:  Local 
communities,  
MSMEs, and 
supplier  diversity  

The vendor considers the social impact of 
private security services on the communities 
where they operate, including issues related 
to labour practices, human rights, and 
community engagement. Sustainable criteria 
in this area may include: 
¶ Compliance with Labor regulations: 
¶ Compliance with local laws and ILO 

regulations: The company not only 
complies with all local labour laws 
and regulations but also adheres to 
international labour standards. In 
cases where local labour laws may be 
less stringent than international 
standards, the company chooses to 
adhere to the higher standard.  

¶ Workers have the right to form and 
join trade unions and to bargain 
collectively, without fear of 
retaliation. 

¶ The company actively engages with 
local communities to solicit  feedback 
on its labor practices and impact. 

Copy of HR policy. 
Local meetings minutes 
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HLCM Sustainable  
Procurement  
Indicator 4 

Sustainable  Criteria  
(Please adjust  to the individual  tender)  
  

Means of verification  

Social:  Human 
rights  and Labour 
issues  
 

Implementation of a human rights policy: 
¶ Ex. The company has a clearly 

articulated human rights policy that is 
publicly available and communicated 
internally. 

¶ Ex. Effective and accessible grievance 
mechanisms are available for 
employees, communities,  and other 
stakeholders to report human rights 
abuses or concerns, with clear 
protocols for investigation and 
remediation. 

Copy of Code of conduct,  
policy, or programme. 
  
  

Social:  Human 
rights  and Labour 
issues  

Implementation of a code of conduct for 
ethical business practices 
¶ Ex: code of conduct is developed with 

input from a diverse range of 
stakeholders, including employees, 
local communities,  and subject 
matter experts, ensuring it addresses 
relevant ethical concerns. 

¶ The code covers key areas of ethical 
concern, including anti-corruption, 
environmental sustainability, fair 
labour practices, and respect for 
human rights - Specific provisions 
address the company's commitment  
to supporting local communities 

¶ The company fosters a culture of 
ethical learning and development, 
encouraging employees and 
stakeholders to continually engage 
with and reflect on ethical issues. 

Copy of Code of conduct,  
local meetings minutes, 
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HLCM Sustainable  
Procurement  
Indicator 4 

Sustainable  Criteria  
(Please adjust  to the individual  tender)  
  

Means of verification  

Economic:  Local 
communities  

The vendor considers the economic impact of 
private security services on the local 
economy, including job creation, local 
procurement, and support for local 
businesses. 
Sustainable criteria in this area may include: 
¶ Provision of fair and competitive 

compensation to employees 
¶ Procurement of goods and services 

from local suppliers 
¶ Provision of opportunities for local 

businesses to participate in the 
supply chain. 

¶ Implementation of a local hiring policy 
to create jobs in the local community. 

¶ Provision of training and development 
opportunities for local employees to 
build local capacity. 

Copy of Code of conduct,  
policy, or programme 
Evidence of compensation, 
supply chain activity, local 
hiring policy, etc. 

Social:  Gender 
issues  

The vendor has implemented a corporate 
policy against commercial, sexual or any 
other form of exploitation or harassment, 
particularly of children, adolescents, women, 
minorities, and other vulnerable groups. 

Copy of policy 

Social:  Gender 
issues  

 Recruitment Plan: A 
documented recruitment plan 
that outlines the measures 
and strategies the bidder will  
employ to achieve or maintain 
the required percentage of 
female representation among 
security personnel on this 
contract.  This plan should 
detail initiatives for attracting, 
hiring, and retaining female 
security staff. 
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HLCM Sustainable  
Procurement  
Indicator 4 

Sustainable  Criteria  
(Please adjust  to the individual  tender)  
  

Means of verification  

Social:  Human 
rights  and labour  
issues  

The vendor has a documented corporate 
policy against exploitation and harassment of 
vulnerable groups, which can include, but is 
not necessarily limited to, any of the following 
activities: 
a. The organization engages with the local 
community in working against exploitation 
and harassment. 
b. The organization records of employee ages 
are kept and show absence of any form of 
child labour (as defined by ILO). 

Copy of policy 

Social:  Human 
rights  and labour  
issues  

The vendor has implemented a corporate 
policy on the avoidance of forced labour, 
modern slavery, and/or human trafficking in 
its supply chains. 

Copy of policy 

Environment:  
Climate  change 
mitigation  and 
adaptation  

The vendor has implemented a corporate 
policy or programme for its suppliers 
measuring energy consumption by type and 
taking steps to reduce overall energy 
consumption, e.g., using energy-efficient 
lighting and electrical  appliances, and/or has 
targets to increase the use of renewable 
energy, where and when possible. 

Copy of policy, programme or 
equivalent 

  
 

3.4  Contract  implementation  and  KPIs  
 
UNDP can influence its suppliers in a positive way by establishing performance-based contract  clauses 
that address relevant sustainability risks. This can be an effective strategy on markets where the 
introduction  of pass/fail sustainability criteria risk excluding vendors, leading to unfair competition  by 
disfavouring potential  vendors who meet all other mandatory requirements and offer competitive prices 
while not having reached that far in their sustainability work.   
 
Sustainable procurement of private security services requires a comprehensive approach that 
considers environmental, social, and economic factors. By using a combination of methods and 
performance-based contract  clauses to assess sustainable criteria in the procurement process, 
organizations can ensure that their private security services are not only effective but also sustainable 
and responsible. 
 
The following methods and examples of performance-based contract  clauses can therefore be 
considered:  
 

 


