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Note to UNDP practitioners

This guide is a living document, and we aim at updating it periodically to reflect evolving opportunities,
advancements in technology, and lessons learned from integrating sustainability criteria in ICT
procurement by UNDP.

The analysis provided is fully aligned with UNDP sustainability priorities, yet the reality of implementing
sustainability criteria into international ICT procurement processes, involving high risks and technical
complexities, can be challenging and often requires extensive expertise.

In this sense, UNDP Office of Procurement, Governance Team (OPGT) stands ready to support UNDP
Country Offices with procurement and advisory support. With over 20 years of dedicated experience
OPGT covers Electoral procurement, technology, and Identity-related digital solutions, and can
effectively add value and mitigate risks in International procurement processes.

For more information, please do not hesitate to contact us!

Victor Margall, UNDP OPGT Team Lead
victor.margall@undp.org
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Executive summary

This technical guidance examines and outlines sustainability criteria to include in the
procurement of ICT items by UNDP, in order to minimize the environmental, social, and
economic impacts related to the production, use, and disposal of such equipment.

The ICT industry contributes approximately 2% of global CO, emissions annually, and its unchecked
resource consumption results in hazardous waste and environmental degradation. This guidance
aligns with UNDP’s commitment to sustainability and the UN’s Sustainable Development Goals (SDG
12.7) by encouraging the adoption of greener/sustainable procurement practices, applied to the ICT
industry.

The methodology followed involves an extensive literature review addressing industry standards and
technical reports, where five sustainability areas of interest/action are determined: socially
responsible sourcing, energy consumption, hazardous substances, product lifetime extension, end-
of-life management. This mapping exercise is cross-referenced with environmental, social and
governance (ESG) risks previously developed by UNDP and UNEP, targeting those risks related to the
ICT industry. Furthermore, we consulted the private sector - Global consolidators of ICT equipment -
to better understand the industry positioning towards sustainable practices, evaluate market
readiness, and determine feasible sustainability requirements for ICT equipment.

In order to apply the above criteria and standards in an impactful manner, we analysed UNDP global
expenditure in recent years and identified the five most relevant ICT product categories in UNDP:
portable computers; tablets and smartphones; desktops and servers; printers and consumables; and
monitors and screens.

As a result of the above, different areas of intervention in procurement are identified:

e Recommendations for both generalrequirements (business needs assessment, qualification
criteria, and technical specifications); as well as

e Criteria to implement at product-category level are presented in a practical manner.

e Specific insights into warranty issues, service level requirements and conceptual
considerations on take-back programmes are also explored.

Formulated to be embedded into the procurement process of ICT products, these sustainability
criteria seek to provide a solid basis for sustainable procurement at UNDP/UN, ultimately driving
broader environmental and social benefits within the global ICT supply chains.
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1. Introduction & objectives

In line with UNDP’s strategic priorities on sustainability — more specifically its firm commitment to
promote sustainable procurement - this technical guidance addresses environmental, social, and
economic considerations and their implementation when sourcing ICT-related products/items.

It is estimated that nearly 2% of global emissions stem from the ICT sector.” The industry faces
significant environmental challenges throughout the value chain, including resource depletion,
release of hazardous and toxic substances, waste accumulation, and overall ecosystem degradation,
disproportionately affecting local communities.

The public sector, globally including Government entities and International Organisations like the
United Nations, can help and support due market transformation by promoting sustainable goods
and services and hence reshaping the methods of production and consumption. For all the above and
considering the increasing importance of sustainability for donor countries, there is a growing
emphasis in seeking sustainable solutions, where procurement has a major role to play.

However, for sustainable procurement to be effective, a shift in consumer/Beneficiary demands
towards more responsibly produced goods and services is required, along with continued support to
industry development to meet the new requirements effectively and unlock the full benefits.

BENEFITS OF GREEN PUBLIC PROCUREMENT

Reducing hazardous
substances

Reducing CO, emissions

Improving competitiveness of

Green Public eco-industry
Procurement ) ; Preserving natural resources

Promoting the uptake of
green products

Redeeming the money

Figure 1. Benefits of Green Public Procurement (GPP).

' The World Bank and ITU. (2024). Measuring the Emissions & Energy Footprint of the ICT Sector: Implications for Climate
Action. Washington, D.C. and Geneva.


https://documents1.worldbank.org/curated/en/099121223165540890/pdf/P17859712a98880541a4b71d57876048abb.pdf
https://documents1.worldbank.org/curated/en/099121223165540890/pdf/P17859712a98880541a4b71d57876048abb.pdf
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At UNDP, sustainable procurement of ICT products entails that the Organisation from both
Programmatic and Operational angles advocates for and requires goods and services meeting

specific sustainability criteria, such as those outlined in this guide.

In essence, this document seeks to support procurement practitioners in integrating sustainability
criteria into ICT procurement processes. It provides a concrete set of criteria and specifications to be
incorporated into solicitation documents at different levels and procurement cycle phases. The
criteria outlined here is adapted to the reality of UNDP/UN procurement and programme

implementations worldwide.

To summarise, the main objectives of this guide are as follows:

| 3 =

GUIDE PROCUREMENT ENCOURAGE CONTINUOUS
PRACTITIONERS IMPROVEMENT &

ADAPTATION
to embed sustainability in ICT

procurement practices across UN of procurement strategies to

organizations, facilitating evolving sustainability standards
alignment with broader and best practices.

sustainability goals and
regulations.

Figure 2. Main objectives.

ENHANCE

ACCOUNTABILITY &
TRANSPARENCY

of ICT Industry (supply) and
agencles (demand) In relation to
thelr environmental, soclal and
economic Impact of ICT
Implementations.
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2. Scope & methodology

The scope of this sustainability analysis refers to ICT equipment procured by UN Agencies, which in
great measure is based on the Global LTA (Long Term Agreement) with ICT Consolidators, established
by UNDP Office of Procurement Governance Team (OPGT). We particularly focus on 5 product
categories (portable computers; tablets and smartphones; desktops and servers; printers and
consumables; and monitors and screens), being these UNDP’s main categories based on
expenditure, although the sustainability measures and criteria hereby presented may apply to other
ICT items as well.

Focused on providing a practical guide, we
mostly address two out of the three sustainability
pillars: environmental and social (mainly labour
issues). To thoroughly analyse considerations on
economic sustainability though would require a
broader, macro-level assessment largely
referring to National realities, which reaches
beyond the scope of this paper. However, cost
factors are integrated throughout the analysis
including Total Cost of Ownership (TCO)
principles, which consider not only purchase
costs but also operations, maintenance, and
end-of-life expenses. UN Procurement criteria
and regulations already support economic
efficiency and the selection of financially viable,
cost-effective ICT solutions. Furthermore, we
do address circular economy principles such as Figure 3. Sustainability pillars.
repair and refurbishment, which help minimize

both financial costs and material waste.

The sustainability criteria developed is applicable to international procurement, though it can also be
extrapolated to other procurement processes, bearing in mind local market considerations such as
ensuring fair and effective competition is met.

Yet, a significant limitation to ICT sustainability standards and criteria implementation lies in the
difficulty of penetrating ICT supply chains beyond the primary/secondary (Tier 1 and 2) suppliers.
Given the nature of the Industry and its (sometimes) complex subcontracting practices, geographic
dispersion and limited transparency, this challenge complicates oversight and verification efforts
across multiple supply chain layers, including lower-tier sub-suppliers. Therefore, this guidance
paper is subject to the same overall limitation in terms of scope.

The approach followed combines research, analysis, stakeholder input, and outline of best practices:

1. Toidentify sustainability risks inherent to ICT supply chains, UNDP Office of Procurement
Governance Team (OPGT) first conducted desk review drawing on extensive literature (see
bibliography and references). Once these key areas of interest were identified, we sought to
understand the approach and applicability of these concepts within the UN framework. For
this, we cross-referenced the identified key areas of interest from the literature with the
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environmental, social and governance (ESG) risk indicators developed by UNEP and
UNDP, specifically those relevant to ICT products.

2. Aspend analysis was carried out using UNDP’s expenditure in recent years to narrow down
the key ICT product categories the sustainability criteria should be tailored to.

3. This mapping exercise was used to consult private sector international suppliers, namely
key UNDP LTA Holders (ICT Consolidators), serving to validate and contrast findings, and
assess the feasibility and realistic approach of the sustainability measures considered.

4. Followingthe above, different areas of intervention within the procurement cycle have been
detected and concrete criteria to implement have been developed in relation to:

a. company qualifications,
b. general technical requirements (incl. service levels),
c. and product-level specifications.

This evidence-based approach ensures the sustainability criteria outlined is practical, verifiable, and
aligned with UNDP sustainability priorities, current industry standards and practices, enabling UNDP
practitioners to be informed and implement sustainable procurement.

10
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3. Analysis on criteria and
standards

3.1. Identifying sustainability risk areas, criteria, and requirements

Impactful criteria for sustainable ICT procurement refer to social and environmental vulnerabilities
within ICT supply chains. Extensive secondary/documentary research, harnessing articles, reports,
standards, and working documents, compose the theoretical basis of our analysis.

Although academic resources in this field remain limited, recent years have seen a rise in sustainable
procurement guidelines and standards issued by public institutions and certifying bodies. This
section leverages and cross-references these initiatives to pinpoint key sustainability areas that have
significant and verifiable social or environmental impact while ensuring their relevance within the
UNDP framework.

Through comparative analysis -illustrated in Table 1 further below- of the main sources referred?
UNDP OPGT has identified five shared sustainability areas of interest which are fully applicable to all
the ICT categories considered:

Figure 4. Five shared sustainability areas of interest.

In essence, all resources consulted in the field of sustainability criteria in ICT equipment share at
least 3common areas: energy consumption, hazardous substances (either during production orin
the final product) and product lifetime extension, while most share the other two areas considered
here, i.e. end-of -life management and social and environmental responsible sourcing. For the
later topic, additional literature was consulted and cross-referenced against UN procurement
documents.®

The consulted literature, while catering to different audiences and emphasizing diverse aspects,
show a strong consensus on key areas outlined in Table 7, particularly evident for product lifetime
extension. While the EU GPP provides as a set of criteria for public procurement processes, TCO, Blue
Angel, and EPEAT serve as certifying agencies for manufacturers.

2 European Commission Working Document on Green Public Procurement (GPP), (several categories) (European
Commission, 2023) , TCO Certified, Generation 9, (several categories) (TCO development AB, 2021), Blue Angel Basic Award
Criteria, 2017-2021, (several categories) (Blue Angel , 2017), EPEAT/IEEE Criteria (several categories), (EPEAT/IEEE, 2018).

3 Criteria referring to responsible sourcing of minerals (a crucial aspect in the ICT supply chain), labour, and human rights
have been consulted from other sources (ILO, OSCE, OECD, Global Compact) and cross-referenced with UNDP General
Terms and Conditions for Contracts as well as the UN Supplier Code of Conduct.

1



United Nations Development Programme
Office of Procurement, Governance Team

Further to note, that the reviewed sources cover a variety of ICT items with some overlap but differ in
scope. The EU GPP includes computers, monitors, tablets, phones, imaging equipment, and data
centre equipment. EPEAT expands on this by adding photovoltaic modules and inverters, while TCO
focuses on consumer ICT equipment, including peripherals, in addition to data centre equipment.
Blue Angel (Eco-label) has a more limited ICT product range, while other Eco-labels address specific
items.

Eco-labels are categorised into Type | (ISO 14024) and Type IIl (ISO 14025), which require third-party
certification, and Type Il, which consist of voluntary declarations and self-declared environmental
claims.

Other labels such as ISO Type I-like, single issue labels and mandatory labels (e.g. Energy label, CE
marking) also exist.*

*|dentifies environmental sFocus on a single issue: | *Suppliers’ own *Quantified data:
friendliness of a product senergy consumption environmental claims sexample energy or water
ssustainable forestry consumption
*Considers entire product *Risk of ‘Greenwashing”
lifecycle sAuthorised by 3" party *Enable consumers to
sNot authorised by 3™ party compare products
sAuthorised by 3™ party
| | s Authorised by 3™ party ]
| | ppe— | Energy ==t
o Zo b | <
ISO Type 1 <€ ISO Type 1-like '\ ISO Type 2 o |1SO Type 3 Sty
N=) | el ' 1 = a
| g QY $3 3
=

Figure 5. Types of Eco-labels. Source: https://www.ecolabelindex.com/ecolabels/.

As a next step we incorporate into the analysis the scope of Sustainability (ESG) Indicators
developed by UNEP and UNDP (rightmost column in Table 1), which identify key social and
environmental risk factors. These indicators overall apply to several and different industries.
Therefore, we sorted out those most relevant to the ICT industry and linked them to the 5 areas of
interest as referred above.

In summary, despite some differences in scope and item categorisation, the referenced sources
collectively provide a comprehensive and reasonably precise overview of core sustainability areas
applicable to ICT equipment. The comparative and overall set of criteria related to ICT and the areas
of interest are reflected in the following Table 1.

4While we are aware other Eco-labels and national standards could be relevant to this analysis, for the sake of brevity, only
the ones detailed in Table 7 have been considered.

12
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g | EUGreenPublic Procurement (GPP) - o Blue Angel - Basic Award Criteria, EPEAT 1680-2018 - IEEE Standard for UNEP&UNDP-
o Criteria- TCO - TCO Certified, Gen.9 Criteria . . A .. Scope of Sustainability (ESG) Indicators
3 Key Environmental Impacts (several product categories) Version 4 . Environmental and Social Responsivity High (3 or 4) Risk factors in ICT related
2 . L product categories) Assessment .
L (several product categories) (Severatiy commodities
N/A Socially responsible manufacturing: N/A Corporate Social Responsibility: Potential working conditions related risk
- - Supply chain responsibility - ILO standards X
.g - Supply chain transparency - Domestic law in the legal jurisdiction Potential forced labour
3 - Anti-Bribery management system - Human Trafficking Potential child/youth labour
- Responsibility sourced minerals
- Process chemicals management Health and safety risks
Energy consumption: Product performance: Product performance: Product performance:
- Minimum energy performance for - Energy Efficiency - Energy and power consumption - Energy conservation (conformance to
computers - Ergonomics current Energy Star® programme) Level of CO, gas emissions through life cycle
- Improvement in energy consumption - Lowest power mode limit
above the specified threshold
N/A Environmentally responsible Environmentally responsible Environmentally responsible
manufacturing: manufacturing: manufacturing:
- Enwronme_:n_tal mz?na_gement system - Material requ_lrements (post-consumer - Minimum post-consumer recycled plastic Pl el (evallof finfie meeEs use
- Energy efficiency indicators recycled plastics) "
o -E throughout life cycle
H nergy management system
c'§ - Post-consumer recycled content
-g - - Evaluation of product carbon footprint
g ‘E Product lifetime extension: Product lifetime extension: Product lifetime extension: Product lifetime extension:
g o - Reparability, Reusability and - Warranty - Durability - Service support
o g Upgradeability - Replaceable components - Battery longevity and performance - Increased reparability and recyclability
% .g - Battery life and endurance - Standardised connectors (removable housing)
’? s - Mobile equipment durability and - Product durability - Spare parts availability Level of CO, gas emissions through life cycle
3 testing - Battery longevity and replaceability - Battery replacement and information
o - Interoperability and reusability of - Battery information and protection
'§ components - Standardisation of external power
g supply
@ End-of-life management: N/A End-of-life management: End-of-life management:
- Design for recyclability - Recyclable design - Identification of materials and
- Secure collection, sanitation, reuse, components requiring selective treatment
and recycling - Plastic parts compatible with recycling .
. X Potential waste generated
- Plastic parts separable for recycling
Refurbished/remanufactured Material recovery: N/A N/A
equipment - Product packaging
- E-Waste managing
Hazardous substances: Reduction of hazardous substances: Reduction of hazardous substances: Reduction of hazardous substances Air emissions generated from operations (e.g.
S » @| -Restricted substance controls - Heavy metals - Material requirements in housing - Conformance with EU RoHS Directive volatile organic compounds, aerosols,
IS 3 § - Restriction of chlorinate and - Halogens (plastic) parts (REACH, CLP Regulation - Mercury corrosives, particulates, and ozone depleting
B g & | brominate Substances of Very High - Plasticizers 17) - Bromine and Chlorine substances, etc.)
ﬁ N 8| concemn (SVHC) - Hazardous substances in product - Compliance with EU Battery Directive Potential use, storage, movement and disposal
£ T 3| - Avoidance of regrettable substitution packaging

of environmentally hazardous materials and
chemicals

Table 1. Sustainability areas, sub-areas, and intersections. —- N/A to read as no significant reference found on corresponding area of sustainability.
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Further to the above exercise, we looked into the Sustainable Procurement (SP) Indicators integrated in
2019 by UNGM, the global vendor registration and tender portal of the UN. These are referred and used in
UN/UNDP tenders as criteria determining the sustainability of items and services procured.

Hence, these are important criteria to take into consideration by UNDP procurement practitioners. As
such we chose not to incorporate them into the Table 7 above, because a) on one side, in essence, reach
to the same concepts and similar criteria as already captured in the table, and b) they can be more clearly
outlined on their own, as per below.

In Figure 6 below, you can find the different indicators, where we underlined those perceived as most
relevant and directly applicable to the ICT sector, for easier reference:

Environment Economy General

-2

Prevention of pollution Human rights and labour Whole life cycle cost Global compact
issues

Sustainable resource use | Inclusion of persons with Local communities and Suppliers’ monitoring and

disabilities SMEs auditing

Climate change Gender issues Promoting sustainability

mitigation and adaptation throughout the supply
chain

Protection of the Social health and
environment, biodiversity well-being
and restoration of natural

habitats

Figure 6. UNGM Sustainable Procurement Indicators.

3.2. Spend analysis
In this step, we analysed UNDP expenditure data to understand which items represent major volumes
and significance in the Organisation. We then focus on these main items in order to address their

sustainability in detail.

Through analysis conducted in UNDP’s ERP system global purchase order data, we isolated the five
categories with the highest expenditure among ICT goods and services in UNDP.

Limitations to this exercise were capturing information referring only to recent years, as analysis spanning
over several years would improve reliability and reveal trends in expenditure.

The above caveats considered, this analysis provides a broad overview of the main ICT items procured
across the organisation, both for internal use and programme delivery.

14
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According to the data analysed, five product categories account for approximately 80% of UNDP
expenditure in ICT hardware and around 55% of total ICT spending including software and ICT services.
In total, ICT expenditure represents 10% of UNDP’s total yearly spending in recent years.

Main product categories resulting from the spend-analysis exercise, hence, are:

—

Portable Computers®

2. Tablets® and Smartphones’
3. Desktops and Servers?®

4. Printers and Consumables®
5

Monitors and Screens'®

The above main categories will be further addressed in section sustainability criteria implementation
following, where specific sustainability requirements will be added for each of them, at product level, as
well as general ICT equipment requirements level. Such minimum sustainability technical requirements
are then ready to be added by Procurement Practitioners to the usual generic specifications for the
relevant items and so to ensure the tender process incorporates all relevant sustainability aspects.

3.3. Private sector consultation

Before entering into the implementation of the above outlined criteria, we conducted a further ‘reality
check’ specific to our operational environment. In this sense, we approached relevant industry players
(UNDP LTA holders - ICT Consolidators) to capture insights and validation of findings, ensuring alignment
with practical realities and market capabilities.

LTA holders were assessed on the below 10 sustainability areas stemming from the literature reviewed.

Environmental /
Circular Economy Quality Management
Management System System Labour Standards
(Le.1SO 14001 or (Le. 1ISO 9001 or equivalent)
equivalent)

Equal Opportunity
(incL gender issues, Le.
entity at least 51% owned,
managed, or controlled by

+1women)

Environment Sub-Contractors

(incL aspects such as (ensuring sustainability
prevention of pollution and Healh & Safety standards are also met by
sustainable resource use) sub-contractors)

Figure 7. Ten sustainability areas for private sector supplier assessment.

5Includes Notebooks, portable thin clients, hybrid, and 2-in-1 devices.

5Does notinclude 2-in-1 devices.

7 Does not include VolP stationary phones, land lines, etc.

8 Workstations, stationary thin clients, small, micro, and all-in-one desktop computers, etc. Some of these include a monitor.
Some of the PO Lines were placed for the Desktop PC, monitor and peripherals, hence these numbers should be used carefully,
assuming item 3 overrepresentation and item 5 under-representation. Due to technical overlapping, servers have been included.
° Further analysis is needed within this category. Additionally, several certification companies group printers along with Scanners
and Projectors under “Imaging Equipment”. Regarding Consumables, perhaps a separate item should be established with
specific practices and standards for reuse and retrieval of toner cartridges, given its high end-of-life environmental impact.
°Includes TVs, please see note 8 above.

15
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With regards to recycling, reusing, refurbishing and remarketing of ICT equipment, the LTA holders as well
as their manufacturers (major International brands primarily) show clear commitments and policies are
in place. The LTA holders work as well with certified companies on disposal.

Furthermore, UNDP ICT Consolidators incorporate within their business models circular economy

initiatives for used IT equipment, offering their customers options where used ICT equipment can be
refurbished and remarketed - or disposed of in an environmentally sound manner.

16
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4. Sustainability criteria
implementation

Following the identification of key ICT product categories, the below diagram shows potential areas of
intervention to integrate sustainability considerations along the procurement cycle. The list is not
comprehensive, but based on literature consulted we selected the most relevant measures for
consideration:

1.
Procurement
Planning &
Strategy

8. Contract 2
Management Requirement

Definition

THE
PROCUREMENT
CYCLE

6. Evaluation 4. Sourcing

Figure 8. Potential areas of intervention within the procurement cycle.

To note, in addition to the above, take-back programmes for ICT equipment may be a potential
intervention to consider piloting, if the context/location allows. These refer to schemes designed to
retrieve goods at end-of-life from a customer and either refurbishing and remarketing or disposing of such
goods, in an environmentally sound manner. Please refer to general conceptual considerations for this
specific end-of-life management service included in Annex 1.

Considering the above areas of intervention, this section details implementation of sustainability criteria
at both general and product-specific level for the sustainable procurement of ICT equipment.

17
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RECOMMENDATIONS

4.1.

Figure 9. Overview of recommendations/implementations.

General sustainability criteria implementation: business needs

assessment level

UNDP procurement of ICT can be generally divided in two main purposes:

R/
0‘0

Internal use: where items/equipment/services are procured and deployed for UNDP offices and
personnel, where sustainability policies in ICT procurement, use, and disposal are more easily
implemented.

Programme delivery: refers to providing ICT equipment for project Beneficiaries, where UNDP’s
involvement/project often ends before the procured equipment’s lifecycle concludes, and UNDP
is committed to agree on specifications with relevant stakeholders.

UNDP OPGT’s experience refers for the most to support Programme Delivery, hence implementations
and recommendations here are primarily oriented towards Programme Delivery but can be
applied/considered for both purposes above.

The main objectives of general sustainability criteria at this stage could be summarised as:

Optimise procurement needs:

“Reduce” step: prior to initiating the procurement process and definition of sustainability
qualification criteria and product specifications in tendering documents, it is paramount that
project and procurement personnel, with the assistance of ICT officers and/or technical
consultants (when needed) assess the functional business needs to adjust accordingly the
scope and quantity to be procured. This assessment must consider the total cost of ownership
and lifecycle cost analysis. Decisions on ‘reducing’ will translate into major benefits in large-
volume procurement processes, butitis worth to consider in all instances.

" Business needs, personnel involvement, and procurement cycle are significantly different in each case. In the interest of
simplicity, we provide brief considerations in this section.
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Ensure equipment is fit for purpose:

e Avoid overspecification: adequate sizing against intended use of the solution considering
beneficiary/end-user business needs. (e.g., adequate assessment of peak and valley processing
needs for data centres to avoid idle over-capacity while addressing project requirements such as
redundance and scalability).

o Longer-lasting equipment: consider accepting higher upfront costs for devices with longer
lifespans, conducting product lifetime analysis (e.g., expected maximum throughputs in printers,
expected battery life in mobile devices, upgradeability and support of operating systems).

e Consider modern models: when defining specifications, analyse whether newer models offer
longer service guarantees, spare parts availability, and software support. Moreover, they may
have fewer high-impact integrated components, reducing environmental footprints.?

Consolidate and streamline resources:

e Higher performance, fewer units: for example, consider fewer higher-performing servers and
networking equipment, without compromising redundancy needs.

o Consideration for virtualization in larger servers, instead of procuring several machines.
o Consideration of containerization, instead of virtualization.

e Efficient large-scale operations (i.e., registration, electoral operations, census, or other large-
scale, labour-intensive operations involving ICT equipment): consideration for reduction of
quantities and/or more intensive and efficient planification of activities accompanied by active
technical support on Hardware and Software to maximise output with fewer terminals.

4.2. General sustainability criteria implementation: qualification
criteria

Ideally, setting sustainability qualification requirements would indeed consider and cover the full supply
chain. However, aligning with the practice in the relevant industries and International standards we must
keep it practical and avoid placing excessive/unrealistic burden on the side of verification and
corresponding actions. Therefore, we narrowed the scope of this analysis to first and second levels of
supply chain, and we focused on applicable standards and technical criteria that affect the five identified
item categories.

Verification of compliance with the criteria suggested below should ideally be exercised through the
review of certifications -Eco-labels, ISO, etc. - and/or documents submitted by bidders, including internal
policies, adherence to national standards and certifications, etc. While the criteria are organised in a
product-centred manner, as Eco-labels are, these are rather qualification criteria as referring to different
processes and stages of the supply chain.

2Teehan et al. (2013). Comparing embodied Greenhouse Gas Emissions of modern computing and electronics products.
Environmental Science & Technology.
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In relation to Social Sustainability criteria, we refer to the substantive criteria framework in UNGM. Itis a
pre-requisite for a supplier to be registered as a UN supplier in UNGM in order to be awarded a contract.
In any case, bidders must confirm to abide by the UN Supplier Code of Conduct, in order to be eligible to
do business with the UN, which sets the minimum standards expected of UN Suppliers.’ In addition to
the values of the UN Charter, the UN Supplier Code of Conduct outlines the principles that suppliers must
adhere to, concerning International Labour Standards (i.e., Conventions and Recommendations)
including but not limited to Child Labour, Discrimination, Wages, and Health and Safety issues.

The below table outlines further Social and Environmental qualification criteria that are realistically
applicable in full to international open competition, involving typically larger-sized Companies.
Nevertheless, individual requirements can be extracted and applied at the buyers’ discretion for smaller,
localized processes. In such local procurement, it is recommended that buyers request products with a
Type | Eco-Label, and/or specify the most relevant/feasible selection of the criteria detailed here below.

Overarching Certification The Equipment offered must be covered by a Type | Eco-Label from a
certification body, in compliance with ISO 14024, covering at least the
following areas:

- Social and environmentally responsible manufacturing

(including responsible mineral sourcing)

- Product energy efficiency

- Manufacturing Energy management system

- Manufacturing Environmental management system

- Manufacturing Health Management System

- Design for repairability and recyclability

- Restricted and harmful substances

The certification scope shall cover at least the final production factory
or factories and the first-tier suppliers to those factories.

Alternatively, a combination of Eco-Labels/certificates (e.g., ISO
14001, ISO 45001, ISO 50001 and/or type Il Eco-Labels) covering the
above-mentioned areas referring to the product manufacturing and
relevant factories may be accepted.

In lieu of a Type | Eco-Label, hence, vendors are requested to submit
supporting documentation proving:

- Compliance with EU RoHS (directive 2015/863) including
restricted substances under Annex |Il, with EPEAT
equivalent regulation on materials selection. UNDP
reserves the right to request third-party certification on the
presence of restricted or hazardous substances applying
to the products offered.

- ISO 14001, ISO 45001, and ISO 50001 for the
factory/factories where the product has been
manufactured.

3 https://help.ungm.org/hc/en-us/articles/360012810860-How-to-register-as-a-supplier-on-UNGM.
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[U[N]
D[P

- Identification of conflict minerals (covering at least 3tg -
tantalum, tin, tungsten, gold), through the provision of a
CMRT (Conflict Mineral Reporting Template) or other such
methodology according to the OECD Due Diligence
Guidance for Responsible Supply Chains of Minerals from
Conflict-Affected and High-Risk Areas.

- Vendor’s policy on responsible sourcing of minerals.
Vendor can refer to (and attach) the product’s
manufacturer’s mineral responsible sourcing policy.

Explanation on the above criteria, individually:

Social
responsibility

Responsible
mineral
sourcing

Vendor is to provide company policy on responsible mineral sourcing,
as well as a CMRT (Conflict Mineral Reporting Template) or other such
methodology to identify minerals according to the OECD Due Diligence
Guidance for Responsible Supply Chains of Minerals from Conflict-
Affected and High-Risk Areas.

(If the vendor is certified by a Type | Eco-Label covering responsible
mineral sourcing or part of the responsible minerals initiative, or
equivalent organisation, additional proof is hot needed)

Social
responsibility

Occupational
health

Is the factory where the equipment was manufactured certified under
ISO 45001 or equivalent occupational health management system

management certification?
system (If yes, provide a Copy of the valid Certificate)

Environmental | Hazardous Compliance with EU RoHS (directive 2015/863) including restricted
substances substances under Annex Il, EPEAT equivalent regulation on materials

selection, or equivalent Type | certification.

UNDP reserves the right to request third party certification on the
presence of restricted or hazardous substances applying to the
products offered.

Environmental

Environmental

Is the factory where the equipment was manufactured certified under

management ISO 14001 or equivalent environmental management system
systems certification?
(If yes, provide a Copy of the valid Certificate)
Environmental | Energy Is the factory where the equipment was manufactured certified under
management ISO 50001 or equivalent energy management system certification?
systems (If yes, provide a Copy of the valid Certificate)

Table 2. Template for qualification criteria for open international competition.
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4.3. General sustainability criteria implementation: technical
requirements

Applicable to allitems in the categories considered in this analysis, this section is divided in two parts: a)
generaltechnical requirements focusing on Environmental Sustainability are outlined in table below, and
b) warranty/repairability requirements follow thereafter.

General technical sustainability requirements

Environmental

CO; Emissions,
Carbon

Manufacturer shall provide a life cycle assessment (LCA) on the
products offered in accordance to ISO 14044 and ISO 14040, verified

Footprint by an independent third party.
assessment’

Environmental | Energy The items offered must be compliant with Energy Star, EU Eco-design
Efficiency or similar official energy efficiency rating (in case vendors present a

Type | ecolabel including Energy efficiency and product performance,
additional proof is not needed).

Environmental
/ Economic

Durability and
Design for
repairability

All equipment, items and parts must be adequate for repeated and
continued use in the destination conditions.

Environmental

Design for
recyclability

Allow easy disassembly for recycling purposes to make sure that
housing parts, chassis, batteries (if any), display units (if any), and
printed circuit boards can be separated as fractions from materials of
other functional units and, if possible, recycled by the type of material.

- Manual disassembly by a waste disposal company shall
be possible using universal tools and it shall be possible
for a single person to disassemble the device.

- 90% of the mass of plastics and of the metals of housing
parts and chassis must be recyclable by material (this
does not mean the recovery of thermal energy by
incineration).™

- Symbol and/or indication of adequate disposal,
separately from household waste must be affixed in a
visible, legible, and durable fashion on all Electrical and
Electronic Equipment (EEE) involved in these
specifications.

Environmental

Interoperability
and reusability
of components

Use of standardised components aiming at increasing ICT equipment
interoperability and reusability, in particular:
- Standardised ports (as applicable, USB-C for charging and data
transfer)
- Standardised external power supply (IEC 63002:2016)
- Connection/detachable cables (used for different equipment or
reused at the end-of-life of equipment)

Table 3. Template for general technical requirements related to ICT sustainability.

“Recommended in cases of procuring significant quantities of certain items.
'® Blue Angel. (2017). Computers and Keyboards, Basic Award Criteria. DE-UZ 78.
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Warranty considerations: reparability and upgradeability

In order to maximise the useful life of IT equipment, itis paramount to request a comprehensive warranty
and, when relevant, technical support services.

This section does not only refer to manufacturer’s warranty, which should be requested by default, and
in this sense procurement officers must ensure that retailers are authorised by the manufacturer to offer
such warranty. Rather, this section addresses extended warranty and technical support services
provided by the contractor (which may be either a distributor, consolidator, or manufacturer).

Depending on the specific needs and context of the project, the required duration for warranty and
technical support services may vary. Extended warranty and technical support services shall be specified
in the solicitation documents as part of deliverables, and correspondingly stipulated in the purchase
order. Furthermore, itis recommended to consider convenience of including a Service Level Agreement
(SLA) as part of the contract, where details regarding the level of technical support service are to be
reflected, typically including:

- Type and levels of support (remote/on-site)

- Responsible parties and contact details

- Availability of service, response times / resolution times, as per categorisation of issues
- Facilities, tools, spares, stocks required for effective service

- Reporting system

- Performance management

The SLA itself may be anticipated in the tender documents, and/or finalised and signed at contract stage,
possibly as an annex to the PO, especially for large and complex cases.

From an environmental point of view, having a detailed and unambiguous SLA in place is best practice to
maximise product lifetime. Rather than replacing products, SLAs should be considered as tools to
efficiently manage ICT fleet including preventive maintenance, diagnosis, and potential failures.®

Important sustainability considerations we would highlight towards extended product life, adequate
service level and maintenance are as follows (see also SLA template/guidance in Annex 2):

e Availability of spare units/parts refers to:
o Confirmation by the contractor/manufacturer re: availability of spare parts for the supplied
models for a period of years (typically a minimum of 5 years).
o Holding a minimum stock of spare parts and/or replacement units on-site throughout the
entire warranty period for immediate repair/replacement.

¢ Commitment to repair/upgrade as first remedy: 7 the supplier should commit to attempt
repairing/upgrading the equipment within the resolution times stipulated in the SLA at first instance
instead of simply replacing defective units/parts. Replacement shall only be conducted if the failing
equipment cannot be repaired. In any case, replacements must be of the same brand and

8 Technical Report v3.0. Revision of the EU Green Public Procurement (GPP) Criteria for Computers and Monitors (and extension
to Smartphones) (2021).
71dem.
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specifications as the damaged or defective unit and must contain the same software originally
installed.

e Preventive maintenance actions: include operations required to maintain products in perfect
working order, such as ensuring operating system and security updates are undertaken.

e Warranty mechanism: it is particularly important that the warranty mechanisms are designed in
close collaboration with the beneficiary institutions and communicated to the end-user of the
equipment. Furthermore, it is critical that the beneficiary institution has capacity to handle its own
responsibilities during the warranty/support periods.

4.4. Product-specific sustainability criteria implementation: technical
specifications

In addition to qualification requirements and general technical requirements applicable to all items
identified, in this section we present technical specifications developed per item supporting the
sustainability objectives previously identified. These specifications aim at maximising environmental
sustainability through the following areas:

° Energy efficiency

o Product lifetime optimised — Interoperability, Durability and Design for repairability
° End of life management — Design for recyclability

. Restricted or harmful substances

The tables below hence provide the minimum sustainability technical requirements for the following
categorised items:

Portable Computers (Laptops)
Tablets and Smartphones
Desktops and Servers

Printers and Consumables
Monitors and Screens

akron =

The following sustainability specifications then would simply need to be added as relevant to the
usual generic technical specifications for each of the items (in addition to the General and
Qualifications requirements outlined in previous sections), in order to incorporate most meaningful
sustainability criteria:

Item No. 1

LAPTOP Minimum technical requirements (related to sustainability)

Interoperability
e (Cables/Connectors should have standardised formats. (Procurement officer to choose the
Power delivery standard, but suggestion is USB-C Power Delivery and/or power jack).
e The Device shall have at least 2 USB 3.0 (backwards compatible ports), and one HDMI/DP.
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Energy efficiency
e Allitems offered must be certified according to Energy Star, EU Eco-design (EC 617/2013), or
other equivalent Type | certification on energy efficiency rating. (In case a Type | Eco-label is
presented for the offered products covering this aspect, no further documentation is
requested).
e Sleep Mode Power Consumption: device should consume approx. 30% of energy during sleep
mode, compared to stand-by consumption.

e Quick startup function available.

Battery endurance
e Lithium-lon (Li-lon) or Lithium-polymer (Li-Po) battery, with guaranteed minimum 500 charge
cycles. After 500 charge cycles the battery should remain at least at 80% of its original nominal
capacity.
e Batteries should be tested and compliant in accordance to IEC 61960-3:2017. UNDP reserves
the right to request the test report conducted by an accredited third party.

Durability and Design for repairability

e The joints between parts and sealing techniques for the items offered must not prevent the
repair and replacement of the parts (critical components) listed below: Battery, Display
panel/Display assembly, Storage (SSD, HDD, RAM), external/internal PSU, Keyboard. RAM and
Mass Storage must be replaceable and upgradeable.

e Vendor must ensure it is possible to access the above key components easily and without
expert knowledge.

e Vendor shall ensure that critical components as described above can be accessed and
exchanged with the use of Class A tools as defined in standard EN 45554:2020, and/or with
tools provided with the goods.

e Warranty covering 3 years'®

Design for recyclability
e The device must be designed allowing for material separation at the end of life. Clear marking

of materials should facilitate recycling, as per ISO 11469 plastic identification standards.
(Supplier/Manufacturer to confirm compliance).

Use of post-consumer/industrial recycled plastics
e Optional’: The device must include at least a 10% post-consumer or post-industrial recycled
plastics. (Supplier/Manufacturer to confirm compliance).

8 This is a recommendation in order to ensure product life at least for 3 years. Warranty conditions and considerations are
further described in previous section GENERAL REQUIREMENTS and may be supported either from manufacturer and/or
contracted supplier (may be distributor or consolidators).

' So far, neither the EU Ecodesign Regulations nor the EU GPP criteria for computers and monitors include requirements on
recycled plastic content (it was proposed, but finally withdrawn criteria). In contrast, EPEAT/IEEE, Blue Angel, Green Product Mark
and TCO ecolabel schemes have criteria for the content of recycled and/or bio-based plastics:

. Green Product Mark: minimum 10% Post-Consumer Recycled Content.

. EPEAT (required)*: minimum 2% of any combination of post-consumer recycled plastic, IT equipment-derived post-
consumer recycled plastic or bio-based plastic, measured as a percentage of the total amount of plastic (by weight) in
the product.

*According to the IEEE standard, verification of the post-consumer recycled plastic content (for the mandatory criterion) is based
on self-declaration of the supplier only.

25



United Nations Development Programme
Office of Procurement, Governance Team

Restricted or harmful substances

The laptops offered shall comply with EU RoHS, REACH, China's RoHS, California's
Proposition 65, or equivalent internationally recognised standard in restriction of harmful
substances. (Supplier/Manufacturer to provide certificates of compliance and material
safety data sheets).

Item No. 2
TABLET AND Minimum technical requirements (related to sustainability)
SMARTPHONE

Interoperability

Energy efficiency - Battery life/energy consumption

Durability and Design for repairability

Cables/Connectors should have standardised formats. (Procurement officer to choose the
Power delivery standard, but strong suggestion is USB-C Power Delivery).

Lithium-lon (Li-lon) or Lithium-polymer (Li-Po) battery, with guaranteed minimum 500 charge
cycles. After 500 charge cycles the battery should remain at least at 80% of its original nominal
capacity.

Devices should have energy-efficient processors and components that conform to
international standards (Energy Star, EU Directive 2009/125/EC or equivalent).

Standby power consumption must not exceed 0.5 watts (EU Reg. No 801/2013).

Device should include intelligent power management features to optimise energy use during
operation.

Battery/power-saving mode: The device should include a Battery-Saving Mode, which
reduces power consumption by approximately 70% compared to active usage. This mode
should optimize background processes, adjust screen brightness, and limit power-intensive
tasks to extend battery life.

Essential components like screens, batteries, and ports must be replaceable using
commonly available tools, with repair guides published openly. (Supplier/Manufacturer to
confirm compliance and provide repair guide).

The device must be certified as per UL-110, part of EPEAT Registry (scoring Gold or Silver),
iFixit repairability score of at least 7/10 or equivalent product certification/
repairability/sustainability ranking. (Supplier/Manufacturer to confirm compliance and
provide evidence).

Warranty covering minimum 2 years?°

2This is a recommendation in order to ensure product life at least for 2 years. Warranty conditions and considerations are further
described in previous section GENERAL REQUIREMENTS and may be supported either from manufacturer and/or contracted
supplier (may be distributor or consolidators).

26



United Nations Development Programme
Office of Procurement, Governance Team

Design for recyclability
e The device must be designed for material separation at the end of life. Comply as relevant
with ISO 11469 plastic identification standards. (Supplier/Manufacturer to confirm
compliance).

Use of post-consumer/industrial recycled plastics
e Optional?®': The device must include at least a 10% post-consumer or post-industrial recycled
plastics. (Supplier/Manufacturer to confirm compliance).

Restricted or harmful substances
e The devices offered shall comply with EU RoHS, REACH, China's RoHS, IEC 62321 or
equivalent internationally recognised standard in restriction of harmful substances.
(Supplier/Manufacturer to confirm and provide material safety data sheets).

Item No. 3
DESKTOP Minimum technical requirements (related to sustainability)
COMPUTER/ SERVER

Interoperability
e Cables/Connectors should have standardised formats. (Supplier to state standard power
computer port and plug used).
e The Device shallinclude at least 3 USB 3.0 (backwards compatible ports), and one HDMI/DP.

Energy efficiency (General)

e Items offered must be certified according to Energy Star, EU Eco-design (EC 617/2013), or
other equivalent Type | certification on energy efficiency rating. (In case a Type | Eco-label is
presented for the offered products covering this aspect, no further documentation is
requested).

e Sleep Mode Power Consumption: device should consume approx. 30% of energy during sleep
mode, compared to stand-by consumption.

e Quick startup function available.

Energy efficiency (CPUs)
Supplier to state the thermal design power (TDP) rating of the CPUs offered.
e CPUs should support dynamic frequency scaling.

21 So far, neither the EU Ecodesign Regulations nor the EU GPP criteria for computers and monitors include requirements on
recycled plastic content (it was proposed, but finally withdrawn criteria). In contrast, EPEAT/IEEE, Blue Angel, Green Product Mark
and TCO ecolabel schemes have criteria for the content of recycled and/or bio-based plastics:

e Green Product Mark: minimum 10% Post-Consumer Recycled Content.

. EPEAT (required)*: minimum 2% of any combination of post-consumer recycled plastic, IT equipment-derived post-
consumer recycled plastic or bio-based plastic, measured as a percentage of the total amount of plastic (by weight) in
the product.

*According to the IEEE standard, verification of the post-consumer recycled plastic content (for the mandatory criterion) is based
on self-declaration of the supplier only.
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e CPUs must support advanced power-saving states (C-states).

Energy efficiency (GPUs)
e GPUs must support dynamic voltage and frequency scaling (DVFS).
e GPUs must use power-efficient memory architectures such as GDDR6, GDDR5X, HBM2,
HBM2E LPDDR, or LPDD4X. Supplier to advise on the GPU memory technology used and its
performance per watt (GLOPS).

Energy efficiency (Cooling system)
e Servers must count on intelligent cooling management systems & variable speed fans.
e Optional: Liquid cooling (optional, higher cost).

Durability and Design for repairability

e Devices must be designed with a modular architecture, allowing easy removal and
replacement of key components (CPU, GPU, RAM, storage drives, fan, and power supply).

e Device casings shall be easily removable without the use of specialised/proprietary tools, to
access key components.

e Devices must use standardised screws (e.g., Phillips-head or equivalent) to secure key
components, avoiding the use of adhesives when possible. (Supplier/Manufacturer to
confirm compliance and state deviations).

e Warranty covering 3 years??

Design for recyclability
e The device must be designed for material separation at the end of life. Plastic parts over 25
grams must me marked (in compliance with ISO 11469 and ISO 1043) using standardised
symbols.

Use of post-consumer/industrial recycled plastics
e Optional?®: The device must include at least a 10% post-consumer or post-industrial recycled
plastics. (Supplier/Manufacturer to confirm compliance).
Restricted or harmful substances
e The equipment offered shall comply with EU RoHS, REACH, WEEE China's RoHS, California's
Proposition 65, or equivalent internationally recognised standard in restriction of harmful
substances. (Supplier/Manufacturer to provide certificates of compliance and material
safety data sheets).

22 Thisis a recommendation in order to ensure product life at least for 3 years. Warranty conditions and considerations are further
described in previous section GENERAL REQUIREMENTS and may be supported either from manufacturer and/or contracted
supplier (may be distributor or consolidators).

3 g0 far, neither the EU Ecodesign Regulations nor the EU GPP criteria for computers and monitors include requirements on
recycled plastic content (it was proposed, but finally withdrawn criteria). In contrast, EPEAT/IEEE, Blue Angel, Green Product Mark
and TCO ecolabel schemes have criteria for the content of recycled and/or bio-based plastics:

. Green Product Mark: minimum 10% Post-Consumer Recycled Content.

. EPEAT (required)*: minimum 2% of any combination of post-consumer recycled plastic, IT equipment-derived post-
consumer recycled plastic or bio-based plastic, measured as a percentage of the total amount of plastic (by weight) in
the product.

*According to the IEEE standard, verification of the post-consumer recycled plastic content (for the mandatory criterion) is based
on self-declaration of the supplier only.
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Item No. 4

DESKTOP Minimum technical requirements (related to sustainability)
PRINTER

Interoperability
e Cables/Connectors to be of standard formats (for example, USB 2/3.0, USB-C), or
computer/printer communication to be wireless. (Supplier to state standard connectors
used).

Energy efficiency
e Printer shall be equipped with energy management system including sleep/idle mode and
stand-by mode with a maximum power consumption of 3 Watt and 0.4 Watt respectively.
UNDP may request, at its sole discretion, results of tests conducted according to ISO/IEC
17025.

e Printer shall be equipped with a duplex printing (A4) function with a capacity of minimum of 24
PPM in duplex mode (Monochrome).

e Optional: The printer shall be configured with a duplex printing (A4) by default.

Consumables?*
e Compatible with EN 12281 compliant recycled paper.
e Printer shall not be designed (software- or hardware-wise) to prevent the use of
remanufactured toner and/or ink cartridges.

Durability and Design for repairability

e The product data sheet shall contain the expected lifetime (in total number of pages printed)
of the device offered.

e The device shall be designed in a way that allows any parts to be replaced throughout the
device’s lifetime without sending back to manufacturer. Bidder shall confirm availability of
exchangeable parts for a minimum of five (5) years after device delivery.

e Warranty covering 3 years?®

Use of post-consumer/industrial recycled plastics
e Optional®®: The device must include at least a 10% post-consumer or post-industrial
recycled plastics. (Supplier/Manufacturer to confirm compliance).

24For more information, see UNEP Sustainable Procurement Guidelines for Toner Cartridges & Ink.

% This is a recommendation in order to ensure product life at least for 3 years. Warranty conditions and considerations are further
described in previous section GENERAL REQUIREMENTS and may be supported either from manufacturer and/or contracted
supplier (may be distributor or consolidators).

% 3o far, neither the EU Ecodesign Regulations nor the EU GPP criteria for computers and monitors include requirements on
recycled plastic content (it was proposed, but finally withdrawn criteria). In contrast, EPEAT/IEEE, Blue Angel, Green Product Mark
and TCO ecolabel schemes have criteria for the content of recycled and/or bio-based plastics:

. Green Product Mark: minimum 10% Post-Consumer Recycled Content.

. EPEAT (required)*: minimum 2% of any combination of post-consumer recycled plastic, IT equipment-derived post-
consumer recycled plastic or bio-based plastic, measured as a percentage of the total amount of plastic (by weight) in
the product.

*According to the IEEE standard, verification of the post-consumer recycled plastic content (for the mandatory criterion) is
based on self-declaration of the supplier only.

29


https://s3.eu-west-1.amazonaws.com/cdn.unenvironment.org/s3fs-public/2020-10/UNSP_Product%2520Sheet_Toner%2520Cartridges_Basic%2520and%2520Advanced_All%2520regions.pdf?null=

United Nations Development Programme
Office of Procurement, Governance Team

Restricted or harmful substances
o Printers tested with OEM cartridge must meet the substance emission rate requirements
detailed in Blue Angel specification RAL-UZ 205.

Take-back of consumables (toner and/or ink containers and excess toner/ink)

e Supplier shall commit to be able to -if required and at corresponding cost- take back toner/ink
containers and modules once used, as well as excess toner/inks, either directly or through a
third party. Take-back programme shall remanufacture (preferrable), recycle and/or dispose
of these consumables in environmentally safe manner.

e In relation to the above, disposal and recyclability must follow one or more of the below
certifications as relevant:

o Blue Angel - Sets stringent environmental criteria for toner and ink cartridges,
including recyclability and waste management.

o Ecologo - Certifies toner cartridges that meet sustainability standards, including
proper disposal and material recovery.

o R2(Responsible Recycling) Certification - Ensures certified e-waste recyclers process
cartridges responsibly, dismantling components for reuse or recycling while
managing hazardous substances.

o EU Regulations:

= WEEE Directive (Waste Electrical and Electronic Equipment). Requires
manufacturers to implement take-back schemes for the collection and
recycling of ink and toner cartridges. Ensures safe processing of hazardous
materials.

= REACH Regulation (Registration, Evaluation, Authorization, and Restriction of
Chemicals). Governs the use of potentially harmful substances in toner and
ink to promote safer recycling and disposal practices.

e Bidders must provide appropriate documentation of the existence of a toner cartridge take-
back scheme, in accordance with relevant (one or more of the above certifications).

e Bidders must demonstrate the existence of appropriate information/instructions on handling
cartridges.

30



United Nations Development Programme
Office of Procurement, Governance Team

Item No. 4.2

SCANNER Minimum technical requirements (related to sustainability)

Interoperability
e Cables/Connectors to be of standard formats (for example, USB 2/3.0, USB-C), or
computer/printer communication to be wireless. (Supplier to state standard connectors
used).

Energy efficiency
Power saving modes:
e Sleep Mode Power Consumption: device should consume approx. 30% of energy during sleep
mode, compared to stand-by consumption.
e Quick startup function available

Duplex scanning function available

Use of post-consumer/industrial recycled plastics
e Optional?”: The device must include at least a 10% post-consumer or post-industrial recycled
plastics. (Supplier/Manufacturer to confirm compliance).

Durability and design for repairability
e The device shall be designed in a way that allows any parts to be replaced throughout the
device’s lifetime without sending back to manufacturer. Bidder shall confirm availability of
exchangeable parts for a minimum of five (5) years after device delivery.
e Warranty covering minimum 2 years?®

Item No. 5
MONITOR / Minimum technical requirements (related to sustainability)
SCREEN

Interoperability
e Cables/Connectors should have standardised formats (HDMI, USB, and DisplayPort).

Energy efficiency
e The device shall meet Energy Star, EU ErP Directive and/or IEC 62087 for energy consumption
of AV equipment.
e Standby power consumption shall not exceed 0.5 Watt.

27 30 far, neither the EU Ecodesign Regulations nor the EU GPP criteria for computers and monitors include requirements on
recycled plastic content (it was proposed, but finally withdrawn criteria). In contrast, EPEAT/IEEE, Blue Angel, Green Product Mark
and TCO ecolabel schemes have criteria for the content of recycled and/or bio-based plastics:

. Green Product Mark: minimum 10% Post-Consumer Recycled Content.

. EPEAT (required)*: minimum 2% of any combination of post-consumer recycled plastic, IT equipment-derived post-
consumer recycled plastic or bio-based plastic, measured as a percentage of the total amount of plastic (by weight) in
the product.

*According to the IEEE standard, verification of the post-consumer recycled plastic content (for the mandatory criterion) is based
on self-declaration of the supplier only.

28 This is a recommendation in order to ensure product life at least for 2 years. Warranty conditions and considerations are further
described in previous section GENERAL REQUIREMENTS and may be supported either from manufacturer and/or contracted
supplier (may be distributor or consolidators).
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e Device shallinclude an intelligent power management system (e.g., automatic power-off,
adaptative brightness, power saving mode / sleep mode, etc.)

Durability and Design for repairability

e Devices must be designed with a modular architecture, allowing easy removal and
replacement of key components (power supply, ports, backlights, screen).

e Device casings shall be easily removable without the use of specialised/proprietary tools, to
access key components.

e Devices must use standardised screws (e.g., Phillips-head or equivalent) to secure key
components, avoiding the use of adhesives when possible. (Supplier/Manufacturer to
confirm compliance and state deviations).

e Warranty covering 3 years?®

Design for recyclability
e The device must be designed for material separation at the end of life. plastic parts over 25
grams must me marked (in compliance with ISO 11469 and ISO 1043) using standardised
symbols.

Use of post-consumer/industrial recycled plastics
e Optional®: The device must include at least a 10% post-consumer or post-industrial recycled
plastics. (Supplier/Manufacturer to confirm compliance).

Restricted or harmful substances
o The laptops offered shall comply with EU RoHS, REACH, or equivalent internationally
recognised standard in restriction of harmful substances. (Supplier/Manufacturer to

confirm compliance and provide material safety data sheets).

2This is a recommendation in order to ensure product life at least for 3 years. Warranty conditions and considerations are further
described in previous section GENERAL REQUIREMENTS and may be supported either from manufacturer and/or contracted
supplier (may be distributor or consolidators).

%030 far, neither the EU Ecodesign Regulations nor the EU GPP criteria for computers and monitors include requirements on
recycled plastic content (it was proposed, but finally withdrawn criteria). In contrast, EPEAT/IEEE, Blue Angel, Green Product Mark
and TCO ecolabel schemes have criteria for the content of recycled and/or bio-based plastics:

. Green Product Mark: minimum 10% Post-Consumer Recycled Content.

. EPEAT (required)*: minimum 2% of any combination of post-consumer recycled plastic, IT equipment-derived post-
consumer recycled plastic or bio-based plastic, measured as a percentage of the total amount of plastic (by weight) in
the product.

*According to the IEEE standard, verification of the post-consumer recycled plastic content (for the mandatory criterion) is based
on self-declaration of the supplier only.
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5. Conclusions

This technical guidance aims at providing UNDP procurement practitioners with a framework to
implement practical sustainability considerations in ICT procurement processes. It addresses critical
areas such as energy consumption, hazardous substances, product lifetime extension, end-of-life
management, and socially responsible sourcing. The document provides actionable recommendations
and specifications tailored to key identified ICT product categories, as well as qualifications and general
requirements that would apply to the broader range of ICT products.

The sustainability criteria outlined includes certifications, requirements, specification-level criteria and
other sustainability measures at both general and product-specific level.
These align with UNDP’s sustainability commitments and the United Nations Sustainable Development
Goals effectively helping mitigate environmental, social and economic risks inherent to the ICT supply
chains.

The implementations outlined in this guide are fully applicable -and have been introduced already by
OPGT in the environment of the current global Long-Term Agreements (LTAs) with ICT Consolidators,
managed and supported by OPGT and which are open to UNDP Country Offices and other UN Agencies
to use. In local procurement processes -not addressing the referred international LTA or international
markets-, the outlined criteria shall be as well considered, although ultimately it may be adjusted if any
of it would impose a major restriction to sourcing from local markets.

Deriving from the mapping and analysis conducted in this guide, we further conclude in the context of
UNDP ICT procurement:

o UNDP and Beneficiaries shall dedicate continuous monitoring and efforts to identify, demand,
and foster environmental and sustainable performance/practices in the corresponding supply
chains. But this is not a responsibility held only at the Requisitioner side. Initiatives and criteria
contained in the UN Global Compact and specifically the UN Supplier Code of Conduct (that all
Bidders must adhere to) recognise supplier’s commitments to improve and implement
sustainable practices. Suppliers should be encouraged to provide solutions to reduce
environmental impact and minimise waste.

e Through the guide, distinct opportunities to advance sustainability efforts within ICT
procurement are outlined, covering from qualifications and certification levels of Vendors to
general and product-specific requirements, as mentioned. Such specifications and
requirements relate to concept areas, such as energy saving, production pollution, materials
use, and end-of-product life management, among others. Furthermore, they can also be
wrapped and inter-linked into more cross-functional initiatives and concepts. Circularity, for
example, represents an opportunity to increase the value of the items we procure, looking at
environment-respectful manners to extend the lifecycle of ICT equipment. It inter-links product
design, materials used, durability, upgradeability, reparability, as well as recyclability and
reusability of components at the end of the product life, or through take-back programmes.
Circularity, hence, integrates several actions, actors, and mechanisms to enhance
sustainability, which will improve not only the reduction of environmental footprint, but also the
“value for money” obtained, generating savings.
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e Recognising the complexities in global supply chains and the rapid evolution of the ICT industry,
including new technologies and market realities, UNDP and any Public Purchasing Organisation
shall benefit from an updated conceptual approach and continued attention to emerging
opportunities, as to ensure impactful measures. This involves decisions at
operational/procurement level, but even more at programmatic and policy levels. Project
planning and early decisions in terms of needs assessments and solutions design will be
determining in this sense.

e ltisprecisely the global nature of ICT manufacturing industry, its market structure, and its growing
global volume/share, that turn ICT procurement into a major opportunity for UN to implement a
vast array of measures and achieve relevant results re: sustainability.

o Related to the above, independent verification of sustainability criteria/reports/claims should
play a greater role in the future. Efforts conducted by companies must be objectively assessed
and verified. In this sense Standards and Certification Programmes play an important role in
upfront facilitating the inclusion of adequate criteria in procurement processes, as well as the
use of streamlined measures and mechanisms.

e Monitoring environmental compliance along the respective supply chains -including all actors-
still proves to be a considerable challenge, even for dedicated certifying Organisms.
Notwithstanding, it is a duty of UNDP to conduct due diligence to look beyond the Vendor itself
and assess the wider supply chain as possible.

e |Long Term Agreements provide a valuable source of industry knowledge, feasibility testing,
standards, limitations, and opportunities to better identify and assess environmental initiatives
within technology procurement. LTAs shared among the UN system are also an important tool to
streamline requirements, consolidate demand, and enhance the importance of UN as Purchasing
Entity, hence facilitating visibility of its values and criteria to be observed by industries and
markets. The LTAs provide as well a longer-term perspective that allows sustainability criteria to
be more effectively and impactfully introduced thanks to the aggregated demand effect, as well
as it facilitates harmonisation through the UN.

e Finally, procurement practitioners and leaders are encouraged to view this technical guide as a
practical tool for implementation and drive change within UNDP and its use of the global ICT
supply chains. By embedding these practices into procurement processes, UNDP can minimise
its environmental footprint, enhance social responsibility, and practice sustainable public
procurement at a significant scale.

34



United Nations Development Programme
Office of Procurement, Governance Team

Bibliography and references

Blue Angel. (2017). Computers and Keyboards, Basic Award Criteria. DE-UZ 78 (version 4).

Blue Angel. (2017). Mobile Phones, Basic Award Criteria. DE-UZ 106 (version 3).

Blue Angel. (2021). Office Equipment with Printing Function (Printers and Multifunction Devices). DE-UZ
219 (version 3).

European Commission. (2023). EU Green Public Procurement (GPP) Criteria for Computers, Monitors,
Tablets and Smartphones (version 1.1).

European Commission. (2021). Restriction of Hazardous Substances in Electrical and Electronic
Equipment (RoHS).

EPEAT/IEEE. (2018). "IEEE Standard for Environmental and Social Responsibility Assessment of
Computers and Displays"in IEEE Std 1680.1-2018 (Revision of IEEE Std 1680.1-2009),
doi:10.1109/IEEESTD.2018.8320570.

Krumay, B. and Brandtweiner, R. (2016). Measuring the Environmental Impact of ICT Hardware.
International Journal of Sustainable Development and Planning. doi:10.2495/SDP-V11-N6-
1064-1076.

TCO development AB. (2021). TCO Certified - Generation 9.

Teehan et al. (2013). Comparing embodied Greenhouse Gas Emissions of modern computing and
electronics products. Environmental Science & Technology.
https://pubs.acs.org/doi/10.1021/es303012r

The World Bank and ITU. (2024). Measuring the Emissions & Energy Footprint of the ICT Sector:
Implications for Climate Action. Washington, D.C. and Geneva.
https://documentsi.worldbank.org/curated/en/099121223165540890/pdf/P17859712a988805
41a4b71d57876048abb.pdf

Further UN references related to sustainable and/or ICT procurement:
e UN General Terms & Conditions for Contracts
e UN Supplier Code of Conduct
UNDP ICT Standards Policy
UNDP Practitioner’s Guide to Sustainable Procurement
UNDP Procurement for Sustainable Development Strategy 2022-2025
UNDP OPGT Global LTA for ICT Consolidators (Intranet)
UNEP Sustainable Procurement Guidelines for Toner Cartridges & Ink
UNEP Sustainable Public Procurement: How to Wake the Sleeping Giant! Introducing the
United Nations Environment Programme’s Approach

UNGM Sustainable Procurement Indicators

35


https://pubs.acs.org/doi/10.1021/es303012r
https://documents1.worldbank.org/curated/en/099121223165540890/pdf/P17859712a98880541a4b71d57876048abb.pdf
https://documents1.worldbank.org/curated/en/099121223165540890/pdf/P17859712a98880541a4b71d57876048abb.pdf
https://popp.undp.org/document/general-terms-and-conditions-contracts-goods-andor-services
https://www.un.org/Depts/ptd/about-us/un-supplier-code-conduct
https://popp.undp.org/policy-page/undp-ict-standards
https://popp.undp.org/sites/g/files/zskgke421/files/PSU_Procurement%20Overview_Practitioner%20Guide%20Sustainable%20Procurement.pdf
https://www.undp.org/sites/g/files/zskgke326/files/2023-04/UNDP%20Procurement%20for%20Sust%20Dev%20Strategy%202022-25.pdf
https://undp.sharepoint.com/teams/procurement/SitePages/Long-Term-Agreement-with-IT-Consolidators-for-the-Delivery-of-ICT-Equipment,-Systems-%26-Services(1).aspx
https://s3.eu-west-1.amazonaws.com/cdn.unenvironment.org/s3fs-public/2020-10/UNSP_Product%2520Sheet_Toner%2520Cartridges_Basic%2520and%2520Advanced_All%2520regions.pdf?null=
https://wedocs.unep.org/bitstream/handle/20.500.11822/37045/SPPWSG.pdf
https://wedocs.unep.org/bitstream/handle/20.500.11822/37045/SPPWSG.pdf
https://www.ungm.org/Shared/KnowledgeCenter/Pages/SustProcIndicators

United Nations Development Programme
Office of Procurement, Governance Team
D[P]
e United Nations Global Compact. A Guide to Traceability. A Practical Approach to Advance
Sustainability in Global Supply Chains

Other Eco-Labels and Standards applicable to ICT sustainable procurement:
e FEco-Labellndex
e Energy Star
e |SO 14001:2015 Environmental management systems
e SO 14024: 2018 Type | environmental labelling
e |SO 14025:2006 Type lll environmental declarations
e |SO 14044:2006 Life cycle assessment
e SO 45001:2018 Occupational health and safety management systems
e |SO 50001 Energy management
e Nordic Swan Ecolabel

36


https://unglobalcompact.org/library/791#:~:text=The%20guide%20presents%20practical%20steps%20for%20implementing%20traceability,resources%20and%20sustainability%20issues%20related%20to%20key%20commodities.
https://unglobalcompact.org/library/791#:~:text=The%20guide%20presents%20practical%20steps%20for%20implementing%20traceability,resources%20and%20sustainability%20issues%20related%20to%20key%20commodities.
https://www.ecolabelindex.com/ecolabels/
https://www.energystar.gov/
https://www.iso.org/standard/60857.html
https://www.iso.org/standard/72458.html
https://www.iso.org/standard/38131.html
https://www.iso.org/standard/38498.html
https://www.iso.org/standard/63787.html
https://www.iso.org/iso-50001-energy-management.html
https://www.nordic-swan-ecolabel.org/

United Nations Development Programme
Office of Procurement, Governance Team

Annex 1. Take-back programmes considerations

Currently, there are several approaches in UNDP towards end-of-life proceedings for ICT equipment,
which may involve most typically to sell, donate or dispose.®' While different scenarios may imply
different considerations, criteria fostering circular economy concepts such as refurbishment and
remarketing shall be increasingly considered. For example, take-back programmes32 provide a new
perspective to achieve benefits and reduce environmental impact from ICT procurement and use. We
hereby note key aspects to consider:

e Preparedness of the local market

The success of take-back programmes in ICT procurement processes heavily depends on the readiness
and capability of the local market to support these, for example:

- Infrastructure: availability of local certified recycling facilities and efficient collection systems
for retrieving end-of-life ICT products (drop-off points/logistics services).

- Local providers’ capacity: local providers should have the expertise to implement take-back
programmes, including secure data wiping,*® repair, refurbishment, separating by component
and recycling.

- Regulatory and enforcement framework: national e-waste laws and enforcement mechanisms
must be in place, to provide guidance, ensure accountability and prevent unsafe informal
practices

In case of limited local market capacity, the organisation should consider alternative options such as
donation to NGOs/national beneficiaries (with due consideration to data protection policies), or
tendering for take back services from international providers.

e Economic sustainability

To ensure long-term viability of take-back programmes, these should be economically viable for suppliers
and local stakeholders, as well as not overly time-consuming for the end-user in comparison to simply
buying and recycling the device.

When suppliers compose their offers for take-back programmes, basic costs they consider include:

1. Collection and logistics costs: equipment location, freight rates, custom duties into supplier’s
market (if used equipment is exported for re-use or recycling).

2. Sorting & processing costs: cost of labor in supplier’s market; supplier’s own refurbishing
facilities vs. outsourcing.

3. Admin and reporting costs: service performance, audits, obtention of permits, tracking, etc.

Furthermore, the supplier would take into consideration:

1. Expected share of the equipment that could be refurbished.
2. Expected share of the equipment that could be successfully sold upon refurbishment.

31 https://popp.undp.org/policy-page/undp-ict-standards.

32 Essentially refer to schemes designed to retrieve goods at end-of-life from a customer and either refurbishing and remarketing
or disposing of such goods, in an environmentally sound manner.

33 As per UNDP’s ICT Standards Policy, equipment containing storage media shall be checked to ensure any sensitive data or
licensed software has been removed or securely destroyed prior to disposal.
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3. Expected profit margin of selling refurbished equipment.

e Procurement for UNDP’s internal use vs. Project use

- When procuring equipment to be used by UNDP HQ or UNDP Country Office (internal
procurement): a framework with UNDP ICT Consolidators LTA holders for take-back
programmes may involve:

o Inclusion of an additional line item for a take-back programme in RFQ/ITBs.

o Within line item, define pricing policy (i.e., depending on the volume, scope, requested
purpose of the take-back - recycling vs. refurbishment — and location of the ICT
equipment, bidders should be requested to provide either a quote, or a discount on the
total order, as part of their submission).

o Compliance with the take-back programme may be considered within the technical
evaluation or put forth as an option to be exercised at the buyer’s discretion.

- When procuring equipment to be transferred to Beneficiaries (i.e. Project procurement):
Implementing a take-back programme in Project contexts -where typically the equipment is
transferred to the Beneficiary- remains more challenging. Given the nature of projects supported
by UNDP (i.e. transfer of ownership, project cycles, etc.), it may be difficult to include take-back
schemes in the same solicitation where items are being procured. Two approaches may be
considered in this sense:

o Introduce a clause in solicitation documents for suppliers to confirm their capacity to
retrieve ICT equipment at end-of-life should this be needed, to be triggered if needed by
UNDP Country Office or even by the Beneficiary.

o Consider retrieval services as a separate/ stand-alone activity for which the CO would
tender for retrieval services ad-hoc.

In any case, awareness campaigns among the end-users would enhance the ratio of equipment
recovered, especially when considering large deployments of ICT equipment to the civil population, such
as tablets or laptops for digitalisation and educational purposes. In such cases, the recovery of the
equipment will largely depend on the end users’ collaboration, beyond the Beneficiary’s capacities.

Overall, tender documents for take-back services should reflect a comprehensive operational workflow
and roles, including Supplier obligations for collection arrangement (accessible drop-off points or
supplier-facilitated collection services at agreed location), transportation, recycling, or refurbishment of
devices. Bidders should provide detailed reports on the quantity and treatment of returned ICT
equipment, as well as end-destination of such equipment.
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Annex 2. SLA template (example for reference)

DISCLAIMER: This template has been developed by OPGT and can serve as a base example for an SLA,
incorporating different sustainability considerations. However, it should be noted that this is not a UNDP
Corporate template, and it should always be adapted to each particular Project needs.

*Words marked in blue shall be tailored to each ICT procurement case.

SERVICE LEVEL AGREEMENT BETWEEN SUPPLIER NAME AND UNDP
PROCUREMENT OF ITEM NAME FOR REGION/COUNTRY - PO REF. NUMBER

FOR CONTRACTED SERVICES INCLUDING EXTENDED WARRANTY SUPPORT AND
PROVISION OF TECHNICAL SUPPORT LOCALLY

1. Introduction

This document constitutes the Annex number of Purchase Order (PO) number, established between
UNDP and Supplier Name (The Supplier) on DD/MM/YYYY, constituting an integral and indivisible part
of that PO/Contract. The purpose of this document is to reflect and stipulate the details of the Technical
Support Services being contracted with the Supplier, responding to the requirements established in the
RFQ/ITB ref. number including amendments, the supplier’s offer and subsequent clarifications and
correspondence maintained.

The Supplier is the only and overall responsible for the provision of services as indicated in the referred
PO, including service level, responsiveness, and quality of the support to be provided.

The responsibilities of the Supplier involve the supply of the requested items, warranty, and technical
support services, as follows:

e The Supplier must provide the contracted item/s, according to the specified requirements, and
deliver the items to Incoterms 2020, agreed location (e.g. end-user’s warehouse) in Region,
Country within the timelines stipulated in the purchase order. The spare units and spare parts
allocated to this project though will be delivered by the supplier to the local partner’s premises
directly, under their entire responsibility.

e The Supplier must provide warranty and technical assistance services for the equipment
supplied, which will be delivered through the local technical partner established in Region,
Country (Local Partner Name), under the entire responsibility of the Supplier.

e The equipment is covered by the manufacturer’s warranty for a period of X year/s plus extended
local warranty support during the first/second/etc. year.

e The warranty and technical support service period will commence as of DD/MM/YYYY for the
entire quantity of equipment supplied under PO ref. number.

e The supplier will provide all necessary licenses and certificates that confirm that the end-user

will receive X year/s of warranty, including X year of local technical support service from the
manufacturer and the supplier.
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e The supplier will provide on-site training services to X technicians from the end-user.
2. Details of warranty and technical support services

The Supplier will provide warranty and technical support services during the requested period through its
local partner’s operations/technical support centre in City, which should maintain at all times the
necessary resources and spare parts (minimum stock of X equipment) to ensure effective and timely
provision of the technical support service.

Supplier’s local partner nominated for this project is Name, located in City:

[insert contact details here]

Local Partner will repair all the devices from their central premises in City. The end-user will provide the
logistics through their partner Name, ensuring delivery of equipment to be repaired to Local Partner’s
facilities and delivery of repaired/replaced items back to the agreed location, and cover the related
logistics costs.

Response levels and resolution times required for issues covered by technical service and
warranty

e |mmediate assistance by telephone or e-mail during regular business hours (Monday to Friday
from 8 am to 4 pm at least, except for public holidays):
o Helpdesk phone numbers: XXXX
o Emailaddress: XXXX

e Number business-day guarantee to repair the unit/s upon receipt of the request;

o The supplier commits to attempt repairing/upgrading the equipment at first instance
instead of substituting it. Replacements shall only to be conducted if the defective
equipment cannot be repaired.

o Incase unit/s cannot be repaired, the unit/s must be replaced and delivered back to the
agreed location within the same five business-day period. Replacements must be of
the same brand and specifications as the defective unit, and they must contain the same
software installed in the defective unit.

o The resolution times will start counting from the moment that the devices are delivered
to Local Partner’s facilities [by Local Logistics Partner], and the issues will be
considered as resolved at the moment that the repaired/replacement laptop is ready for
Local Logistics Partner’s pickup at Local Partner’s facilities.

o Local Partner must record in their Log Management System the exact date and time of
receipt of the laptops sent by Local Logistics Partner for repair, and the exact date and
time when the repaired/replaced laptops are made available to be picked up by Local
Logistics Partner.

o The local partner’s personnel must strictly observe the response / assistance/
replacement times specified in the present SLA.

e The supplier will respond to any and all queries channelled through direct phone calls on the

Service Provider’s landline, cell numbers, text messages, chat, e-mails and direct
communications from UNDP and/or the End-user.
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In case of recurrent issues affecting the same part/component of the equipment, the Supplier
commits to replace completely the equipment, at the second occurrence or maximum at the
third occurrence without further delay.

Process workflow to request for warranty and technical support, and operational arrangements for
resolution of issues that cannot be resolved remotely or onsite

Once a device defect orissue has been identified, the user will create a ticket [state platform
allocated for this purpose and login instructions, if any].

Once the ticket has been generated by the user, [state steps to follow and relevant contact
information].

Within a maximum of XX hours from the moment of receipt of the email from the focal points,
Local Partner will share the ticket number through the same email chain. The focal points will
register Local Partner’s ticket number on XXX, for tracking purposes.

For cases that cannot be resolved remotely or onsite, the defective equipment will be sent for
repair to Local Partner’s facilities through the Local Logistics Partner services.

The shipping label will be sent to the user through the [state platform]. The user will print the
label, pack the equipment, attach the shipping label onto the parcel, and drop it off at the nearest
Local Logistics Partner office, from where it will be shipped to Local Partner’s facilities in City.

Once the parcel has been received by Local Partner, their technicians, in coordination with
Manufacturer, will determine whether the equipment can be repaired or needs to be replaced.

As stated in the previous section, resolution times will start counting from the moment that the
devices are delivered to Local Partner’s facilities by Local Logistics Partner, and the issues will
be considered asresolved atthe moment that the repaired/replacement device is ready for Local
Logistics Partner’s pickup at Local Partner’s facilities. From the moment of receipt of the
device, Local Partner will have a maximum of X business days to repair or replace it and notify
Local Logistics Partner that the equipment is ready for pickup. Local Partner shall record in
their Log Management Tool the exact date and time of the notification to Local Logistics Partner,
in order to prove compliance with the resolution times contracted.

All equipment will be shipped to and diagnosed at Local Partner’s central facilities in City.

As soon as the repaired or replacement equipment is ready, Local Partner will notify the
designated focal points at Local Logistics Partner to collect the devices from their facilities and
ship them back to the user.

In all cases, logistics and insurance related costs will be entirely borne by the Beneficiary,
through their partnership with Local Logistics Partner. Local Partner will not be requested to
pay for the shipping costs for the collection/return of equipment from/to agreed location.

In case that a high number of similar issues is reported within the same agreed location/area,

Local Partner’s technicians will be requested to be deployed to those agreed locations/areas
and assess/resolve the issues onsite.
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Service provider’s conduct and values

The local partner’s personnel assigned to this project must display at all times the highest level of
professionalism, proactivity, client and service-orientation, timeliness in executing assigned
responsibilities, strong communication and interpersonal skills, honesty and integrity.

The end-user’s focal points must be treated with due respect at all times, regardless of their gender,
background, religion, age, etc. The service provider’s staff must be polite, patient and empathetic in all
communications/interactions with the focal points from the Beneficiary.

Both Supplier and Local Partner, as well as all of their staff and partners, are required to accept and
comply with the UN Supplier Code of Conduct, which can be found on the following link:
https://www.un.org/Depts/ptd/sites/www.un.org.Depts.ptd/files/files/attachment/page/pdf/unscc/con
duct_english.pdf.

Insurance and liability

In compliance with the requirements in the UNDP General Terms and Conditions (GTC) for contracts
(https://www.undp.org/content/undp/en/home/procurement/business/how-we-buy.html) - Terms of
Contract section, bullet point number 5), and without prejudice to any of the provisions stipulated
therein, Supplier/Local Partner must have a comprehensive insurance policy covering all their
personnel, including transport-related risks, which must also cover any loss or damage that may be
caused by the suppliers ’staff or any subcontractors to the end-user’s premises/facilities/assets when
performing their tasks. No claims shall be redirected to UNDP. All insurance-related clauses included in
the GTC apply equally to UNDP and to the Beneficiary.

Reporting

e During the extended warranty and technical service provision stage, the supplier shall submit
monthly summary reports of received, resolved, pending and closed issues to the end-user and
to UNDP. The reports must indicate accurate dates of receipt of equipment at Local Partner’s
premises and accurate dates of notification to Local Logistics Partner of goods ready for
pickup.

e Supplier/Local Partner will grant the end-user’s focal points access to the Log Management
Tool, so they can consult and track at any time the status of the requests for support submitted.

e All summaries and reports, as well as the Log Management Tool, will be based on the serial
number of the devices.

Spare parts

Supplier willallocate to this project at least XX spare devices for hot swaps. This minimum stock of spare
devices must be maintained and securely stored at Local Partner’s premises during the entire duration
of the warranty period, under the responsibility of Supplier.

If during the contract implementation the percentages of spare devices prove to be insufficientto comply

with the requested resolution timelines, Supplier commits to increase those percentages as necessary,
should this be required by UNDP.
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Supplier’s dedicated resources to the contracted services

Supplier Project Manager:
Name: XXXX

Tel. XXX

Email: XXX

Local Partner Project Manager:
Name: XXXX

Tel. XXX

Email: XXX

Local Partner dedicated Senior Technician:
Name: XXXX

Tel. XXX

Email: XXX

All the support technicians involved in this project shall comply with the minimum qualifications
requested in the RFQ.

Escalation mechanism

A service request shall be escalated at any time by the end-user focal points, regional technician or any
other representative from the Beneficiary or from UNDP, in case the response provided by the call
centre/helpdeskis not deemed effective. Such escalation may be channelled by communicating directly
with the managers at Local Partner and in second instance with the Manufacturer managers. If the
issues are not successfully resolved, Supplier’s management should be contacted, as shown in the table
below:

Level |Contact Name Title Phone E-mail

1
2
3

Liquidated damages / service penalties

If the Supplier fails to provide the requested services within the deadlines stipulated in the RFQ
document, in the Purchase Order and in this SLA, the Purchaser shall, without prejudice to its other
remedies under the contract, including UNDP General Terms and Conditions, deduct from the Purchase
Order price, as liquidated damages, the following:

- During the extended warranty and technical service provision stage, liquidated damages will be
applicable for every XX days of delay in the provision of the service beyond the agreed resolution
timelines (USD XX per device).

- In case that additional spare units are deemed necessary but not supplied or seriously delayed
causing disruption of the Project, UNDP may also charge liquidated damages in the same
amount as stated above, measuring delays from the moment of disruption as reported by the
end-user.
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Resolution timelines and process workflow during the second year of warranty period (i.e.
liquidated damages / service penalties)

During the manufacturer’s warranty period (i.e. 2nd year of warranty of period), resolution time is
expected to be within XX-XX days, and the claims will be channelled directly by the user through the same
local partner (i.e. not directly through the manufacturer), same as during the Technical support period
described above.

The user will deliver or send the faulty equipment to Local Partner's premises in City through the
designated logistics partner.

Telephone support should be available for warranty-related consultations/enquiries.

UNDP Supplier
Signature: Signature:
Name and Title: Name and Title:
Date: Date:
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