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The war in Ukraine continues to affect the Republic of Moldova in multiple and unpredictable ways. As
Moldova is currently the target of a high-intensity hybrid war, the cyberattacks on public institutions,
services, and infrastructure became more frequent and severe. The cyber incidents from 2023 on
Governmental communication network and services, exemplify the critical security gaps and the urgency
for enhanced cybersecurity measures that can protect sensitive information and ensure the integrity of
digital infrastructure within the country. Without significant interventions and upgrades, cybersecurity
vulnerabilities pose a persistent risk to the national and human security while the public institutions will be
unable to provide a comprehensive and immediate response and adequate protection. The MoJ and
associated agencies are, therefore, in stringent need of assistance to develop and enhance their defense
against the cyberattacks and other malicious cyberactivity.

The overall objective of this Action is to strengthen the cyber resilience and security of Moldova's public
sector, specifically targeting the Ministry of Justice and associated agencies, to protect against cyber threats
and ensure the uninterrupted delivery of critical services essential for human security.

This initiative aims to create a robust cybersecurity framework that not only protects against immediate
threats but also ensures the long-term security and resilience of Moldova's public sector, thereby
safeguarding the essential services that underpin human security.

The interventions will be built around three pillars, as follows: (i) Develop and implement internal
cybersecurity policies and protocols; (ii) Upgrade the existing ICT environment to the latest
technologies and standards; (iii) Enhance the cyber capacities of staff.
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l. |. DEVELOPMENT CHALLENGE

Situation Analysis

The war in Ukraine continues to affect the Republic of Moldova in multiple and, at times,
unpredictable ways and has significantly increased the country’s political, economic, social, security
and environmental fragility. The complex geopolitical situation poses security and economic threats,
further aggravated by internal vulnerabilities, limited institutional capacities, and societal divisions.

Moldova is at a tipping point where the protracted regional security crisis and country’s energy
vulnerability could derail the development trajectory, and drastically increase human insecurity of
people in Moldova, whether Ukrainian refugees, third-country nationals, or Moldovan citizens. In a
worst-case scenario, the challenging domestic situation, fuelled by the geopolitical divide of
Moldovan society and country’s energy vulnerability, has the potential to lead to social tensions or
even civil unrest. The strong anti-war stance of the Moldovan Government and the opening of the
Moldova-EU accession negotiations in June 2024 are attracting unwanted foreign interference
aiming at destabilizing the situation in the country, disrupting the delivery of essential services, as
well as influencing the political decision making and electoral processes through mis/disinformation,
illicit financing of political actors and cyberattacks.! Considering the highly polarized context of the
2024 presidential elections and EU integration constitutional referendum, the risks of cyberattacks
aimed at destabilizing the critical infrastructure and governmental services are expected to increase
as Moldova enters in a new round of parliamentary elections in 2025.

As Moldova is currently the target of a high-intensity hybrid war, the cyberattacks on public
institutions, services, and infrastructure became more frequent and severe. The cyber incidents from
2023 on Governmental communication network and services, aiming to disrupt MoJ activity, extract
critical information held by the MFA before the European Political Community Summit or to disrupt
public portals of energy suppliers, exemplify the critical security gaps and the urgency for enhanced
cybersecurity measures that can protect sensitive information and ensure the integrity of digital
infrastructure within the country.

“Cybersecurity failure” is believed to become a critical short- and medium-term threat to the world.?
With fast developing tools and emerging new technologies damages produced by cyberattacks
could reach enormous amounts. Increasingly relying on technologies to manage various processes
and interactions creates a more complex cyberthreat landscape and a growing number of critical
failure points. While the use of various technologies can increase the efficiency, quality and
productivity, they also expose users to elevated and pernicious forms of digital and cyber risks.

Cybersecurity vulnerabilities not only threaten immediate operational continuity of public entities but
also hinder long-term development goals of Moldova. Protecting critical sectors as justice, energy
or foreign policy sectors from cyber threats is essential for sustainable development, enabling
resilient conditions and infrastructure that supports economic activities, public services, and overall
societal well-being. Thus, without significant interventions and upgrades, these vulnerabilities pose
a persistent risk to the national and human security while the public institutions will be unable to
provide a comprehensive and immediate response and adequate protection.

In the context of continuing onslaught of attacks on the cyberspace, the National Security Strategy
of Moldova,?® approved in December 2023, recognizes the cyber risks as one of the key categories
of security risks capable to affect the country through cyberattacks on national critical infrastructure
or public and private institutions. At the same time, the aging/outdated IT infrastructure of public
institutions and low level of cyber hygiene of civil servants and general population are listed as the
key vulnerabilities in the cyber field. To address these risks and vulnerabilities, the national security

1 https://www.osce.org/files/f/documents/9/d/578815 0.pdf
2 World Economic Forum, The Global Risks Report 2022
3 https://presedinte.md/app/webroot/uploaded/Proiect%20SSN _2023.pdf
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strategy sets strengthening the cybersecurity and resilience as one of the key priorities for the
country.

Understanding that cybersecurity is critical for a functioning state and public trust, the Government
introduced regulatory and policy measures on cybersecurity to harmonize with EU protocols. The
Moldovan Cybersecurity Act, partially transposing Directive (EU) 2022/2555, will enter into force on
January 1, 2025, establishing a competent authority (Cyber Security Agency) and a CSIRT.
However, Moldova’s cybersecurity implementation and capacity have not kept pace with policy
development, due in part to a fragmented cybersecurity ecosystem, a shallow cybersecurity talent
pool, and gaps in government technical capacity.*

The justice sector in Moldova is of particular concern due to its heightened risks to cyberattacks in
the current geopolitical climate. Digital transformation is essential for the justice sector to stay
relevant and effective. The Ministry of Justice (MoJ) is responsible for developing and maintaining
a diversified digital ecosystem, aligned with the justice system reform efforts — a critical reform for
the EU integration process. However, Moldova's justice governance system heavily relies on
outdated systems and technologies which amplifies the risk of exploitation of cybersecurity
vulnerabilities exacerbated by a highly volatile regional security context. The existing aging systems
lack necessary security capabilities, leading to security breaches that disrupt the activity of justice
institutions and affect the public trust in their capacities to deliver on their mandates. Furthermore,
should the listed risks materialise, these may impact the personal safety, mental health, professional
reputation, career growth of men and women whose data are included or processed by the justice
sector digital ecosystem, whether these are staff working within the Ministry and justice chain
institutions, lawyers, future and current judges and prosecutors, clerks enrolled in the professional
training provided by the National Institute of Justice (NIJ), detainees, subjects of probation,
beneficiaries of state guaranteed legal aid. Women are in particular vulnerable to these threats,
whereas women detainees, constituting 15% of prison population in Moldova, face heightened
stigma and discrimination, affecting their reintegration into society. Women working in the justice
system, constituting 40% of workforce and 60% of the students in the NIJ initial and in-service
training programs, are also at risk. They may experience higher susceptibility to professional
reputation damage, including in their current and future roles in the justice system, increased
vulnerability to workplace harassment and discrimination, as well as exposure of personal data
which may impact their personal safety.

Additionally, the opening of EU negotiations process implies higher degrees of information protection
mechanism and systems in the interest of national security. Thus, increasing cybersecurity maturity
and supporting security architecture at the MoJ headquarters are key to achieving long-term goals
and implementing robust information security processes and protocols. The upgrade of
cybersecurity capabilities can help the MoJ to exercise the mandate in promoting the justice sector
reforms and follow EU integration aspirations by managing critical operations and data through a
secured IT infrastructure, as well as increase the transparency, integrity and efficiency of the
organization.

However, the public sector in Moldova faces significant financial constraints that impede the
implementation of comprehensive cybersecurity measures. These limitations are compounded by
complex regulatory environments that require substantial resources to navigate. Often, the
allocation of funds for cybersecurity competes with other critical needs, leading to insufficient
investment in necessary security upgrades and maintenance.

The MoJ and associated agencies are, therefore, in stringent need of assistance to develop and
enhance their defense against the cyberattacks and other malicious cyberactivity. UNDP Moldova
and INL supported the ministry to enhance the cybersecurity infrastructure of the institution at the
primary level. A cybersecurity audit of the MoJ and its subordinated agencies assessed the internal
security frameworks related to processes, technology (hardware/software/applications) and staff
capacities/resources and provided recommendations for ICT and Information Security development
options designed to strengthen the cybersecurity capacities of the MoJ. Six packages of

4 USAID, Moldova Digital Ecosystem Country Assessment, 2022
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hardware/software assistance have been defined to incrementally progress from basic/immediate
to advanced capabilities and ensure an optimal cybersecurity set-up. However, the needs identified
exceeded the capacity of the support provided with U.S./INL funding.

The external funding currently available to support enhancing the cybersecurity and resilience of the
country is focused mainly on soft assistance, i.e. policy formulation, developing an enabling legal
environment or capacity building and education. A particular area of interest for external assistance
is strengthening the cyber security of energy, security sector institutions and armed forces. At the
same time, there is limited assistance, including for strengthening the physical cyber infrastructure,
targeting specific line ministries such as the Ministry of Justice, based on their specific mandate and
needs. Therefore, the support of the Government of Japan will be channelled to complement the
ongoing cybersecurity interventions, conducted by UNDP in the targeted line ministry, and will help
protect critical governance reforms in justice sector, maintain stability, and support sustainable
development, thereby safeguarding the well-being and safety of the population against the negative
consequences of the malicious cyberactivity affecting Moldova.

1. STRATEGY

There is growing evidence that justice systems contribute to sustainable development and inclusive
growth. The accessibility and efficiency of justice services directly affect the way legal disputes are
resolved, government accountability is promoted, and businesses’ decisions to invest and enter
contractual relationships.® In line with these, the Republic of Moldova has committed to “promote
the rule of law at the national and international levels, and ensure equal access to justice for all”, as
part of the Sustainable Development Goal (SDG) #16.

In the context of regional geopolitical uncertainties, this Action will play a pivotal role in ensuring the
security and resilience of Moldova. By upgrading the critical hardware and software infrastructure,
configuration of relevant cybersecurity services, collaboration in the implementation of cybersecurity
policy/regulatory framework in the targeted institutions, capacity building on digital literacy, cyber
hygiene, and ICT security for the MoJ and its subordinated institutions staffers, this Action will
support the creation of a comprehensive cybersecurity framework, that is also responsive to the
needs and mitigates specific risks faced by men and women, within the Ministry of Justice and
satellite agencies, enabling a coordinated and effective response to cyber threats.

While the Action will address the capacity and infrastructure needs to ensure cybersecurity in
referred area of service, it will also cooperate and complement the work of other international
partners in the sector including EU and USAID, that mainly have specific focus to improve the
policies that governs the cybersecurity in general.

The interventions proposed through this action will organically link with and complement the support
previously provided by the Government of Japan to advance digital transformation and technological
progress in various sectors (agriculture, law enforcement) in Moldova, as well as will build on
UNDP’s work in enhancing cyber resilience and security of the Ministry of Justice.

In the longer-term, the action will support transformative change by strengthening Moldova’s
resilience and protection to malicious cyber activity. The current security crisis in Ukraine has the
potential to have longer-term implications for Moldova’s development. The action will also address
the medium- to long-term needs of the targeted institutions, through developing internal capabilities
and building knowledge and skills to promptly react and respond to cyberthreats. The specific needs
of women will be a key priority in a context where women are often underrepresented and perceived
as playing a marginal role in cybersecurity. Thus, the project will actively address possible gender
imbalances or influences by identifying barriers that hinder women’s participation in the field and

5 Understanding Effective = Access to  Justice  (Workshop Background Paper,  April 2016),
http://www.oecd.org/gov/Understanding-effective-access-justice-workshop-paper-final.pdf
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challenging stereotypes that limit women’s roles in the sector. Additionally, efforts will be made to
ensure that Project activities engage both men and women and reflect balance and inclusion.

THE THEORY UNDERPINNING THE PROPOSED PROJECT IS:

IF the Ministry of Justice and its satellite agencies receive support to develop and implement internal
cybersecurity policies and protocols, upgrade their existing ICT environment to the latest
technologies and standards, and enhance the cyber capacities of their staff,

THEN the cybersecurity and resilience of the Ministry will be improved through reduced vulnerability
to cyberattacks, enhanced data protection and improved incident response,

BECAUSE these critical elements (policies, technology upgrades, and staff training) will create a
comprehensive and sustainable cybersecurity framework, which will support an advanced level of
cybersecurity for the Ministry's operations, ensuring that they can continue to function securely and
efficiently even in the face of evolving cyberthreats.

Human Security approach

Guided by UN General Assembly Resolution 66/290 this project has identified a widespread and
cross-cutting challenges to the survival, livelihood and dignity of the people in Moldova. As indicated
above, the compound crises that the country is experiencing is affecting all dimension of the human
security framework (political, community, personal, economic, food, health and environmental).

In this context, personal security and community security have been identified as the most
pervasive and inter-connected insecurities that have potential entry point for positive multiplier
affects across all other dimensions.

The continuity and reliability of critical services are fundamental to human security. By protecting
these services from cyberthreats, the initiative helps to maintain public trust and confidence in the
government's ability to provide essential services. This, in turn, contributes to the overall stability
and security of society.

Furthermore, this project is guided by the following fundamental principles:

e People-centered: the project is considering the broad range of conditions that challenge
people and their communities, particularly those who are most vulnerable, which the project
will continuously assess to ensure how different communities, groups and people are
experiencing different type of threats and vulnerabilities.

e Gender responsive: the project recognizes and addresses the unique conditions and
challenges faced by women and men, ensuring that specific challenges faced by women, are
prioritized. Guided by consultations with national stakeholders, including women'’s groups and
gender experts, the project will observe that policies and interventions reflect the specific risks
and vulnerabilities faced by women. Additionally, the solutions aiming to mitigate the impacts
of crises to be developed as part of the action, will be designed with a gender lens.

e Comprehensive: the project recognizes the complexity and interconnected nature of the
challenges that confront people in Moldova and will focus on core insecurities (community,
personal) that have multipliers affects across all other dimensions.

o Context-specific: the project recognizes that risks to the human condition vary considerably.
It is guided by consultations with national stakeholders and will continue to promote national
ownership through the integration of the findings into the policies and interventions wherever
possible.

e Prevention-oriented: the project is tackling solutions to help mitigate the impact of the
ongoing compounded crisis in Moldova. By strengthening the resilience of people,
communities and institutions, it will also prevent, and better prepared, communities for future
challenges.
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Protection and empowerment: Each of the three inter-connected pillars of this project will combine
top-down protection and bottom-up empowerment measures, which brings a wide range of
stakeholders based on their comparative advantages in addressing the insecurities of the target
population and leverage factors of resilience at all levels. Through this project, the advancement of
human security in Moldova will give rise to more tangible and sustainable results that
comprehensively address root causes and drivers behind current and emerging challenges, identify
priorities based on the actual needs, vulnerabilities and capacities of the targeted institutions, and
advance solutions that strengthen the protection and empowerment of all peoples and communities.
The combination of these elements will help bolster actions taken by the UNDP, the Government
and other actors to build resilience, prevent crises and support people’s aspirations to be free from
fear, want and indignity.

Humanitarian — Development — Peace Nexus

The humanitarian-development-peace nexus is a recognition that complementary, coordinated and
coherent approaches between humanitarian, development and peace actors are required to tackle
the multi-risk, multi-dimensional challenges that the country is experiencing. UNDP Moldova is
working closely with the UN entities and other humanitarian stakeholders to meet the specific needs
caused by the impact of the war in Ukraine on Moldova, including through the Regional Refugee
Response Plan (RRRP). With this project, UNDP ensures that humanitarian assistance is
complemented by development efforts across the core insecurities (Community, People) to protect
and maintain vital systems, structures and a capacity to support Moldova'’s resilience.

M. RESULTS AND PARTNERSHIPS

The overall objective of this Action is to strengthen the cyber resilience and security of Moldova's
public sector, specifically targeting the Ministry of Justice and associated agencies, to protect
against cyber threats and ensure the uninterrupted delivery of critical services essential for human
security.

This initiative aims to create a robust cybersecurity framework that not only protects against
immediate threats but also ensures the long-term security and resilience of Moldova's public sector,
thereby safeguarding the essential services that underpin human security.

The interventions will be built around three pillars, as follows:

1. Develop and implement internal cybersecurity policies and protocols: Establishing
robust cybersecurity policies and protocols will provide a clear framework for protecting
sensitive information and managing cyber risks, closely observing that these do not
unintentionally create barriers for women employees. This includes guidelines for data
protection, incident response, and regular security audits.

2. Upgrade the existing ICT environment to the latest technologies and standards:
Modernizing the ICT infrastructure ensures that the Ministry's systems are equipped with
the latest security features and are resilient against emerging threats. This might involve
adopting advanced encryption methods, implementing secure cloud solutions, and
ensuring compliance with international cybersecurity standards.

3. Enhance the cyber capacities of staff: Providing ongoing training and development for
staff of the Ministry of Justice and subordinated institutions, considering the differences in
cybersecurity knowledge or training needs between men and women staff will empower
them with the knowledge and skills needed to recognize and respond to cyber threats
effectively as well as support career advancement opportunities in cybersecurity roles for
women personnel. This includes regular cybersecurity awareness programs, specialized
training for IT personnel, and simulations of cyberattack scenarios.

By embedding cybersecurity practices into the daily operations of the Ministry of Justice and its
agencies, the initiative promotes a culture of vigilance and proactive defense against cyberthreats.
This cultural shift is crucial for sustaining long-term cybersecurity resilience.
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Output 1: Develop and implement internal cybersecurity policies and protocols

The rapid evolution of digital technologies has brought about unprecedented opportunities but also
significant risks, particularly in the realm of cybersecurity. Considering these challenges, it is crucial
for institutions, especially those responsible for justice and governance, to strengthen their
cybersecurity capacities. In this context, supporting the development and implementation of a set of
cybersecurity institutional policies, procedures, and regulations for the Ministry of Justice and its
subordinated agencies is essential not only for safeguarding sensitive data but also for ensuring the
integrity, transparency, accountability and efficiency of the justice system, as well as safeguarding
digital infrastructure used in legal processes against disruptions.

Regulations, such as the establishment of the security policy framework, risk management and the
implementation of ICT service continuity measures, are fundamental to preventing and minimizing
the potential impact of cyber threats, beginning with the Ministry of Justice and extending throughout
its network of subordinated institutions.

Activity 1.1: Conduct a prioritization exercise of required cybersecurity policies, regulations withing
the Ministry of Justice and the network of its subordinated institutions

The project intends to assist the Ministry of Justice and the network of its subordinated institutions
with the mapping of current cybersecurity framework and identifying the gaps, specific needs,
vulnerabilities in the context of alignment with national and international standards and prioritizing
the most important policies, procedures, and regulations for immediate implementation.

Activity 1.2: Develop tailored cybersecurity policies and regulations (internal procedures) in
alignment with national and international standards

Building on the findings of the mapping and prioritization exercise, the Ministry of Justice and the
network of its subordinated institutions will be assisted in elaboration of a comprehensive set of
cybersecurity policies and procedures, aligned with relevant national and international standards.
The project will closely observe that for the Ministry of Justice the documentation to be developed
is not duplicating the framework developed as a result of the cybersecurity audit. Hence the
additional documents will be conceptualised to follow the principle of complementarity so as to
support the implementation of the vision of a ministry with enhanced cybersecurity capacities, and
will address such areas as: back up & recovery process, e-mail archive, network client’s
authorisation, data security, etc., whereas for the subordinated institutions the policies framework
will be designed to ensure the top down approach and harmonisation with the critical framework
already available at the ministry level.

Activity 1.3: Implement the cybersecurity policies and regulations (procedures)

Support to integration of the prioritised documents within the cybersecurity framework within Ministry
of Justice and the network of its subordinated institutions across all relevant departments will be
provided, through guidance and substantive support observing that the selected departments align
their activities with the new cybersecurity framework. The project will closely observe that
implementation process does not unintentionally create barriers for female employees. For the
purpose of quality assurance, a monitoring mechanism to ensure the policies are being followed will
be proposed and at least one cycle of review and assessment will be conducted to identify areas of
non-compliance.

Activity 1.4: Conduct training and awareness programs among beneficiaries on the newly drafted
procedures for cybersecurity

The project intends to map the key stakeholders, starting with senior management, IT personnel,
administrative staff and all end users who interact with ICT hardware and systems, and assess their
level of understanding of their role in the cybersecurity framework and the importance of the newly
introduced policies. Training content adjusted to different groups of users will be developed,
addressing areas such as: risk management, incident response, cybersecurity awareness, safe data
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handling, password management, etc., and delivered ensuring use of adult learning methods,
participation of cybersecurity experts and practical exercises. To ensure understanding of the
criticality of cybersecurity efforts, support will be provided to conceptualisation, design and piloting
of an awareness campaign across the Ministry of Justice and its satellite agencies. Senior
management and heads of departments will be encouraged to advocate for cybersecurity best
practices, setting a strong example for the rest of the organization.

Qutput 2. Upgrade the existing ICT environment to the latest technologies and standards

Digital transformation is essential for the justice sector to stay relevant and effective. The Ministry of
Justice (MoJ) is responsible for developing and maintaining a diversified digital ecosystem, aligned
with the justice system reform efforts — a critical reform for the EU integration process. Whilst
increasing reliance on technology within this ecosystem can enhance efficiency, quality, and
productivity, it also exposes users to increased and potentially damaging digital and cyber risks. The
critical and often confidential information handled by the MoJ and subordinated institutions staff in
carrying out their duties, heightens the vulnerability of these operations and data to potential
breaches and losses.

However, Moldova's justice governance system heavily relies on outdated systems and
technologies which amplifies the risk of exploitation of cybersecurity vulnerabilities exacerbated by
a highly volatile regional security context. The existing aging systems lack necessary security
capabilities, leading to security breaches that disrupt the activity of justice institutions and affect the
public trust in their capacities to deliver on their mandates.

Based on the findings of the comprehensive assessment and analysis of the ICT and Information
Security sectors for MoJ and Legal Information Resources Agency as part of the cyber security audit
conducted in 2024, three cyber resilience organization/development scenarios were identified and
granulated. The scenarios are supported by 22 specific initiatives to be implemented in a “layered”
and phased approach to ensure the medium- and long-term objectives of the institution, tailored so
that they are implementable and do not represent essential dependencies on internal or external
processes and regulations. A comprehensive list of hardware, software, platforms, and specific
applications was also developed to support the implementation of the cybersecurity resilience
measures described in the scenarios.

Investing in equipment and implementing modern platforms is essential to strengthening the
institution’s resilience against evolving cyber threats. Providing up-to-date technologies will
contribute directly to enhancing the MoJ's cybersecurity capacities and addressing the institution’s
key challenges and will ensure that the institution is safeguarded against emerging cyber threats.

Activity 2.1: Deployment of cybersecurity hardware and software solutions at MoJ, including
integration and configuration services

Building on hardware and software solutions proposed as a result of the cyber security audit
conducted in 2024, support will be provided to enhancing the technology component of the MoJ’s
cybersecurity framework. Modern hardware, software applications related to machine virtualization,
Active Directory functionalities, back up & recovery, network client’s authorization® that meet the
latest industry standards will be provided to support the implementation of the first layer of the MoJ
ICT and Information Security development option. Integration and optimal configuration of all newly
deployed cybersecurity tools to enhance threat detection, response capabilities and provide
comprehensive security coverage, as well as training/coaching to IT personnel, will be also ensured.
Thorough testing and validation of the new infrastructure and cybersecurity tools will be also
conducted to ensure that these function as expected and provide robust protection against cyber
threats. Furthermore, assistance will be provided to renovate the MoJ’s server room to secure a
proper environment for the installation and operation of hardware solutions deployed by the Project.

6 Full list specifications and functionalities covered will be decided and confirmed at the tender stage.
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The MoJ will provide the necessary technical information and documentation relevant for the
purpose of the interventions described above and will actively engage in defining the scope of work
for the installation/configuration services, testing cases or other related tasks. The MoJ will also lead
on the dialogue with relevant national stakeholders (for instance, STISC) to the extend relevant for
the planned interventions. To support the sustainability of investments made, the MoJ will undertake
measures to ensure an appropriate maintenance budget.

Activity 2.2: Conducting cybersecurity audit of the NIJ

The National Institute of Justice (NIJ) is the sole judicial training institution in Moldova, responsible
for professional training of judges, prosecutors and other justice sector professionals (court clerks,
judicial assistants, legal aid lawyers, probation councillor, etc.). The NIJ's central role in the justice
system allows it to significantly impact justice sector reforms and boost public trust in the judiciary.
A robust, reliable and well-equipped NIJ can be transformative in building a credible, independent
and professional justice system that is resilient to external influences.

Over recent years, the NIJ has progressively developed its digital ecosystem by implementing
various e-tools to improve the quality and transparency of its admission, training, and graduation
processes. These tools have been introduced incrementally to reinforce merit-based competition
and foster greater transparency and public confidence in the justice system.

However, the ongoing digitalization of NIJ’s processes has also increased the institution’s exposure
to potential data breaches and losses. The absence of a comprehensive cybersecurity framework
and adequate capacities exacerbates these risks. Thus, to remain relevant and secure, NIJ must
modernize and enhance its capabilities to address these digital challenges by leveraging new
technologies and building the institution’s cyber resilience.

Lack of digital safety could undermine the public trust in digital transformation efforts in the justice
sector, including e-tools implemented by the NIJ, as well as affect the personal safety and
professional reputation of both men and women, including their future roles in the justice system,
considering in particular the increased vulnerability to workplace harassment and discrimination of
women.

Therefore, investing in cybersecurity infrastructure is essential for the NIJ to become more resilient
to potential cyberattacks. Upgrading cybersecurity capabilities will enable the NIJ to fulfil its mandate
and contribute to the justice sector reform by managing critical operations and data through a secure
IT infrastructure, thereby increasing the transparency, integrity and efficiency of the organization.

Given the various challenges the NIJ faces in strengthening its cyber resilience (such as limited
understanding of cyber vulnerabilities, insufficient and outdated hardware to underpin a solid
response to a cyber threat, limited cybersecurity skills), targeted assistance will be provided to
support N1J in strengthening its digital health and implementing cybersecurity solutions and tools to
safeguard critical data flows and operations.

To address these needs, the Project will conduct a cybersecurity audit of the NIJ to assess the
institution’s security framework, including processes, technology (hardware/software/applications)
and capacities/resources. This audit will inform the mitigation actions and strategies needed to
reduce the vulnerabilities and strengthen cyber resilience.

This assessment will provide the NIJ with evidence of critical vulnerability points and help the
institution plan and implement activities, either independently or with third-party support, to
strengthen its cybersecurity framework. This might involve developing relevant protocols and
regulations, providing hardware and software solutions, building necessary digital capacities and
skills.

The NIJ will provide the necessary technical information and documentation relevant for the purpose
of the interventions described above and will actively engage in defining the scope of work for the
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audit-related tasks. The NIJ will also lead the dialogue with relevant national stakeholders, such as
STISC, as needed for the planned interventions. To ensure the sustainability of the investments
made, the NIJ will develop a response plan and secure an appropriate implementation budget.

Qutput 3. Enhance the cyber capacities of MoJ’s and the network of its subordinated
institutions’ staff

The MoJ and its satellite institutions face various types of cyber threats, depending on the mandate,
nature of the data the institutions handle, and the technological infrastructure. Considering that many
cyberattacks are successful due to human error, such as staff clicking on malicious links, failing to
update software, or not following best practices for data protection, equipping staff members with
knowledge and skills to identify, prevent, and respond to cyber threats is a critical step in ensuring
overall institutional cybersecurity and can contribute to a safer digital environment. It is also
important to foster a culture where cybersecurity is seen as everyone's responsibility, not just that
of the IT department. Hence, working towards staff empowerment and raising knowledge in this area
can lead to long-term improvements in security practices, as employees are more likely to remain
vigilant, adhere to security policies, and report suspicious activities. Attention to gender aspects will
be paid to address eventual knowledge gaps of men and women.

Activity 3.1: Conduct a cybersecurity training needs assessment and implement a Capacity
Development Program targeting MoJ and the network of its subordinated institutions

The project will support the conduct of an assessment of current level of cybersecurity knowledge
of staff of MoJ and its subordinated institutions aiming to identify the knowledge gaps across all
groups and levels of the personnel, whether technical and non-technical staff. The assessment will
also look into whether there are differences in cybersecurity knowledge or training needs between
men and women, as well as interest of women to enhance their knowledge in this area, considering
factors like access to training resources or career advancement opportunities in cybersecurity roles.
Based on the findings of the review, a tailored capacity development program will be designed to
address the needs of different user groups. The program will be developed in such a manner as to
allow interactive learning, scenario-based training and implementation simulation exercises. When
implementing the capacity development program, the project will look into the criticality of the
knowledge gap, and focus on priority areas, making sure that cybersecurity experts or consultants
will be also invited to deliver trainings on specific topics, ensuring that the content is up to date with
the latest trends and threats in the cybersecurity landscape. Participation of women in the training
will be actively encourage. To ensure monitoring and quality assessment reports and feedback will
be provided to senior management.

Resources Required to Achieve the Expected Results

The Project is estimated to require USD 600,000 and will address the current multidimensional crisis
by UNDP Moldova. A detailed breakdown of costs is presented in the attached Project Budget Work
Plan.

The UNDP Moldova is made up of different teams of projects with a clear strategy to support
effective governance, inclusive growth and tackle climate change and food security-related issues
in an integrated manner, having digitalization and innovation as a cross-cutting theme.

The Project will be parked with the Effective Governance team and will be implemented through
Direct Implementation Modality (DIM), leveraging at the same time the existing technical and
operational support capacities, processes and partnerships with other ongoing UNDP projects. It
will also support project linkages with the different teams. The overall Project management approach
places priority to ensure UNDP's organizational value for money criteria - economy, efficiency and
cost-effectiveness. Also see Project Budget Work Plan.

The project will be guided in terms of management functions by a Project Manager supporting the
implementation of the interventions. A dedicated Project Associate will provide support to the project
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for recruitment, procurement, logistics, financial management and administration. A dedicated
communications capacity will be sought for the project. UNDP Country Office will provide
programmatic support (planning, monitoring, reporting to Donor) and quality assurance, as well as
support to procurement processes, management of the Project budget and finance, human
resources, and administrative matters on a cost recovery basis.

To achieve the expected results, the Project will engage qualified national expertise and specialized
suppliers that will provide technical advice, whilst thematic expertise will be accessed through UNDP
Global Policy Network, rosters of consultants and SURGE capacity along with advice from specific
teams from its Regional Hub and the HQ, as well as goods and services required for the
implementation of project activities.

Partnerships

UNDP will build on its presence and broad partnerships it has nationally, regionally and
internationally and will enhance them. At the country level, UNDP will work in close collaboration
with the Ministry of Justice, its subordinated agencies and National Institute of Justice (NIJ) as the
key project beneficiaries for the achievement of objectives set and ensuring national ownership over
and sustainability of the results achieved. The Project will build on the already existing successful
partnership that UNDP has with the MoJ, NIJ and civil society organizations (CSOs) under other
development initiatives, including enhancing access to justice, strengthening the forensic system
through legal reforms, modernization of the legal professional training, institutional transformations
and digitalization, women digital security. To the extent possible, UNDP will seek to engage with IT
business associations and involve women senior managers/technical experts in peer-to-peer
learning, building on best practices/cases from the private sector actors led by women.

Coordination with projects and interventions in the sector, supported by other development partners
(EU, USAID, Sida, etc.), will be sought to ensure synergies in achieving sector wide transformation.
Synergies with other UNDP interventions in the Republic of Moldova focusing on acceleration of
digital transformation or advancing sectorial cybersecurity capabilities will be also facilitated to
capitalize on practical experiences gained and lessons learned, to the extent relevant for the Project.

UNDP will closely work with the Embassy of Japan in Moldova to discuss progress and
achievements of the project and to ensure effective visibility and communications on the project,
highlighting the contribution of Japan. All significant proposed changes to the project during
implementation will be discussed in advance with the designated focal point of the Embassy. Under
the proposed project, UNDP will explore the possibility of establishing a UNDP-JICA partnership on
enhancing cyber resilience of critical infrastructures. Partnering with Japanese private sector
representatives and NGOs will be sought, whenever possible.

Risks and Assumptions

The Project implementation shall span over 12 months that might coincide with important events
and changes in the country, some of which can be anticipated and carefully factored into Project
plans, while others will require the Project to adjust as unfolding. A more detailed list of risks has
been identified as part of the formulation process and captured in the risk log, attached herewith as
an Annex. The Project Risk Log shall be maintained throughout the Project implementation to
capture potential risks and associated mitigation measures.

The Project team will consider the specific circumstances (e.g., political context, regional
humanitarian and security crisis, flow of refugees etc.) existing at the moment of implementation,
and will plan and implement the activities with caution, including the timing and feasibility of activities.
Throughout the implementation period, the Project shall maintain an apolitical focus, which ensures
the possibility to continue the operation and interaction with all the stakeholders during and after the
politically charged periods.
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A key risk for the project is the volatile political and _high-risk _security environment, subject to
unforeseen and sudden changes, due to the war in Ukraine and deterioration of the political situation
as well as changes in the governmental landscape and changes in the political representation after
the parliamentary elections in 2025. To mitigate the political and security risks, UNDP will assess
the situation on a regular basis during the implementation of the projects and alternatives could be
sought as appropriate. The project will put in place a communication strategy and will consider the
specific regional political context when planning and implementing activities, paying careful attention
to timing, visibility and presentation.

Additionally, the lack of uniform understanding and commitment to addressing the impact of
cybersecurity threats to the personal safety, mental health, professional reputation, career growth
of men and women whose data are included or processed by the justice sector digital ecosystem,
whether these are staff working within the Ministry and justice chain institutions, lawyers, future and
current judges and prosecutors, clerks enrolled in the professional training provided by the National
Institute of Justice (NIJ), detainees, subjects of probation, beneficiaries of state guaranteed legal
aid.

The Project’s success depends upon a long-term commitment of Project partners to patiently work
over the course of an extended period of time to find the most effective and sustainable solutions. It
is assumed that internal factors such as Project design or Project team will perform at the highest
level. It is also assumed that external factors, such as experts’ quality, and stakeholder effort will all
be strong. The Project results depend also on the assumptions that:

1) There is a strong political will to advance the justice sector reform to improve the quality of
services delivered and enhance the professionalism, transparency, accountability and
inclusiveness in the sector;

2) Implementing partner (MoJ) has a strong ownership over the Project and effectively engage
in its implementation and offer its time, staff and potentially financial (or in-kind) resources;

3) Project partner commits to sustain and further develop, including through planned budget
allocations, the results achieved with Project support;

4) A strong coordination amongst the key national stakeholders in the cybersecurity sector is in
place;

5) Project resources are sufficient to meet the identified needs and implement the activities
agreed.

Stakeholder Engagement

Effective stakeholders’ engagement is one of the key success factors for the Project’s
implementation and UNDP will capitalize on the wide experience and methodologies that exist in
the organization to ensure “no one is left behind”. The project envisages strong coordination among
different stakeholders to achieve the expected results.

Further to the partnership approach described, the implementation of the project will be highly
participatory and will be overseen by a Project board. The direct beneficiaries will be engaged based
on their willingness and commitment to contribute to the project results on a non-monetary basis.
Training courses, workshops and seminars and other activities of the project will pay attention to
ensuring access and involvement in project activities by both women and men and considering
gender in studies and recommendations prepared by the project. From its onset, the project will
promote ownership by the targeted beneficiaries.

The Ministry of Justice is the main stakeholder engaged in the Project implementation. The MoJ will
act both, as core actor, contributing to the sustainable implementation of the Project activities, as
well as beneficiary — reaping the benefits of achieved results.
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The institution will undertake specific responsibilities, meant to facilitate Project implementation (as
described above in Expected Results compartment), including by ensuring the necessary allocation
of resources (human resources, post-implementation maintenance, etc.) and swift decision making
on matters important for Project’s progress.

South-South and Triangular Cooperation

The project will make efforts to ensure that the support to address the multidimensional crisis in
Moldova under the human security dimensions are leveraged by the best-practiced UNDP
programmes in the regional and global context.

The project will support documentation and sharing of experiences from other countries in the region
and globally on strengthening cyber resilience of governmental structures, including direct
exchanges through key project capacity building activities.

Digital Solutions

As digital transformation accelerates, the potential for cyber incidents has increased considerably.
This escalation necessitates a robust cybersecurity framework that can protect sensitive information
and ensure the integrity of digital infrastructures within the country. This initiative aims to create a
robust cybersecurity framework for the justice governance that not only protects against immediate
threats but also ensures the long-term security and resilience of Moldova's public sector, thereby
safeguarding the essential services that underpin human security.

The Project will align to the general and specific objectives and priorities of the 2023-2030 National
Digital Transformation Strategy and sectorial strategies and actions plans in force, which recognize
the need for decisive actions to bolster the cyber resilience and security of Moldova's public sector.
The Project will make best use of the available digital infrastructure of the Government, including in
terms of digital services, data infrastructure, interoperability (M-Connect) and exchange of data and
other elements to advance the achievement of proposed objectives.

The Project will aim at upgrading the existing ICT environment, including servers, routers, and
firewalls, to the latest technologies and standards. Additionally, it could involve, to the extent needed,
the deployment of advanced cybersecurity tools such as antivirus programs, security information
and event management (SIEM) systems, and data loss prevention (DLP) solutions, etc. The
modernization efforts will ensure that the Ministry of Justice and its associated agencies have the
necessary technical capabilities to detect, respond to, and mitigate cyber threats effectively. Such
equipment is crucial for maintaining robust data management and information security, protecting
sensitive information, and ensuring the integrity and availability of critical services.

Communications, Visibility and Knowledge

A communications officer will be hired for the project and annual communications plan will be
developed and consulted with the Embassy of Japan to Moldova. The communications plan will
contain main messages, target audiences, key events and knowledge products, means of
communications employed to reach out to key audiences (face to face, social media, mass-media
etc.).

UNDP will ensure that the contribution of the Government of Japan is fully and visibly acknowledged.
Japan’s logo will be placed on relevant roll-ups and banners to be displayed at events, on donated
equipment and on installed permanent marking signs at beneficiaries’ sites. The Embassy of Japan
to Moldova will be engaged with closely, including through regular communication as well as joint
field visits and public events (press-conferences, inaugurations, press tours to meet beneficiaries),
where representatives of the Embassy will be invited to speak and interviews with media will be
arranged.
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UNDP will publish press releases (quoting representatives of the Embassy of Japan to Moldova),
human interest pieces, photo and video stories and share them with local and national media. All
these media products will be sent out to UNDP’s broad media database. UNDP will employ its social
media platforms (Facebook, Instagram, LinkedIn and X) to disseminate information on the impact of
this partnership. UNDP will constantly monitor the media clippings and web and social media
behaviour of posts related to this project.

UNDP will make visible the knowledge products and lesson learned by:
e Developing user-friendly layouts, with acknowledgment of Japanese funding and respective

branding;
e Conducting presentations, policy dialogues to discuss the conclusions and main
recommendations;

e Developing illustrations for social media to highlight key messages and visualize the findings
and recommendations of the publications;

¢ Conducting interviews in media with the authors of the knowledge products;
Developing op-eds and blog posts to reflect on the lessons learned.

Sustainability and Scaling Up

The Project’s sustainability and exit strategy is built into the Project’s approaches and activities.
However, before the end of the Project, UNDP will undertake a review of its overall strategy, with a
view to developing a detailed plan for transition and exit. The key elements of sustainability and exit
strategy include the following:

1) The Project invests in strengthening institutional capacities of the Ministry of Justice and its
associated agencies across the different components of the project that would take the areas of
work forward. Developing and implementing comprehensive cybersecurity policies and
protocols, upgrading ICT infrastructure to meet the latest standards, and enhancing the skills
and knowledge of staff through targeted training programs will ensure that the Ministry of Justice
and its associated agencies are well-equipped to handle current and future cyber challenges.
This proactive approach is essential to prevent data breaches, unauthorized access, and other
cyber incidents that could compromise sensitive information, disrupt daily activities and cause
widespread harm.

2) Cybersecurity education and awareness programs will promote digital literacy, helping MoJ and
subordinated institutions staffers understand how to protect themselves online. This knowledge
will empower civil servants to make informed decisions and take proactive steps to enhance
their own security. The Project will build capacities by implementing activities in a calibrated way,
considering national capabilities for Project implementation and creating conditions for context-
specific solutions to emerge, which can be shared, thereby increasing the sustainability of the
Project interventions.

3) By embedding cybersecurity practices into the daily operations of the Ministry of Justice and its
agencies, the initiative will promote a culture of vigilance and proactive defense against
cyberthreats. This shift in organizational culture is crucial for sustaining long-term cybersecurity
resilience.

4) The Project will work to leave behind a core group of professionals who are well prepared to
continue the work and ensure that results do not only hold up, but that additional progress is
made. Hence, the Project builds the multilateral capacity of stakeholders, transferring knowledge
and skills, and ensures their buy-in and holds them accountable from the Project onset. All
capacity building activities provided as part of this Project will provide institutional knowledge for
future interventions and will be accompanied by practical tools for replication.

5) The Project's assistance shall produce new or revised pieces of legislation
(regulations/protocols/instructions) to enhance the cybersecurity framework introduced to be
approved and assumed by the national stakeholders, hence extending their validity beyond the
Project’s lifetime.
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V. PROJECT MANAGEMENT

Cost Efficiency and Effectiveness

Cost efficiency and effectiveness in the programme management will be achieved through
adherence to the UNDP Programme and Operations Policies and Procedures (POPP) and reviewed
regularly through the governance mechanism of the UNDP Country Programme for the Republic of
Moldova (2023-2027).

The Project will look for synergies with other projects in the democratic governance, justice and
human rights and digital transformation fields (or beyond) that might allow for joint activities and
cost-sharing of activities to achieve higher value for money. The Project will also use the cost-saving
global and local Long-Term Agreements with providers of certain goods and services available for
the UNDP. The Project will ensure the sharing of relevant expertise and implementing joint
procurement with other UNDP projects, when relevant.

Throughout the project implementation, the Project team shall maintain attention on other ongoing
and planned initiatives (inside and outside of UNDP) and actively explore possible synergies and
opportunities for co-ordination and co-operation to ensure complementary, rather than overlapping,
activities. Consultations with key public authorities, other donors and financing entities will be
conducted throughout the implementation, in combination with required adaptive management,
thereby ensuring the most cost-effective and results oriented use of the Donor’s resources assigned
for the Project.

On the financial side, UNDP Moldova will prepare a Combined Delivery Report (CDR) at the end of
the calendar year, which will constitute the official report of programme expenditures for a given
period. For any balance at the end of the programme, the UNDP Moldova shall consult with the local
Embassy of Japan on its use. The interest income should be treated in accordance with the Japan-
UNDP agreement on Arrangement for the Interest Income derived from Japan-UNDP Partnership
Fund.

Project Management

The project will be implemented under the framework of UNDP Country Program Document for the
Republic of Moldova (2023 — 2027), applying the Direct Implementation Modality (DIM), where
UNDP Moldova will act as the Implementing Partner.

The implementation and monitoring of the project activities will be carried out by UNDP in
accordance with its applicable regulations, rules, directives and procedures,

UNDP Moldova will assume the overall management responsibility and accountability for project
administration, including organizing the implementation of Project activities, procurement of goods
and services, recruitment of Project personnel and national and international consultants,
connecting to national and international expertise and knowledge networks. UNDP will also be
responsible for quality assurance, ensuring the timely and expedient implementation of Project
activities, including the provision of continuous feedback and information sharing among
stakeholders.

UNDP Country Office will provide programmatic, quality assurance, procurement, financial
management, human resources and other operational support services.

The programme implementation team will include 1 Project Manager (full-time), 1 Project Associate
(full-time) and 1 Communication Officer (part-time).

Programme implementation and implementation support activities and costs incurred by UNDP to
support project implementation represent direct costs and relate to the following services performed
by Operations units:
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e Finance — payments, disbursements and other transactions, including direct payments,
budget revisions, etc.

¢ Procurement — procurement of services and goods, including evaluation, proceeding through
CAP, contracting, disposal and/or transfer of equipment and assets, customs clearance, etc.

¢ Human Resources — recruitment of staff, project percentage personnel and consultants,
including creation of vendors, selection and recruitment of I-PSA/N-PSA holders, personnel
management services and banking administration, etc.

e Travel and administration — travel support, including travel arrangements and authorization,
ticket, visa and boking requests, F10 settlement, etc., organization of conferences,
workshops and trainings, etc.

¢ Information and Communications Technology — communication support, ICT support, etc.

In addition, UNDP CO Programme Unit performs activities to support programme quality, coherence
and alignment, having a policy advisory, technical and implementation nature, essential to deliver
development results and ensure project quality.

Direct project costs relating to both ensuring project quality assurance and implementation support
activities are aggregated into a cost pool and are then distributed to the project periodically at a 2,5%
flat rate applied per each activity, as agreed in the Annual Workplan (AWP).

The Project Team will require office facilities and equipment to ensure the functionality and
operability of the Project, including a copy machine, maintenance and utilities costs, etc. UNDP
Moldova projects are accommodated into a common project premises, encouraging enhanced
collaboration, cost-efficiency, increased engagement and cross-functional interaction. UNDP
Moldova is using an intermediate facility pool to track costs related to rent and utilities, proportional
allocation to the project being driven by the number of workstations assigned to the project
implementation team.

The Project Team will have a possibility to take part in staff development activities in country or
abroad, as well as to accompany representatives of beneficiary/partner institutions on the study
visits, ensuring their good and efficient organization and building their capacities for the effective
performance and efficient project implementation.
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V.

RESULTS FRAMEWORK

Intended Outcome as stated in the UNSDCF/Country [or Regional] Programme Results and Resource Framework:
UNDP Country Programme Document 2023-2027, Outcome 2: By 2027, more accountable, and transparent, human rights based and gender responsive
governance empowers all people of Moldova to participate in and to contribute to development processes.

Outcome 2 indicators as stated in the Country Programme Document 2023-2027, including baseline and targets:
Indicator: % of people who trust governance institutions (Parliament, Government, Justice) by sex and urban/rural status
Baseline (2021)

- Parliament — Total: 15%; Men/Women: 14%/16%; Urban/Rural: 15%/15%:;

- Government — Total: 19%; Men/Women: 16%;/21%; Urban/Rural: 18%/19%;
- Justice — Total: 19%; Men/Women:18%/19%; Urban/Rural: 20%/18%;
Target (2027)

- Parliament — Total: 30%; Men/Women: 30%/30%; Urban/Rural: 30%/30%:;

- Government — Total: 30%; Men/Women: 30%/30%; Urban/Rural: 30%/30%;
- Justice — Total: 30%; Men/Women: 30%/30%; Urban/Rural: 30%/30%;
Indicator: World Justice Project rule of law index (selected factors)

Baseline (2021):

- Overall score: 0.51

- Absence of corruption: 0.36

- Open government: 0.57

- Order and security: 0.81

Target (2027):

- Overall score: 0.53

- Absence of corruption: 0.40

- Open government: 0.60

- Order and security: 0.83

Applicable Output(s) from the UNDP Strategic Plan 2022-2025:

2.3 Responsive governance systems and local governance strengthened for socio economic opportunity, inclusive basic service delivery, community
security, and peacebuilding

Indicator 2.3.1 Number of national institutions with strengthened public administration and core government functions for improved service delivery,
community security, prevention

E.1 People and institutions equipped with strengthened digital capabilities and opportunities to contribute to and benefit from inclusive digital societies
Indicator: E.1.1 Number of policies, strategies and laws that promote enabling and regulated digital ecosystems that are affordable, accessible, trusted,
and secure

Project title and Quantum Project Number: 01004038/Enhancing cybersecurity resilience across the Republic of Moldova's critical sectors (CyberShield)
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EXPECTED OUTPUT INDICATORS DATA BASELINE TARGETS (by frequency of data DATA COLLECTION
OUTPUTS SOURCE collection) METHODS & RISKS
Value (2024) By the end of the project
Output 1. Develop 1.1 Level of progress Project Fragmented and MoJ’s and Agency'’s for Digitization | Interviews
and implement made in updating the reports, non-uniform in Justice and Judicial Conduct structured,
internal ModJ’s and subordinated external regulatory Administration (Agency for semi-structured, or
cybersecurity institutions’ cybersecurity testimony framework Digitization) regulatory framework unstructured interviews
policies and policies and regulations covering at least: security policy, to gather qualitative
protocols framework ISMS regulation, incident insights
management, service
management, asset management,
access management, change
management, risk management,
log management, back up &
recovery process, data security
aligned to national and international
standards, formulated in a manner
that closely observes that these do
not unintentionally create barriers
for women employees and all
managing level personnel informed
on the scope, purpose and
requirements of the framework
1.2 Number of institutional | Project 0 11 Data Analysis
policies and regulations reports,
approved by MoJ with external
Project support that testimony
promote enabling and
regulated digital
ecosystems that are
trusted and secure
Output 2 2.1 Level of progress Project Outdated IT MoJ’s IT infrastructure upgraded Data Analysis
made in upgrading the reports, infrastructure prone | and provide a first level of
MoJ’s IT infrastructure protection against the cybersecurity
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EXPECTED OUTPUT INDICATORS DATA BASELINE TARGETS (by frequency of data DATA COLLECTION
OUTPUTS SOURCE collection) METHODS & RISKS
Value (2024) By the end of the project
Upgrade the external to high cybersecurity | risks, allowing implementation of
existing ICT testimony risks basic ICT and cybersecurity tools
environment to the and processes
latest technologies | 2.2 Level of progress Project No overview of Cybersecurity Audit Report of the Interviews
and standards made in reviewing the NIJ | reports, institution’s security | NIJ addressing vulnerabilities and | Conduct structured,
latest technologies cyber resilience extgrnal framework, including | mitigation actions and strategie_s_ _ semi—structur(_ed, or
and standards testimony processes, needed to reduce the vulnerabilities | unstructured interviews
technology and_str(_ang_then cyber resilience of to gather qualitative
(hardware/software/ the institution developed insights
applications) and
capacities/resources
2.3 Number of national Project 0 2 Data Analysis
institutions with reports,
strengthened public external
administration and core testimony
government functions for
improved service delivery,
community security,
prevention
Output 3 3.1 % of MoJ and Project The MoJ and 80% of MoJ and subordinated Surveys/Questionnaires
Enhance the cyber | subordinated institutions reports, satellite institutions institutions personnel who attended
capacities of MoJ’s | personnel who report external employees do not training activities report enhanced Distribute surveys
and the network of | enhanced cybersecurity testimony have specializations | cybersecurity knowledge and skills | (online, paper, or

its subordinated
institutions’ staff

knowledge and skills after
completing the capacity
development program

in the fields of ICT
and cybersecurity.
Specialized training
is not provided.
There is no regular
cybersecurity
training conducted
for MoJ and its

after completing the capacity
development program

phone) to collect
guantitative or
gualitative data.
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development program

EXPECTED OUTPUT INDICATORS DATA BASELINE TARGETS (by frequency of data DATA COLLECTION
OUTPUTS SOURCE collection) METHODS & RISKS
Value (2024) By the end of the project
subordinate
institutions staff.
3.2 Number of MoJ and Project 0 50 members of the personnel (50% | Surveys/Questionnaires
subordinated institutions reports, men, 50 % women?*) Distribute surveys
personnel who attended external (online, paper, or
the cybersecurity capacity | testimony phone) to collect

guantitative or
gualitative data.
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VI. MONITORING AND EVALUATION

The implementation and monitoring of the Project activities will be carried out by UNDP in accordance with the applicable corporate regulations, rules,
directives and procedures to ensure regular feedback on implementation and early identification of potential problems to facilitate timely adjustments to on-
going activities. This framework will include M&E arrangements at different stages of implementation and different levels of intervention, aimed at ensuring a
more comprehensive evidence of activities planned and results delivered, based on specific qualitative and quantitative data. Also, the monitoring efforts,
with emphasis on systematic assessment at the project level, will provide the basis for making decisions and taking actions, and shall provide indispensable
information and data for evaluations. Both quantitative and qualitative data will be collected in order to track implementation progress. These data will be
disaggregated for gender, youth, people with disabilities, and geographic areas (in line with the specifics of project components) to assess the impact of the
project. This information will be used to enhance focus on vulnerable groups and ensure that each of them are contributing to and benefiting from the project
interventions.

Monitoring Plan

Monitoring Purpose Frequency Expected Action Partners Cost
Activity (if joint) (if any)

Track results Progress data against the results indicators in | Quarterly, or in the | Slower than expected progress | N/A Project Management and

progress the RRF will be collected and analysed to frequency required | will be addressed by project Direct Project costs
assess the progress of the project in achieving | for each indicator. management.
the agreed outputs.

Monitor and Identify specific risks that may threaten Quarterly Risks are identified by project N/A Project Management and

Manage Risk achievement of intended results. Identify and management and actions are Direct Project costs
monitor risk management actions using a risk taken to manage risk. The risk
log. This includes monitoring measures and log is actively maintained to
plans that may have been required as per keep track of identified risks
UNDP’s Social and Environmental Standards. and actions taken.

Audits will be conducted in accordance with
UNDP’s audit policy to manage financial risk.

Learn Knowledge, good practices and lessons will At least annually Relevant lessons are captured N/A Project Management and
be captured regularly, as well as actively by the project team and used to Direct Project costs
sourced from other projects and partners and inform management decisions.
integrated back into the project.

Annual Project The quality of the project will be assessed Annually Areas of strength and N/A Project Management and

Quality against UNDP’s quality standards to identify weakness will be reviewed by Direct Project costs

Assurance project strengths and weaknesses and to project management and used
inform management decision making to to inform decisions to improve
improve the project. project performance.

Review and Internal review of data and evidence from all At least annually Performance data, risks, N/A Project Management,

Make Course monitoring actions to inform decision making. lessons and quality will be Direct Project and the

Corrections discussed by the project board
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(Project Board)

project board) will hold regular project reviews
to assess the performance of the project and
review the Multi-Year Work Plan to ensure
realistic budgeting over the life of the project.
In the project’s final year, the Project Board
shall hold an end-of project review to capture
lessons learned and discuss opportunities for
scaling up and to socialize project results and
lessons learned with relevant audiences.

frequently if

deemed necessary

than expected progress should
be discussed by the project
board and management actions
agreed to address the issues
identified.

Monitoring Purpose Frequency Expected Action Partners Cost
Activity (if joint) (if any)
and used to make course Project Board meetings
corrections. costs
Project Report A progress report will be presented to the Annually, and at Project Reports will be drafted N/A Project Management and
Project Board and key stakeholders, the end of the by the project management, Project Quality Assurance
consisting of progress data showing the project (final report) | reviewed for quality assurance costs
results achieved against pre-defined annual purpose, presented to,
targets at the output level, the annual project discussed and approved by the
quality rating summary, an updated risk long Project Board, and used for
with mitigation measures, and any evaluation project progress documentation
or review reports prepared over the period. and decision making.
Project Review The project’s governance mechanism (i.e., Annually, or more | Any quality concerns or slower N/A Project Management,

Direct Project and Project
Board meetings costs

Evaluation Plan

. . T Relateq UNSDCF/CPD Planne.d Key Evaluation Cost and Source of
Evaluation Title Partners (if joint) Strategic Completion g
Outcome Stakeholders Funding
Plan Output Date
n/a n/a n/a n/a n/a n/a n/a
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VII. MULTI-YEAR WORK PLAN
See Annex 1
VIIl.  GOVERNANCE AND MANAGEMENT ARRANGEMENTS

Project Board (PB) will be responsible for making decisions, in particular when guidance is required
by the Project Manager (PM). The Board will play a critical role in project monitoring and evaluations
by assuring the quality of these processes and associated products, and by using evaluations for
improving performance, accountability and learning. The PB will ensure that required resources are
committed. It will also arbitrate on any conflicts within the project and negotiate solutions to any
problems with external bodies. PB meetings are to be organized at least once per year or to be
convened in person or virtually/via email exchanges, upon necessity. The PM is responsible for the
organization of the Board Meetings, with the support of the Project Associate.

Specific responsibilities of the PB should include:

— Provide overall guidance and direction to the project, ensuring it remains within any specified
constraints;

— Address project issues as raised by the PM;

— Provide guidance on new project risks and agree on possible countermeasures and
management actions to address specific risks;

— Agree on PM’s tolerances as required;

— Review the project progress and provide direction and recommendations to ensure that the
agreed deliverables are produced satisfactorily according to plans;

— Appraise the project’s budget revisions, annual review report, make recommendations for
the next annual work plan;

— Assess and decide to proceed on project changes through appropriate revisions.

Members of the PB will consist of key national government representatives such as the Ministry of
Justice, National Institute of Justice, as well as the donor — Government of Japan, UNDP and the
NGO representative. Potential members of the PB will be reviewed and recommended for approval
during the Local Project Appraisal Committee (LPAC) meeting. The final compaosition of the PB will
be decided at the outset of project operations. New members into the Board or participants into the
Board meetings during the project implementation can be invited at the decision of the Board, by
ensuring, however, that the Board will remain sufficiently lean to facilitate its effective operation.

The PB will contain of three distinct roles:

- Executive Role: Representing the project ownership and chairs the PB.

- Senior Supplier Role: This requires the representation of the interests of the funding parties
for specific cost sharing projects and/or technical expertise to the project. The Senior
Supplier’s primary function within the Board will be to provide guidance regarding the
technical feasibility of the project.

- Senior Beneficiary Role: This role requires representing the interests of those who will
ultimately benefit from the project. The Senior Beneficiary’s primary function within the Board
will be to ensure the realization of project results from the perspective of different
stakeholders and beneficiaries.

The Project Implementation Unit (PIU) will consist of 1 Project Manager, 1 Project Associate, 1
Communication Officer. The project implementation team will benefit from wider support services of
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the Operations Team of UNDP Moldova, including Procurement, Human Resources and other
operational aspects. The PIU will be led by the PM who will be engaged according to UNDP
procedures. The PM will run the project on a day-to-day basis on behalf of UNDP within the
constraints laid down by the Board. The PM’s prime responsibility is to ensure that the project
produces the results specified in the project document, to the required standard of quality and within
the specified constraints of time and cost. Development and consolidation of work plans, preparation
of quarterly/annual progress reports, supervision the work of the project thematic experts, etc. are
major responsibility of the PM.

UNDP Country Office through the Effective Governance Team will undertake the Project Quality
Assurance role by, inter alia, checking the Project performance and products and ensuring that
organizational standards and policies are followed in the Project. The Project Quality Assurance role
supports the Project Board by carrying out objective and independent project oversight and
monitoring functions.

UNDP will carry out monitoring and assessment of risks, as well as provide narrative and financial
reporting to project donors on a regular basis as determined by specific agreements.

PROJECT BOARD

Development Partner(s) Project Executive Beneficiary Representative(s)
Government of Japan UNDP Ministry of Justice;
Agency for Digitalization in
Justice and Judicial
Administration;

National Institute of Justice

Project Assurance

(UNDP CO Effective
Governance Team)

Project Manager, NPSA 9
(100%)

Project Support
Project Associate, NPSA 7
(100%)

Communication Officer,
NPSA 8 (20%)
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IX. LEGAL CONTEXT

This project document shall be the instrument referred to as such in Article 1 of the Standard Basic
Assistance Agreement between the Government of the Republic of Moldova and UNDP, signed on
02 October 1992 and the Amendment to the Standard Basic Assistance Agreement of 05 July 1997.
All references in the SBAA to “Executing Agency” are to refer to “Implementing Partner.”

This project will be implemented by the UNDP (“Implementing Partner”) in accordance with its
corporate financial regulations, rules, practices and procedures.

Where the financial governance of an Implementing Partner (other than UNDP) does not provide
the required guidance to ensure best value for money, fairness, integrity, transparency, and effective
international competition, the financial governance of UNDP shall apply.

X. Risk MANAGEMENT

1. UNDP as the Implementing Partner will comply with the policies, procedures and practices of the
United Nations Security Management System (UNSMS.)

2. UNDP as the Implementing Partner will undertake all reasonable efforts to ensure that none of
the project funds are used to provide support to individuals or entities associated with terrorism, that
the recipients of any amounts provided by UNDP hereunder do not appear on the United Nations
Security Council Consolidated Sanctions List, and that no UNDP funds received pursuant to the
Project Document are used for money laundering activities. The United Nations Security Council
Consolidated Sanctions List can be accessed via https://www.un.org/securitycouncil/content/un-sc-
consolidated-list. This provision must be included in all sub-contracts or sub-agreements entered
into under this Project Document.

3. Social and environmental sustainability will be enhanced through application of the UNDP Social
and Environmental Standards (http://www.undp.org/ses) and related Accountability Mechanism
(http://www.undp.org/secu-srm).

4. UNDP as the Implementing Partner will: (a) conduct project and programme-related activities in
a manner consistent with the UNDP Social and Environmental Standards, (b) implement any
management or mitigation plan prepared for the project or programme to comply with such
standards, and (c) engage in a constructive and timely manner to address any concerns and
complaints raised through the Accountability Mechanism. UNDP will seek to ensure that
communities and other project stakeholders are informed of and have access to the Accountability
Mechanism.

5. In the implementation of the activities under this Project Document, UNDP as the Implementing
Partner will handle any sexual exploitation and abuse (“SEA”) and sexual harassment (“SH”)
allegations in accordance with its regulations, rules, policies and procedures.

6. All signatories to the Project Document shall cooperate in good faith with any exercise to evaluate
any programme or project-related commitments or compliance with the UNDP Social and
Environmental Standards. This includes providing access to project sites, relevant personnel,
information, and documentation.

7. UNDP as the Implementing Partner will ensure that the following obligations are binding on each
responsible party, subcontractor, and sub-recipient:
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a. Consistent with the Article Il of the SBAA [or the Supplemental Provisions to the Project
Document], the responsibility for the safety and security of each responsible party, subcontractor
and sub-recipient and its personnel and property, and of UNDP’s property in such responsible
party’s, subcontractor's and sub-recipient’'s custody, rests with such responsible party,
subcontractor and sub-recipient. To this end, each responsible party, subcontractor and sub-
recipient shall:

i. put in place an appropriate security plan and maintain the security plan, taking into account
the security situation in the country where the project is being carried;

ii. assume all risks and liabilities related to such responsible party’s, subcontractor’s and sub-
recipient’s security, and the full implementation of the security plan.

b. UNDP reserves the right to verify whether such a plan is in place, and to suggest modifications to
the plan when necessary. Failure to maintain and implement an appropriate security plan as required
hereunder shall be deemed a breach of the responsible party’s, subcontractor’s and sub-recipient’s
obligations under this Project Document.

c. Each responsible party, subcontractor and sub-recipient (each a “sub-party” and together “sub-
parties”) acknowledges and agrees that UNDP will not tolerate sexual harassment and sexual
exploitation and abuse of anyone by the sub-parties, and other entities involved in Project
implementation, either as contractors or subcontractors and their personnel, and any individuals
performing services for them under the Project Document.

(a) In the implementation of the activities under this Project Document, each sub-party shall
comply with the standards of conduct set forth in the Secretary General’s Bulletin
ST/SGB/2003/13 of 9 October 2003, concerning “Special measures for protection from
sexual exploitation and sexual abuse” (“SEA”).

(b) Moreover, and without limitation to the application of other regulations, rules, policies and
procedures bearing upon the performance of the activities under this Project Document, in
the implementation of activities, each sub-party, shall not engage in any form of sexual
harassment (“SH”). SH is defined as any unwelcome conduct of a sexual nature that might
reasonably be expected or be perceived to cause offense or humiliation, when such conduct
interferes with work, is made a condition of employment or creates an intimidating, hostile or
offensive work environment. SH may occur in the workplace or in connection with work.
While typically involving a pattern of conduct, SH may take the form of a single incident. In
assessing the reasonableness of expectations or perceptions, the perspective of the person
who is the target of the conduct shall be considered.

d. In the performance of the activities under this Project Document, each sub-party shall (with
respect to its own activities), and shall require from its sub-parties (with respect to their activities)
that they, have minimum standards and procedures in place, or a plan to develop and/or improve
such standards and procedures in order to be able to take effective preventive and investigative
action. These should include: policies on sexual harassment and sexual exploitation and abuse;
policies on whistleblowing/protection against retaliation; and complaints, disciplinary and
investigative mechanisms. In line with this, sub-parties will and will require that their respective sub-
parties will take all appropriate measures to:

(i) Prevent its employees, agents or any other persons engaged to perform any services
under this Project Document, from engaging in SH or SEA,;

(i) Offer employees and associated personnel training on prevention and response to SH
and SEA, where sub-parties have not put in place its own training regarding the prevention
of SH and SEA, sub-parties may use the training material available at UNDP;
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(iif) Report and monitor allegations of SH and SEA of which any of the sub-parties have been
informed or have otherwise become aware, and status thereof;

(iv) Refer victims/survivors of SH and SEA to safe and confidential victim assistance; and

(v) Promptly and confidentially record and investigate any allegations credible enough to
warrant an investigation of SH or SEA. Each sub-party shall advise UNDP of any such
allegations received and investigations being conducted by itself or any of its sub-parties
with respect to their activities under the Project Document, and shall keep UNDP informed
during the investigation by it or any of such sub-parties, to the extent that such notification
(i) does not jeopardize the conduct of the investigation, including but not limited to the safety
or security of persons, and/or (ii) is not in contravention of any laws applicable to it. Following
the investigation, the relevant sub-party shall advise UNDP of any actions taken by it or any
of the other entities further to the investigation.

e. Each sub-party shall establish that it has complied with the foregoing, to the satisfaction of UNDP,
when requested by UNDP or any party acting on its behalf to provide such confirmation. Failure of
the relevant sub-party to comply of the foregoing, as determined by UNDP, shall be considered
grounds for suspension or termination of the Project.

f. Each responsible party, subcontractor and sub-recipient will ensure that any project activities
undertaken by them will be implemented in a manner consistent with the UNDP Social and
Environmental Standards and shall ensure that any incidents or issues of nhon-compliance shall be
reported to UNDP in accordance with UNDP Social and Environmental Standards.

g. Each responsible party, subcontractor and sub-recipient will take appropriate steps to prevent
misuse of funds, fraud, corruption or other financial irregularities, by its officials, consultants,
subcontractors and sub-recipients in implementing the project or programme or using the UNDP
funds. It will ensure that its financial management, anti-corruption, anti-fraud and anti-money
laundering and countering the financing of terrorism policies are in place and enforced for all funding
received from or through UNDP.

h. The requirements of the following documents, then in force at the time of signature of the Project
Document, apply to each responsible party, subcontractor and sub-recipient: (a) UNDP Policy on
Fraud and other Corrupt Practices (b) UNDP Anti-Money Laundering and Countering the Financing
of Terrorism Policy; and (c) UNDP Office of Audit and Investigations Investigation Guidelines. Each
responsible party, subcontractor and sub-recipient agrees to the requirements of the above
documents, which are an integral part of this Project Document and are available online at
www.undp.org.

i. In the event that an investigation is required, UNDP will conduct investigations relating to any
aspect of UNDP programmes and projects. Each responsible party, subcontractor and sub-recipient
will provide its full cooperation, including making available personnel, relevant documentation, and
granting access to its (and its consultants’, subcontractors’ and sub-recipients’) premises, for such
purposes at reasonable times and on reasonable conditions as may be required for the purpose of
an investigation. Should there be a limitation in meeting this obligation, UNDP shall consult with it to
find a solution.

j- Each responsible party, subcontractor and sub-recipient will promptly inform UNDP as the
Implementing Partner in case of any incidence of inappropriate use of funds, or credible allegation
of fraud, corruption other financial irregularities with due confidentiality.

Where it becomes aware that a UNDP project or activity, in whole or in part, is the focus of
investigation for alleged fraud/corruption, each responsible party, subcontractor and sub-recipient
will inform the UNDP Resident Representative/Head of Office, who will promptly inform UNDP’s
Office of Audit and Investigations (OAI). It will provide regular updates to the head of UNDP in the
country and OAI of the status of, and actions relating to, such investigation.
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k. UNDP will be entitled to a refund from the responsible party, subcontractor or sub-recipient of any
funds provided that have been used inappropriately, including through fraud corruption, other
financial irregularities or otherwise paid other than in accordance with the terms and conditions of
this Project Document. Such amount may be deducted by UNDP from any payment due to the
responsible party, subcontractor or sub-recipient under this or any other agreement. Recovery of
such amount by UNDP shall not diminish or curtail any responsible party’s, subcontractor’s or sub-
recipient’s obligations under this Project Document.

Note: The term “Project Document” as used in this clause shall be deemed to include any relevant
subsidiary agreement further to the Project Document, including those with responsible parties,
subcontractors and sub-recipients.

I. Each contract issued by the responsible party, subcontractor or sub-recipient in connection with
this Project Document shall include a provision representing that no fees, gratuities, rebates, gifts,
commissions or other payments, other than those shown in the proposal, have been given, received,
or promised in connection with the selection process or in contract execution, and that the recipient
of funds from it shall cooperate with any and all investigations and post-payment audits.

m. Should UNDP refer to the relevant national authorities for appropriate legal action any alleged
wrongdoing relating to the project or programme, the Government will ensure that the relevant
national authorities shall actively investigate the same and take appropriate legal action against all
individuals found to have participated in the wrongdoing, recover and return any recovered funds to
UNDP.

n. Each responsible party, subcontractor and sub-recipient shall ensure that all of its obligations set
forth under this section entitled “Risk Management” are passed on to its subcontractors and sub-
recipients and that all the clauses under this section entitled “Risk Management Standard Clauses”
are adequately reflected, mutatis mutandis, in all its sub-contracts or sub-agreements entered into
further to this Project Document.

XI. ANNEXES

Multiyear Work Plan

Project Quality Assurance Report

Social and Environmental Screening Procedure

Risk Log

Project Board Terms of Reference and draft TORs of key management positions
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