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Cyberviolence against
people living with HIV

and key populations

OPPORTUNITIES FOR PREVENTION
AND RESPONSE

This issue brief provides information about cyberviolence against
people living with HIV and key populations most at risk of HIV.
It suggests specific measures that can be taken to address
cyberviolence. It highlights good practice and examples of how
these practices can be adapted to local contexts. This issue brief
is intended for governments, UN entities, community and other
civil society organizations - as well as other stakeholders engaged
in rights-based responses to HIV.



“As a global community, we face questions about security, equity, ethics, and human rights in a
digital age. We need to seize the potential of technology while safeguarding against risks and

unintended consequences.

| see the United Nations as a unique platform for dialogue in our digital age. We need researchers,
policymakers, technologists, entrepreneurs, civil society actors and social scientists to come to the

table and share their part of the solution.”

Introduction

United Nations Secretary-General Antonio Guterres

According to UNAIDS, in 2022 there were 38.4
million people living with HIV, among them 1.7
million children. Fifty-four percent of all people
living with HIV were women and girls. ' Key
populations " and their sexual partners now
comprise 70 percent of the new HIV infections
worldwide and over 90 percent of infections
outside sub-Saharan Africa.™ Violence - including
physical, psychological, sexual and gender-based
violence (GBV) - is an important driver of the HIV
epidemic among key populations. It influences HIV
risk and impedes access to HIV-related
information, prevention, treatment, care, and
support. This includes violence by state as well as
private actors."

Information and communication technology (ICT)
(computers, mobile phones, other Internet-
enabled devices), social media (Facebook, Twitter,
blogs, apps, chat rooms, websites)' can play an
important role in ensuring the health and human
rights of key populations. ICT platforms can
provide a safe space to access and share
information and education about HIV prevention,
treatment and care. It can broaden outreach to
providers of health, social and legal services. ICT
platforms can support peer outreach, mobilization,
participation and advocacy for rights." Virtual space
can help build community and strengthen social bonds
among people who face discrimination and violence,
facilitating the sharing of health and safety information

and publicize information addressing persecution,
violence in public spaces.

In this issue brief, cyberviolence is defined
as the use of information and
communications technology (such as
mobile and smart phones, the internet,
social media, email, etc.) to cause, facilitate,
or threaten violence against an individual or
group of individuals, that results in, or is
likely to result in physical, sexual,
psychological or economic harm or suffering
and may include the exploitation of the
circumstances, characteristics or
vulnerabilities of an individual or group.

This includes threatening or inciting others
to commit acts of violence; stalking,
bullying, blackmailing, harassment,
defamation, hate speech, ' impersonating
victims online, and non-consensual sharing
of private, confidential and sensitive
information, including data breaches and
GBV.

The Global AIDS Strategy (2021-2026), the Global
Fund Strategy (2023-2028) and the five-year
Strategy of the U.S. President's Emergency Plan
for AIDS Relief (PEPFAR) recognize the critical role
that ICT can play in facilitating and scaling up HIV
responses and reaching those that are left furthest
behind. V' The UNDP HIV and Health Strategy
recognizes that data and digital technology have



significant potential to drive equity and more
resilient and sustainable health systems. "

The ability to post anonymously, to not disclose
one’s location and IP address, helps facilitate such
free exchange of information, ideas, and
expression. It also can be critical for people whose
conduct is criminalized and those who face stigma
and discrimination, where sharing information or
HIV prevention commodities such as condoms, or
safe injection equipment. Even gathering in public
may expose criminalized and vulnerable groups to
the risk of criminal prosecution as well as violence
by law enforcement or private perpetrators. **

But anonymity has a flip side - it also “provides a
veil for harassers,” making it more difficult to
identify who or even where violators are so they
can be held accountable for their actions.”

In many countries, key populations “face
persistent harassment and violence online,
including death threats, threats of sexual and
gender-based  violence,  defamation  and
disinformation campaigns. Harassment and hate
speech online often lead to physical violence
offline.” ¥  Digitalization, accelerated by the
response to the COVID-19 pandemic, has
increased such threats.” The use of targeted
communication surveillance and facial recognition
software and location-based tracking (via data
from mobile phones) to monitor and control key
populations is also increasing.*” The use of these
digital tools may facilitate arbitrary arrests,
detentions and other human rights violations, in
turn, facilitating violence. * The unauthorized
disclosure of private, sensitive, confidential
information that is collected and stored online
(e.g., online healthcare records, electronic medical
records, communication  with healthcare
providers) likewise may lead to human rights
violations, including arbitrary arrest, detention and
violence, especially for key populations subject to
punitive or criminal laws.

Addressing cyberviolence against people living
with HIV and key populations is critical for
achieving SDG 3 on health and its targets on
ending the AIDS epidemic and achieving universal
health coverage by 2030; SDG 16 on peace, justice
and strong institutions, and its targets on
significantly reducing all forms of violence and
related death rates; and more broadly, the goal of
“foster[ing] peaceful, just and inclusive societies
which are free from fear and violence.”

Cyberviolence, key

HATEED .
populations and HIV:
£ | trends and issues

There is no internationally recognized definition of
cyberviolence. This type of violence is also referred
to as ‘online Vviolence’, ‘digital Vviolence,’
‘technology-facilitated violence’. Laws censoring or
restricting opinion, expression or information
about key populations can also facilitate
cyberviolence. Cyberviolence can be difficult to
stop, as many of its forms create a digital record
that can be disseminated quickly and widely and
cannot be easily deleted.* This section provides
an overview of the types of cyberviolence targeted
at people living with HIV and key populations that
contribute to increasing HIV risk and impede
access to services.




Digital surveillance,
ﬁﬁ unauthorized collection
Q and disclosure of private

information

Information and communication technology has
been used as a tool to conduct surveillance on key
populations.™i It can also be used to facilitate,
threaten, or direct physical violence. This includes
cases of hunting and directing murder or other
violence offline of LGBTI+ people; government

shutting down  websites of community
organizations or banning information on HIV
prevention for people who use drugs and men who
have sex with men, accounts of harm reduction
organizations, LGBTI+ people and others
perceived to be “foreign agents”. It can also
include creating fake profiles in social media for
entrapment of people based on their real or
perceived sexual orientation or gender identity;
extraction of data from digital devices, together
with physical violence or under duress to identify
other potential targets; and police monitoring and
entrapment of LGBTI+ people on social media,
dating applications, and other web platforms.*Vi

The unauthorized disclosure of private, sensitive,
and/or confidential information such as healthcare
records, electronic medical records,
communications with healthcare or social service
providers (including regarding drug use, HIV

status, drug or HIV treatment, gender-affirming
health care) may lead to violence or other abuse.**
Sex workers have also raised concern that the lack
of transparency regarding the use and sharing of
their information. Such is, for instance, the use of
algorithms that pool user information from
different social media platforms and share it with
other users as “people you may know”. This
practice can render sex workers’ private accounts
visible on clients’ or family members’ screens and
expose them to violence. In all of these cases,
such disclosure may be especially harmful where
key populations are subject to punitive or criminal
laws.

Gathering accurate information about key
populations, including with respect to population
size estimates, HIV prevalence, or clinic visits, is
important for HIV responses. > The use of
biometrics — the automatic identification of a
person based on physiology or anatomy, such as
voice, face, retina and iris patterns, DNA files,
turned into a digital ID - has been proposed as a
means to improve the accuracy of data on key
populations. * However, in the context of
criminalization, discrimination and stigma of these
populations, the use of biometric identification
may put key populations at risk of legal action or
violence, for example if private, confidential
and/or sensitive information about them or their
geolocation is disclosed. > The use of biometric
data for different purposes than for which it was
collected (“function creep”) raises similar
concerns. ™ Sex worker advocates have raised
concern that the wuse of biometrics with
criminalized populations “could undermine the
effectiveness of HIV surveillance efforts and trust
in the AIDS response as a whole.”*" These risks
should be considered when designing and
deploying biometrics and similar systems in all
country contexts, and especially in countries
where punitive measures exist, learning from
emerging good practice in this area. ¥



Threats, incitement to
violence, and online
harassment

Information and communication technology has
frequently been wused to threaten key
populations.”™ These include cases where death
threats have been sent to LGBTI+ rights defenders
via SMS, phone calls and email after their
participation in a diversity event™ and release of
a video on the Internet threatening violence
against LGBTI+ rights defenders.*"i! Social media
can be used to harass key populations in ways that
put them at heightened risk of violence.*™ This
includes filming attacks on men presumed to be
gay who are kidnapped, beaten and humiliated
and posting the clips on social networks, while
encouraging others to commit the same acts.** It
includes disclosing the sexual orientation or
gender identity of people on same-sex dating apps
without consent; ** sharing photos of men
presumed to be gay on social media;** Police
surveillance of social media announcements or
discussions and chats to identify and crackdown
on people suspected of being gay, transgender
and those providing information on LGBTI+ issues
on the internet that is considered “gay
propaganda” and cyberattacks overwhelming a
website or system to retaliate against those
reporting on sensitive topics, including HIV, have
also been reported. >

Restriction of information
and spread of
disinformation, derogatory
and defamatory claims
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The spreading of disinformation, derogatory and
defamatory claims, imposing restrictions on
freedom of opinion and discussing sexual
orientation, gender identity, sex work, drug use
and prevention, treatment and support services
for key populations, including harm reduction are

all interconnected - and closely associated with
violence. They often happen in virtual space or are
enhanced through digital media outlets.

The practice of spreading degrading and
defamatory information about people living with
HIV and key populations is used to justify violence
against them. “Urban legends” about deliberate
infection with HIV through unprotected sex, or
injections pre-date the digital age but are still

spread online. So is disinformation that
transgender women or men are “not real women
or men,” and their dignity, gender identities,
expressions and sexual and reproductive health
and rights should not be taken seriously; that
LGBTI+ people are “sick”, and they can be “cured
of homosexualism and transgenderism”; that sex
workers are “morally corrupt” and that people who
use drugs are “criminals”. Several countries have
enacted or proposed laws *V banning the
dissemination to minors of information about
issues related to sexual orientation or gender
identity), under the guise of protecting children
from information that would be harmful to their
health and development.** There is evidence that
online intimidation and violence against LGBTI+
people has increased since the adoption of these
laws. > Legislation criminalizing website owners
or operators®i for online discussion on sex work
has been associated with increased risk of violence
and other factors affecting HIV risk for sex
workers, including transgender women and others



who do sex work.*il | aws penalizing the use of
the internet to spread information perceived to be
“drug propaganda” have been used to punish
private organizations publishing scientific and
other public discussion of harm reduction and drug
dependence treatment online. X Personal
information of staff, volunteers and supporters of
such organizations, including photographs and
location have been illegally published online with
defamatory statements that these people are
“foreign agents” and “proponents of drug use”.*

£ Parallels with violence
against women and girls

According to UNAIDS, every week around 4,900
young women aged 15-24 years become infected
with HIV. In Sub-Saharan Africa, women and girls
accounted for 63% of all new HIV infections in
2021. Six in seven new HIV infections among
adolescents are among girls. Girls and young
women aged 15-24 years are twice as likely to be
living with HIV than young men. Similarly to key
populations and people living with HIV, young
women and girls are disproportionately affected by
violence in cyberspace, or violence facilitated by
technology. Young women and girls living with
HIV, or part of a key population can be exposed to
an even higher risk of cyberviolence — or vice
versa, as the UN Broadband Commission for Digital
Development has stressed that women are 27
times more likely to face online harassment than
men.” UN Women has pointed out that violence
against women and girls “can be clustered as
online violence which takes place in the digital
world e.g., on social media platforms, virtual
reality platforms, workplace platforms, gaming,
dating, chat rooms and other digital platforms and
technology facilitated ... which is facilitated
through different digital tools e.g., GPS/location-
based technologies, Al, transportation apps,
communication tools such as mobile phones,
etc.” Online and technology facilitated violence
against women and girls was a priority topic for
the 67t Session of the Commission on the Status

of Women in 2023. The Commission recognized
that “while technology can be used to promote
women’s and girls’ full realization of civil, political,
economic, social and cultural rights, it can also be
used to perpetuate gender stereotypes and
negative social norms and create vicious cycles,
where inequalities are amplified and perpetuated
through digital tools, and recognizes the need to
address the impact of structural barriers to the
realization of those rights”. "

Emerging good practice

\_~ and opportunities

People living with HIV, key populations and their
representative organizations are finding effective
ways to protect online safety and security and/or
mitigate its impact to address cyberviolence
against them in hostile environments, including in
the context of criminalization.

Prism Chat, an anonymous online chat support
system launched in 2019, provides a safe space
for LGBTI+ youth to speak with peers about issues
related to sexuality and gender identity, pairing
those dealing with LGBTI+-related issues seeking
support with members of the LGBTI+ community
who can provide such support. Chatrooms have
safety features to block intrusive, disrespectful, or
inappropriate conversations and to direct people
to emergency services with professional support.
Prism has proved an important source of support
and information for LGBTQ+ youth during the
COVID-19 pandemic, many of whom may have
been trapped at home in homophaobic
environments. By the end of 2021, Prism had over
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30,000 users. Prism is supported by Youth Co:
Lab, a project co-led by UNDP and the Citi
Foundation to empower and invest in youth in the
Asia-Pacific region through support for leadership,
social innovation, and entrepreneurship.*

Through its online platform, the EECA Regional
HIV Legal Network connects legal professionals
who provide free legal aid to people living with or
affected by HIV and key populations in nine
countries in Eastern Europe and Central Asia;
facilitates the submission of complaints regarding
rights violations against key populations; and
provides knowledge resources to help people living
with HIV, legal aid workers and other interested
parties to use the law to ensure their rights. The
Network is supported by UNDP, with co-financing
from the European Union.*V

Key populations throughout the world use social
media, mobile phones, or the internet to protect
their safety. In Belize, Trans in Action uses
WhatsApp and chat rooms to keep in touch with
transgender peers in situations where they may be
exposed to violence, including when they travel or
go out. ™ In South Africa, a sex worker-led
community-based organization operates a helpline
with an alert service to share information about
clients that assault or otherwise mistreat them i

The Global Network of Sex Work Projects’ “Digital
Security: The Smart Sex Worker's Guide,” reviews
potential threats posed by the use of digital
technologies and laws, policies and practices
governing digital spaces, including an increased
risk of violence and in turn, HIV risk, their impact
on sex workers and good practice to address them,
highlighting the key role of ensuring the
meaningful involvement of sex workers in
planning, design, delivery, monitoring and
evaluation of digital services. The Guide also
provides detailed recommendations to
governments, funders, and service providers
regarding steps necessary to ensure digital
security for sex workers to address threats posed

by information and communication technology to
their lives, health, and safety.*™

Global Action for Gay Men's Rights (MPact)’s
Activist’s Guide to Digital Security provides
information and advice to advocates and human
rights defenders about how to protect sensitive
information and avoid censorship, surveillance and
threats when using computers and mobile phones,
including how encrypt data, access blocked
websites and applications, and chat, call and share
files by smartphone. '

Frontline AIDS and LINKAGES, in collaboration
with international, regional and domestic civil
society organizations of people living with HIV,
key populations and the support of UNAIDS,
PEPFAR, USAID and the Global Fund, developed a
safety and security kit to help community-based
organizations and others providing direct services
to address violence, including cyberviolence,
against key populations in hostile environments,
such as where their conduct or presentation is
criminalized, and where they face heightened
levels of violence, discrimination and stigma. A
related tool developed by Linkages in collaboration
with people living with HIV, people who use drugs,
LGBTI+ persons and sex workers in the Middle
East and North Africa region and their respective
organizations provides guidance on ensuring
outreach workers’ safety when conducting digital
outreach and on keeping data and
communications safe when working with these
populations.

UN Women's brief on online and ICT-facilitated
against women reviews strategies to prevent and
respond to gender-based cyberviolence, with
specific examples of programs that provide
services, support awareness-raising, specific tools
to secure privacy and security and create safe
online spaces for women in all their diversity. "

The Take Back the Tech! campaign facilitates



https://www.facebook.com/TIABelize/
https://www.nswp.org/resource/nswp-smart-guides/smart-sex-workers-guide-digital-security
https://www.nswp.org/resource/nswp-smart-guides/smart-sex-workers-guide-digital-security
https://www.facebook.com/mpactglobal/posts/ecryption-vpns-and-hackers-oh-my-protect-your-data-and-protect-your-community-le/10157447077793876/
https://www.fhi360.org/sites/default/files/media/documents/resource-linkages-safety-security-toolkit.pdf
https://www.fhi360.org/resource/aman-mena-toolkit
https://www.unwomen.org/en/digital-library/publications/2020/04/brief-online-and-ict-facilitated-violence-against-women-and-girls-during-covid-19
https://www.unwomen.org/en/digital-library/publications/2020/04/brief-online-and-ict-facilitated-violence-against-women-and-girls-during-covid-19
https://www.unwomen.org/en/digital-library/publications/2020/04/brief-online-and-ict-facilitated-violence-against-women-and-girls-during-covid-19
https://takebackthetech.net/

awareness-raising, documentation, and digital
safety to address online gender-based violence
against women, queer, and gender diverse people.
The campaign provides a platform to share
resources, information, and strategies to take
control of information and communication
technology for activism against gender-based
violence."

UNFPA has developed a reporting tip sheet for
journalists in cases of digital violence and digital
GBV and document on preventing digital GBV and
has launched the “bodyright” symbol as part of its
campaign against digital violence. "V

In 2019, a dating app released a security feature
to protect LGBTI+ users when they visit countries
where same-sex conduct or status is criminalized
by hiding the user’s gender orientation and sexual
identity from their profile to prevent this
information from being wused to commit
cyberviolence against them."i The app’s online
safety tips specifically address risks for LGBTI+
people of using the dating app, noting that some
law enforcement personnel have used dating apps

Response

for entrapment and that some countries have laws
that criminalize  communication  between
individuals on same-sex dating apps or websites
and aggravate penalties if the communication
results in a sexual encounter."" The dating app
company worked with ILGA World to develop
these features.

During the COVID-19 pandemic researchers found
out that bots have often amplified and redirected
hate speech in online discourses about racism. '™
In 2021, a chatbot was taken down after engaging
in homophobic slurs on social media in South
Korea. * These incidents inspired activists and
technical experts to develop bots that could
identify hate speech, especially against women
and LGBTI+ people and alert online platforms, or
regulatory authorities. In some cases, bots are
used by activists to counter massive cyber mob
attacks known as "dogpiling" that cannot be
adequately addressed by individual human users. ™

The UNDP Strategic Plan, HIV and Health Strategy
and Digital Strategy (2022-2025) all acknowledge
the risks associated with the misuse of digital
technologies, but also the great benefits that their
responsible use yields; digitalization is seen as an
essential enabler of UNDP’s work worldwide.
Human rights protections apply online in the same
way that they do offline. ¥ With respect to
cyberviolence, people living with HIV and key
populations, key state human rights obligations
include the rights to health, non-discrimination
and equality, privacy, freedom of opinion,
expression and information, freedom of
association and assembly, freedom from torture
and cruel, inhuman, or degrading treatment and
the right to an effective remedy. In developing

measures to address cyberviolence against people
living with HIV and key populations, their rights of
key populations to meaningful participation in the
design, implementation and assessment of laws,
policies, and practices to prevent and redress
cyberviolence is fundamental.

While Member States bear the primary
responsibility for respecting, protecting, and
fulfilling rights related to cyberviolence against
people living with HIV and key populations,
businesses also have the responsibility to ensure
that measures to address such cyberviolence meet
human rights standards, including through the
exercise of due diligence to identify human rights
risks and impacts, avoid complicity in such abuses,


https://www.unfpa.org/sites/default/files/pub-pdf/UNFPA-TFGBV-Making%20All%20Spaces%20Safe.pdf
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and ensure processes to enable the remediation of
abuses that they cause or to which they
contribute, X

The following are strategic considerations for UN
entities, States, civil society, businesses, and other
key stakeholders to prevent cyberviolence against
people living with HIV and key populations,
mitigate its harmful impacts, and provide remedies
to address it. The cooperation of Member States,
international organizations, and IT companies is
critical for an effective response to cyberviolence
against people living with HIV and key
populations, who should be provided with
technical and financial support so that they can
meaningfully participate in the design and
implementation of interventions for their safety
and security.

= Legal environment assessments should
include information on cybersecurity,
privacy, and confidentiality and
cyberviolence in legal scans, legal
environment assessments and their
respective updates.

= Country-level documentation of types of
cyberviolence that people living with HIV and
key populations experience as well as
frequency, information about perpetrators,
types of digital space or ICT used, and
consequences.

= Monitoring and reporting cyberviolence
against people living with HIV and key
populations to systematically document its
occurrence, inform advocacy with
decisionmakers on the impact of
cyberviolence and key populations and
necessary reforms, and ensure accountability
for cyberviolence.

= Protecting the privacy and security of
online communications necessary for
people living with HIV and key

populations to communicate safely
online. This includes the development of
encryption and anonymity tools that protect
these rights, and laws, regulations and
policies ensuring that restrictions limiting
freedom of expression comply with human
rights standards, which is be provided by law
and necessary and proportionate to achieve
a legitimate objective.

Ensuring accountability and justice,
including through strategic litigation, for
harm caused by cyberviolence.

Raising awareness about cyberviolence
and promoting digital literacy among
people living with HIV and key populations,
HIV service organizations, civil society
organizations working with key populations
and other stakeholders, including judges,
lawyers, police, frontline workers, and the
media.

Training for the media to support literacy
on cyberviolence and its impact on key
populations and accurate reporting of
information about key populations and HIV.

Education and training for people living
with  HIV and key populations on
cyberviolence and measures to prevent and
protect against it, including protecting the
privacy and confidentiality of information
shared, such as a person’s identity and
geolocation. Toolkits on implementing
comprehensive HIV programmes with sex
workers, men who have sex with men,
transgender women and people who use
drugs, respectively, developed by UNDP and
other UN entities in collaboration with
members of these key populations and their
respective organizations, provide guidance
on digital security that can be used in these
trainings.



= Disseminating guidance regarding = Developing and implementing codes of
appropriate use of digital technologies with conduct for ethical and rights-based
respect to people living with HIV and key collection, storage and use of data on key
populations. populations.

= Working with IT companies to prevent,
mitigate and redress cyberviolence linked to
their operations, products or services and
ensure accountability for actions contributing
to cyberviolence.
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