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While systemic risk has always existed, its local and national expression is now 
complemented by more frequent manifestations of global systemic risk. Events 
since the turn of the 21st century indicate that economic globalization has 
resulted in increasing system interdependency, complexity and uncertainty and 
hence magnified systemic risk as we have seen during the COVID-19 pandemic. 
A result of this has been that the predominant approach to the governance 
of systemic risk has become synonymous with strengthening resilience to 
transboundary and global risks. Little concern has thus far been shown 
internationally with systemic risk at the local and national levels, especially 
in low to middle income countries (LMICs).2 This policy brief, therefore, aims 
to foster the understanding of systemic risk and how UNDP, its partners and 
programme countries can adopt actionable ways of promoting systemic risk 
governance at local and national levels. Systemic and multi-dimensional risk are 
also recognized as key challenges in the UNDP Strategic Plan 2021-2025.3

Expressions of Systemic Risk

Systemic risk is characterized by high levels of 
interdependency, non-linearity, feedback loops 
and uncertainty and manifests as sequential, 
synchronous or simultaneous crises and 
failings.4 Sequential impacts can occur in complex 
ecosystems such as in global supply chains that 
have effects across spatial and temporal scales5 
(e.g. the fires in the ready-made garment industry in 
Bangladesh in 2012-13,6 the Tsunami in Japan7 and 

the Chao Phraya floods in Thailand in 20118, which 
affected European and North American markets). 
Synchronous systems failures9 occur in multiple 
interdependent systems because of a primary 
hazard or threat that leads to the destruction of 
assets and infrastructure in diverse systems (e.g. in 
Dominica after Hurricane Maria or New York after 
Hurricane Sandy10). 
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Simultaneous crises11 are associated with multiple 
triggers that can have compounded impacts (e.g. 
crises in Sudan, Syria or Zimbabwe, which are 
characterized by compounding hazards such as 
macro-economic crises, COVID-19, conflicts, refugees 
and migration, droughts, floods and epidemics). 

Systemic risk is also expressed in the form 
of existential risks in the nine critical and 
interdependent earth systems when their 
thresholds or boundaries are breached. Earth 
systems are interdependent with social and 
economic systems. Small incremental changes 
in in any one system can lead to a catastrophic 
breakdown in another (e.g. the dying of the Aral Sea 
or the global climate emergency with its looming 
consequences if not stopped).12 

Most people in LMICs experience systemic 
risk on an everyday basis through the failure of 
local infrastructure systems (water and sanitation, 

power, telecommunications, health and education), 
the interruption of local supply chains that are 
dependent on road, rail, or river networks and 
the degradation or collapse of local ecosystem 
services. This makes addressing everyday systemic 
risk critical for the achievement of many SDGs.13,14

Systemic risk in local infrastructure systems 
in Cambodia:

In Cambodia, nearly one-fifth of the country’s 
road network was damaged or destroyed 
by floods between 2000 and 2014. Of the 
total roads, 89 percent were rural, and 59% 
were roads connecting communes and /or 
villages, directly affecting the local supply 
chains on which these communities rely. This 
is the everyday experience of systemic risk for 
local people who rely on local infrastructure 
systems in LMIC.

The Social Construction of Systemic Risk
Systemic risk, like all other risks, is the result of the 
interrelationship of hazard, exposure and 
vulnerability. These variables are socially 
constructed through a range of underlying drivers, 
including poverty and inequality, badly planned 
and managed urban and infrastructure 
development, environmental degradation, climate 
change, conflict, displacement and weak territorial 
governance.15 Resilience compensates risk through 
various mechanisms, for example redundancy in 
systems. “Socially constructed” means that they 
have been created and accepted by the people in 
a society, and thus can change as society changes. 

Although hazards are often interpreted as 
natural, they are often times socially constructed 
(e.g. extreme weather events that are related to 
endogenous climate change, flooding associated 
with deforestation or urban development, zoonic 
pathogens, or conflict).16 

The underlying drivers of risk are also reflections 
of the prevailing political economy. In all political 
economies, there is a tension between the 
privatization of benefits and the socialization 
of risks, namely when some elements of society 
benefit from risk taking, whilst others bear the costs 
in the case of failure.17

In a globalized economy, risks and the related 
costs may be transferred to geographically and 
temporally disconnected systems. While some 
countries and economic sectors apparently 
manage their risks and strengthen their resilience, 
this may disguise and veil risk transfer to other 
sectors and geographies. When this hidden risk 
accumulates in any system and is activated by a 
hazard trigger, it then materializes in the form of 
crises with potential impacts across other systems. 
The impacts can circle back into the risk scenarios 
of the system from which they emerged and back 
into the underlying political economy, which in time 
seeds new risks. This means that risk will become 
even more serious in the future if action is not taken 
to control and reduce it.

COVID-19 manifests systemic risk that 
was accumulated over time:

The ongoing COVID-19 pandemic exemplifies 
the systemic internalization of risk drivers 
in the global political economy in all its 
dimensions. The dominant interpretation 
of the COVID-19 pandemic continues to 
be that of an exogenous and unforeseen 
pathogen (the SAR-CoV-2 virus) taking 
national health systems and economies by 
surprise. However, the pandemic can and 
should be understood as the manifestation 
of endogenous risk that was socially 
constructed and accumulated over time.
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The dynamics of the social construction of systemic 
risk also explains why risk always tends to 
disproportionately concentrate in the same social 
groups (defined by social status and class, ethnicity, 
race, gender, age, employment and work type, 
and various conditions of intersectionality) and 
geographies (excluded, marginal or insecure areas 
due to socio-spatial segregation). 

The kind of hazard trigger, whether physical, 
biological, technological or social, is 
ultimately of secondary importance.18 This 
conclusion is fundamental for conceiving ideas 
and approaches to actionable systemic risk 
governance, whether in highly developed or low- 
and middle-income countries.

Towards a New Paradigm for the Governance of Systemic Risk

The understanding and practice of systemic risk 
and its governance is still new and evolving. 
Based on the above insights of how systemic 
risk manifests, several fundamental challenges 

that are inherent in predominant risk governance 
solutions will need to be tackled to be able to shift 
the underlying paradigm for the governance of 
systemic risk (see Figure 1). 

Figure 1: The old versus the new risk governance paradigm for systemic risk19

Risk governance 
protects development 
from external threats

Risk governance is 
dominated by 
corrective, reactive and 
compensatory risk 
management

Risk governance is 
unable to deal with 
”conventinal” risk

Risk governance 
protects development 
from risk that the 
paradigm itself 
generates

Risk governance 
reduces risk that is 
socially constructed 
and endogenous to 
development

Risk governance also 
fosters prospective risk 
management (curbs 
underlying drivers)

Risk governance is ”fit- 
for-purpose” to deal 
with conventional and 
systemic risk and the 
relations between them

Risk governance 
re-evaluates the trade-o� 
between privatizing gains 
and socializing risks in 
favour of sustainability 
and resilience

Old Paradigm

New Paradigm

Considering the wide range of countries’ 
governance arrangements, capacities and gaps, 
there are no blueprint approaches for strengthening 
the governance of systemic or conventional risk. 
However, there are several general characteristics 
that can be nurtured to support the shift from the old 
to the new paradigm (see Figure 1). 

Strengthen the management of conventional risk 
to govern systemic risks: Systemic risk usually 
develops from conventional risk. This means that 
if conventional risk can be effectively managed 
and reduced, then systemic risk can be as well. 
The governance of systemic risk, therefore, should 
not be a new exotic governance specialty; rather, 
it requires the strengthening of conventional risk 
governance arrangements as a precondition to 
reduce systemic risk. 

Focus more on understanding the risk drivers: 
When the focus of risk governance lies on 
protecting development from supposedly 
exogenous (meaning external to development), 

unexpected and difficult to anticipate threats, then 
the attention of risk analysis inevitably becomes 
preoccupied with the hazard trigger. On the 
contrary, when conventional and systemic risk are 
understood as a social construct, the focus of risk 
analysis shifts from the hazard trigger to the existing 
and known patterns of exposure and vulnerability 
that can be corrected.

Give more attention to prospective risk 
management: Understanding risk as a social 
construct, opens the door to an increased emphasis 
on prospective risk management. This ensures that 
new risks are avoided by controlling the development 
of risk drivers such as environmental degradation, 
unsustainable urban and territorial practices, poverty 
and inequality. It also allows for a clear definition of 
who owns and is responsible for the risk and who 
is accountable and liable for risk transfer to other 
sectors and territories. For this to happen, committed 
participation in decision-making is required for all 
parties involved and potentially affected. 
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From a global phenomenon to local action and 
territorial governance: Managing systemic risk 
at the local level has a profound global impact. 
Systemic risk in local infrastructure systems, supply 
chains and ecosystems, is not an autonomous 
local issue. It sheds light on underlying global risk 
drivers and how the social construction of systemic 
risk manifests in geographies and territories. It is 
only at the territorial level that the interlinkages 
between different systems can be articulated and 
risk management issues can be resolved, offering 
an actionable entry point for addressing systemic 
risk as the national and global level. 

Strengthening the governance of sustainability 
and resilience: Addressing systemic risk requires 
strengthening the already existing overall, holistic 
governance framework for social, economic, 
territorial and environmental development that 
can curb the underlying risk drivers in a way 
that promotes sustainability and resilience and 
generates development benefits. By doing so, 
it directly addresses the trade-offs between 
privatizing gains and socializing risks in search 
of a new political economy that strengthens 
competitiveness whilst favouring prospective 
risk management (rather than addressing mere 
technical and administrative challenges).

The Elements of an Actionable Risk Governance Framework 
UNDP has been a global leader in both governance 
and risk governance, having substantially 
contributed to shaping the concept and related 
practices in its programme countries.20 The 
following actionable entry points are suggested for 
UNDP and partners to accompany LMICs on their 
journey towards a framework for the governance of 
systemic risk, which is based on an understanding 
of its social construction.

 ■ Fostering risk-informed development: Risk-
informed development aims to embed “risk” at the 
heart of development (rather than dealing with it 
as an add-on) including policy making, planning, 
budgeting, programming, implementation, 
monitoring and evaluation and at all scales. 
It ensures that a resilience lens permeates 
development and helps negotiate complex 
decisions over trade-offs between seemingly 
conflicting policy objectives in favour of a new 
political economy. Adaptive and anticipatory 
governance capacities will provide the basis for 
an enabling environment that provides space for 
flexibility and innovation so that human societies 
can live in and with uncertainty.21 

 ■ Strengthening risk identification and 
estimation: Giving attention to understanding 
the multi-dimensional characteristics of risk 
(rather than a single risk approaches) with a 
clear focus on the underlying conditions of 
exposure and vulnerability, will help better 
understand its social configuration. Since 
exposure and vulnerability are pre-existing 
conditions, they can be more easily modelled 
and estimated (compared to predicting hazard 
triggers that are extreme, infrequent and difficult 
to estimate such as black swan events). 

 ■ Improving territorial governance 
arrangements: While national governments 
have normative responsibilities, these are 
unlikely to lead to implementation on the 
ground unless backed up by well-resourced 
territorial governments with the necessary 
capabilities. Territorial governance at the local 
level is critical for addressing systemic risk 
in local infrastructure systems, supply chains 
and ecosystem services. At the territorial level 
the social construction of systemic risk can be 
understood, and the interlinkages between 
different systems articulated with a view to 
resolve risk management issues. This will have a 
wide reaching impact at the global level and on 
the achievement of the SDGs. 

 ■ Setting financial incentives: Financial 
mechanisms that encourage the allocation of 
public and private capital for investments that 
reduce risk and build resilience are a key building 
block. The suite of potential solutions is long, 
including budgeting, fiscal/financial management, 
risk-informed Integrated National Financing 
Frameworks, insurance, risk-financing, and 
pooling, social protection schemes, accessing 
pooled and global funds, and many more.

 ■ Cultivating new forms of public and societal 
accountability: Addressing the diffused 
responsibilities among a complex network of 
actors that have a role in the construction and 
management of systemic risk, will require the 
capacity to bring together a broad range of 
perspectives and viewpoints by connecting 
formal and informal institutions and networks 
in a multi-stakeholder and people-centered 
approach to decision-making on the common 
future of our local and global societies.
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These entry points offer an actionable way to 
support countries in transforming the governance of 
risk towards an approach that is able to break the 
cycle of systemically creating new risk. 

For more information, please consult the UNDP 
Discussion Paper “The Social Construction of 
Systemic Risk: Towards an Actionable Framework 
for Risk Governance” (June 2021).

Brief Glossary of Terms: 

Conventional risk: The probable direct impacts that 
can occur, such as injury and death, loss or damage 
to physical assets and economic losses associated 
with existing stocks and provisions.

Hazard trigger: a condition or other event that will 
cause a risk to manifest itself in the form of negative 
impacts on people, assets or systems. 

Risk driver: Processes or conditions, often 
development-related, that influence the level of 
disaster risk by increasing levels of exposure and 
vulnerability or reducing capacity.

Systemic risk: The ripple-effects of direct loss and 
damage, indirect impacts and wider effects, such as 
the disruption of infrastructure systems and essential 
services; failure of economic, financial or social 
systems; effects on employment and income; national 
and family debt profiles and ecosystem collapse.

Copyright © UNDP 2022 All rights reserved. 
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