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EXECUTIVE SUMMARY

Overview and progress to-date

In the ASEAN region, only a few countries have established mechanisms encourag-
ing cross-border data flow with the purpose of stimulating innovation and economic
growth. However, as technological transformation progresses, the collection and pro-
cessing of data is accelerating. This transformation also increasingly relies on access to

and use of high-quality data that often resides in more than one country.'

In this context, there is a need to shape new models of data governance, whilst the
crucial role of data in driving economic and societal development means that it should
not be constrained by national or other geographic borders. This reality demands
engagement with the requirements of enabling cross-border data flows.

Making cross-border data
happen: policies and Processes

Existing regional and international trade
agreements have informed the ASEAN approach
to cross-border data flows, although their broad
and non-digital focus requires underpinning with
more specific policies. This includes national laws,
policies and structures — in particular, legislation,
regulation, and other guidelines — that inform
cross-border data flows. Of particular importance
are privacy rights, data protection legislation,
intellectual property rights, and cybersecurity.

Data internationalism

In the ASEAN region, one of the main challenges
to cross-border data is the fragmented and
varying national requirements regarding the use
of personal data. In particular, some countries
impose localisation (or data sovereignty, or data
protectionism) measures specifically to force
data to be stored and/or kept within the country.

While individuals, business and digital systems
are generating enormous flows of data,
governments, in response, are struggling with
striking a balance between facilitating trade
through international data flows and upholding

domestic policy objectives of privacy, consumer
protection, and cybersecurity, according to the
rule of law.? However, it is possible to achieve
legitimate privacy and security goals in ways
that are less impactful ontrade and economic
growth.

Privacy and data protection

Data governance frameworks for accountable
and transparent processing of personal
information (both before and after aggregation)
are necessary to safeguard rights of privacy.
Privacy is a fundamental right enshrined in
many international declarations.

Data protection and privacy efforts are still
evolving in the context of cross-border data
flows. In this setting, there are a number of
considerations and challenges. This includes
preventing data extraction, or unequal data
relationships, and tackling diverging data
privacy laws.

Cybersecurity

Confidentiality, integrity, and availability of
data, from a regulatory perspective, depends
on national cybersecurity policy and legislation.
From a cybersecurity perspective, some states
may believe that data is more secure if it is stored
within national borders. However, data security
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How we manage cross-border data is an
important factor of national, regional, and global
economic development - including driving
progress toward achieving the Sustainable
Development Goals. Yet, in the ASEAN
region, only a few countries have established
mechanisms encouraging cross-border data
flow with the purpose of stimulating innovation
and economic growth.

To-date, existing regional and international
trade agreements have informed the ASEAN
approach to cross-border data flows, although
their broad and non-digital focus requires
underpinning with more specific policies. This
includes shaping national laws, policies and
structures — in particular, legislation, regulation,
and other guidelines — to inform cross-border
data flows. Of particular importance are privacy
rights, data protection legislation, intellectual
property rights, and cybersecurity.
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Technical interoperability also plays a
fundamental role in cross-border data flows
— and in the data life-cycle more broadly.
Technical interoperability enables sharing
of data between systems, and making use
of this data. These systems also require data
interoperability and interconnectivity to ensure
that data flows in a seamless manner when
being provided to those who need it, when they
need it, where they need it, and in the form in
which they need it.

Ona practical level, data is compiled and stored by
many organisations at global, national, and local
levels. Both proprietary and open technologies
are currently employed in the management of
data. As such, it can be difficult to distribute or
share data across various disjointed applications
and databases. The challenges associated with
data management can impede cross-border
datasharing and hinder horizontal data use
mechanisms such as Artificial Intelligence and
Internet-of-Things.

Strengthen Data Ecosystem | Harmonise Legal and Regulatory Frameworks | Foster Data Innovation

Data Life Cycle ..
and Ecosystem 4

Cross-Border
Data Flows

Outcomes: Outcomes:
» Data governance through the + Business certainty on cross-
data lifecycle (e.g. collection, border data flows
use, access, storage) * No unnecessary restrictions
» Adequate protection for on data flows
different types of data
Initiative: Initiative:

» ASEAN Data Classification
Framework

» ASEAN Cross-Border Data
Flows Mechanism

2.  Digitalisation — Legal,
and Emerging Regulatory, and
Technologies 540} Policy

Outcomes: Outcomes:

» Data capacity (infrastructure
and skills) development
* Leveraging new technologies

* Harmonised legal and
regulatory landscapes in
ASEAN (including personal
data protection)

* Development and adoption of
best practices

Initiative: Initiative:

» ASEAN Digital Innovation * ASEAN Data Protection and
Form Privacy Forum

Cybersecurity | Capacity Building | Enforcement Cooperation

Figure 1 — Summary of the ASEAN Framework on Digital Data Governance (ASEAN)
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An increasing number of business models are
founded on the importance of accessing, holding,
analysing and utilising data across borders,
including Open Banking — discussed as a case
study in this report. Open Banking is based on
the idea of developing a single, cohesive pool of
data that spans all products and services. By the
end of 2020, 40 per cent of Asia Pacific banks
will have invested in Open Banking management
platforms. The catalytic potential of cross-border
data in this use case highlights that all ASEAN
countries — large and small — should play a role
in defining, shaping, and iterating the policies,
regulations, and technical foundations to drive
cross-border data flows

This focus should include engaging with
the realities of cross-border data — such as
introducing ‘open by default’ data policies,
avoiding data localisation or similarly protectionist
approaches, and preventing further divergence
around key priorities such as data privacy.
Countries should also take a forward-thinking
approachto regulation, particularly in the context
of a technology-driven and fast-moving sector.
The speed of change in the sector may demand a
more agile, iterative, and experimental approach
to regulation, legislation, and policymaking.

At a national level, governments and other
partners should also invest in — and enable — the
considerable technical foundations needed to
enable cross-borderdata. Theseinclude extensive
and high-quality connectivity, developing API
functionalities, and building foundational national
infrastructure such as data registries. Wherever
possible, countries should seek to build on and
expand international best practice — particularly to
ensure technology-neutrality and future-proofing.

More broadly, there is a key role for the ASEAN
community to play in shaping a strong regional
data governance framework to leverage the
above potential of cross-border data — and to
mitigate data-related risks and harm. This includes
formalising approaches to share responsibility for
data privacy. International trade with regions such
as the EU highlight the need for frameworks that
move beyond the ‘open regionalism’ foundations
of the ASEAN region.

All of these efforts must be founded on
collaboration with all stakeholders in the national,
and regional, data ecosystem — particularly the
private sector and broader industry. International
organisations can also play akey role in supporting
coordination, building capacity and expertise, and
driving collaboration and shaping best practice.
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In the ASEAN region, only a few countries
have established mechanisms encouraging
cross-border data flow with the purpose
of stimulating innovation and economic
growth. This is likely due to the challenges
encountered by some countries in capturing
value from data - including lower-levels of
data connectivity , issues with foundational
digital infrastructure , weaker data collection
processes and abilities, limited data or digital
literacy that stifles innovation, and a lack
of access to high quality or large datasets.
These aspects can also prevent engagement
with emerging technology and innovation
such as Artificial Intelligence (Al) and data
analytics.

In addition, although a growing number of
countries in the region have laws protecting
personal data, often there are limited funds,
tools, abilities and resources to enforce these
frameworks. More broadly, international data
collaborations or explorations can sometimes
be affected by a zero-sum approach to
geopolitics. In particular, and as a result of some
countries believing that retaining data within
their borders creates national opportunities
for economic growth based on digitalisation,
countries may adopt protectionist approaches
to data management,including datalocalisation.
All of these factors risk exacerbating existing
digital inequities between countries. They also
risk ‘locking-out’ countries from the benefits
of emerging technologies — and from cross-
border data flows.

How cross-border data flows are driving
digitalisation

Astechnological transformation progresses, the
collectionand processing of dataisaccelerating.
New and emerging technologies such as Al,
distributed ledgers, drones, and the Internet
of Things (loT) are also producing, storing, and
analysing an unprecedented amount of data.
Machine-to-machine products and services are
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also increasingly able to produce, store, and
analyse data without human intervention. These
technological advancements rely on access to
and use of high-quality data that often resides
in more than one country*.

Cross-border data is driving and enabling
this increased digitalisation, and perhaps
even accelerating the production of data.
The scale at which data can be collected and
processed is driven by access to technology
that is increasingly international in scope
— including cloud computing. In order to
collect more data, and leverage its potential,
looking internationally is proving important.

All  of these developments reaffirm the
importance and need to shape new models
of data governance, whilst the crucial role
of data in driving economic and societal
development means that it should not be
constrained by national or other geographic
borders. This reality demands engagement
with the requirements of enabling cross-
border data flows. This is a comparatively
recent challenge. Cross-border data flow
differs from the traditional exchange of goods
and other services for a number of reasons:

» Suppliers and users do not need to be in the
same location.

» The trade of data is fluid and frequent, and it
is possible to trade the same data repeatedly.

« The physical location of data accessed is
hard to determine, and hence is difficult to
assess what data is ‘imported’ and what is
‘exported’. In fact, the physical location of
data may be irrelevant, as ultimately what
matters is who has access to and control
over the data.
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« When data flows across borders, it does
not necessarily have to be affiliated with
a transaction. Data can be simply ‘shared’
across borders. For instance, in some cases,
a copy of the data is undertaken locally. In
others, users access data by connecting to
the servers where the data is stored.

« There are different types of data, most
notably personal data and non-personal
data. While cross-border flow of personal
data is a much more regulated space,
transferring non-personal data across
borders tends to be largely unregulated.
That said, there is increasing interest in
regulating cross-border personal and non-
personal data flow.

 Inpractice,when private sectororganisations
think about cross border data flow, it is
difficult for them to segregate personal data
and non-personal data as often these data
sets are interrelated.

These aspects highlight how cross-border data
flows may not always fit traditional definitions
of trade, and reaffirm the need for focused
engagement with the emerging and existing
realities of cross-border data flows.

The emerging ASEAN approach to cross-
border data flow

Efforts to drive cross-border data flow must
be founded on the local and regional context.
In the ASEAN region, this includes leveraging
existing networks and processes to drive
digital regional integration. ASEAN countries
are committed to regional integration in the
‘ASEAN Way’, a distinctive approach to regional
cooperation and governance. This approach
is based on a commitment to protect national
sovereignty, to non-interference in the domestic
matters of fellow countries, to decisions based
on consensus building, and to informal guiding
relationships between leaders. This method

of policymaking takes the form of blueprints,
declarations, dialogues and fora, which often
do not constitute or create legally binding or
enforceable obligations at a regional level. As
well as the ‘ASEAN Way’, countries have also
undertakenapolicyof‘openregionalism’thathas
shaped cohesion acrossthe Asia-Pacificregion?.

The ASEAN organisation has also evolved
and expanded its mandate beyond its original
remit of shaping regional peace and security.
In 2015 the ASEAN Economic Community was
established, an audacious plan for enhanced
economic integration®. As the region moves
towards an interconnected and borderless
model, the principles on cross-border data
flows enshrined in the ASEAN Framework on
Digital Data Governance are expected to guide
state entities, the private sector and consumers
to manage data flows. Notably, the ASEAN
Framework on Digital Data Governance (Figure
4) ‘isaimed atstrengtheningthe data ecosystem,
achieving legal and regulatory alignment of
data regulations and governance frameworks;
and fostering data-driven innovation across
ASEAN Member States to boost the growth of
digital economy in the region™®.

However, although economic convergence
between ASEAN’s lower and higher-income
countries has shown optimistic trends in the
past twenty years, paradoxically this progress
has been accompanied by growing inequality
within countries"™. The impact of digital
transformation has the potential to accelerate
development and economic growth. But at
the same time, such efforts could slow down
— or even reverse — the convergence between
countries and risk widening digital and broader
inequality between and within states'™.

Practices of cross-border data flow risk also
entrench these inequalities. Well-resourced and
more developed countries can more effectively
extract value from data, and also bring to their
shores data that is collected and produced in

1"
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Strengthen Data Ecosystem | Harmonise Legal and Regulatory Frameworks | Foster Data Innovation
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Outcomes: Outcomes:
» Data governance through the + Business certainty on cross-
data lifecycle (e.g. collection, border data flows
use, access, storage) * No unnecessary restrictions
» Adequate protection for on data flows
different types of data

Initiative: Initiative:

* ASEAN Data Classification
Framework

* ASEAN Cross-Border Data
Flows Mechanism

o . Digitalisation Legal,
and Emerging Regulatory, and
Technologies Policy

Outcomes: Outcomes:

» Harmonised legal and
regulatory landscapes in
ASEAN (including personal
data protection)

» Development and adoption of
best practices

« Data capacity (infrastructure
and skills) development
* Leveraging new technologies

Initiative: Initiative:

* ASEAN Digital Innovation * ASEAN Data Protection and
Form Privacy Forum

Cybersecurity | Capacity Building | Enforcement Cooperation

Figure 3 — Summary of the ASEAN Framework on Digital Data Governance (ASEAN)

his risks creating and entrenching a data
dichotomy: between the former countries
that have the infrastructure, knowledge, and
resources to become digital data hubs that
store, retain, and analyse data (for example,
to inform data-driven technologies such as
machine-learning); and their less-developed
counterparts that are simply releasing data
- with little or no real benefit from it, except
lower value-added tasks within the supply
chain of data production, storage, and analysis.

This extractive relationship, resulting in non-
inclusive growth, risks increasing political
and social instability within countries and
could undermine support — and indeed,
trust — in greater regional integration®.
These wider considerations reaffirm the
importance of defining an approach to cross-
border data — from overarching governance,
to the underlying common or recognised
technical standards discussed later in this
paper, and foundational norms and principles.

However, the above negative outcomes are
far from guaranteed. Many less-developed
countries are making significant progress in
shaping advanced digital skills —including those
relevant to critically interrogating and shaping
data-driven solutions. Overall, enabling cross-
border data flows has considerable potential to
create positive economic and social multipliers
for countries. Increasingly, much of the
technology and expertise of the digital economy
is being democratised and becoming accessible
from many countries due to cross-border data
flows. This can create regionally-competitive
firms and industries. Where there is a broader risk
of creating or entrenching inequalities between
countries — as will be discussed later — is in
situations of data protectionism. In these contexts
of restricting cross-border data flows, it becomes
more challenging for domestic companies to
grow beyond their national market. This risks
constraining economies, dissuading international
talent, and preventing the development of
innovative startups and ecosystems.

12

OVERVIEW AND PROGRESS-TO-DATE

Universal availability

Limited participation

Relevant pillars for international cooperation on data flows

Technical standards
and industrial cooperation

® Binding international
treaties on legal
harmonisation
(Budapest Convention)

® Standard-setting in
multi-stakeholder forums
(ISO/IEC, IEEE, 3GPP,
among others)

@ Regional model laws on
e-commerce,
cross-border data flows
and privacy (EU, ASEAN)

® National and regional
standard-setting, e.g.
United Nations Economic
Commission for Europe

® Principles and guidelines @ Exclusive “data spaces”
on data flows and privacy initiatives and

(OECD Privacy consortium
Guidelines, APEC Privacy
Framework) ® Bilateral mutual

recognition agreements
® | egal assistance through  or equivalence decisions
mutual legal assistance
treaties or international

conventions

® Judicial redress and
recourse offered to a list
of countries under
domestic law

® Diplomatic instruments
and strategic
partnerships (e.g.
Australia-Singapore
Digital Economy
Agreement)

International
trade rules

® World Trade

Organization rules (case
law, General Agreement
on Trade in Services,
and Reference Paper
and Annex on
Telecommunications)
with privacy and other
exceptions, along with
two-tier test (for
least-trade
restrictiveness and
necessity)

® Ongoing World Trade

Organization Joint
Statement Initiative
negotiations

® Digital trade
commitments (e.g. data
flow, prohibition on
localisation and source
code access disciplines
derived from the
Comprehensive and
Progressive Agreement
for Trans-Pacific
Partnership - CPTPP)
developed in the
Japan-US Digital Trade
Agreement, the United
States-Mexico-Canada
Agreement (USMCA), EU
texts, the Digital
Economy Partnership
Agreement - DEPA, with
varying exceptions

Figure 4: Osaka Track architecture for data governance (World Economic Forum)
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Building the foundations: the role of regional
and international trade agreements

In the ASEAN region there are a number of
multilateral arrangements ensuring that, when
data is transferred across borders, a certain
degree of protection is granted. These include
non-binding arrangements, such as the ASEAN
Personal Data Protection Framework; and
principle-based frameworks, such as the APEC
Privacy Framework, and the APEC Cross-Border
Privacy Rules (CBPR) System — as well as broader
initiatives such as the ‘Data Free Flow With
Trust’ concept arising from Japan’s 2019 G20
leadership. Other international and regional
trade schemes that can facilitate cross-border
data flow between ASEAN countries include the
Regional Comprehensive Economic Partnership,
the ASEAN e-Commerce Agreement, the
Comprehensive and Progressive Agreement
for Trans-Pacific Partnership, and, more widely,
the Council of Europe Convention 108/9181.

Active involvement of the
private sector is crucial in
enabling cross-border data
flows.

In addition, bilateral and regional approaches to
regulate traditional trade activities, and cross-border
data flow, provide important foundations for cross-
border data flow. In this context, ASEAN states are
working both within ASEAN and with countries
outside the region towards a number of mechanisms
governing cross-border data flow, including
certifications, accreditation, and contractual
clauses™. Extensive industry engagement has
been an important foundation. In this context, for
instance, Singapore has recently signed a Digital
Economy Partnership Agreement®™ with New

ENABLING CROSS-BORDER DATA FLOW: ASEAN AND BEYOND

as well as a separate Singapore-Australia Digital
Economy Agreement (SADEA)®. This aims to
align digital rules and standards that support and
encourage cross-border data flow, and to facilitate
interoperability between digital systems”. Active
involvement of the private sector is crucial in
enabling cross-border data flows.

Regionally, this overarching framework consists
of a collection of norms and principles shaped
through fora, dialogues, and declarations. These
documents and processes do not constitute or
create legally-binding or enforceable obligations
at a regional level (although some aspects —
such as the ASEAN Model Contractual Clauses,
discussed below, are binding) but rather
guidelines drawing from privacy, data protection
and cybersecurity laws on the one hand; and on
the other, from trade agreements.
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Making Cross-Border Data
Happen:
Policies and Processes

MAKING CROSS-BORDER DATA HAPPEN: POLICIES AND PROCESSES

Existing regional and international trade
agreements have informed the ASEAN
approach to cross-border data flows, although
their broad and non-digital focus requires
underpinning with more specific policies. This
includes national laws, policies and structures
—in particular, legislation, regulation, and other
guidelines — that inform cross-border data
flows. Of particular importance are privacy
rights, data protection legislation, intellectual
property rights, and cybersecurity.

According to the Organisation for Economic
Cooperation and Development (OECD), in order
to create a data-enabled digital government
model, state entities should adopt ‘open by
default policies®, and create mechanisms to
engage with different stakeholders around
their data needs™. This shift has also prompted
changes in the data skills needed in national
government agencies to govern the entire data
life cycle®, but also the overarching frameworks
and foundational components needed to enable
the sharing of data across borders .

Data internationalism

Inthe ASEAN region, one of the main challenges
to cross-border data is the fragmented and
varying national requirements regarding the use
of personal data. In particular, some countries
impose localisation (or data sovereignty, or data
protectionism) measures specifically to force
data to be stored and/or kept within the country.

Vietham and Indonesia have imposed
particularly comprehensive restrictions on
cross-border data flows in the ASEAN region?'.
Specifically, Vietnam has a requirement for
private firms who want to process data to
build a server locally to operate in the country.
This infrastructure requirement serves to
store data for inspection should a competent
authority request provision of information??
Indonesia’s data-localisation laws cover a

number of sectors and technologies. The
country has expanded its localisation policies
as part of its state-directed development and
digital protectionism strategies?3.

Several factors drive a more restrictive approach
to cross-border data flow, including perceived
safeguarding of national security, protecting
data privacy, aiding law enforcement (including
domestic  surveillance), preventing foreign
surveillance, and appeals to the fundamental
principle of national sovereignty more generally.
However, localisation can often impair — or
actively undermine — these objectives. For
example, data localisation can increase the risks
of data breach and impact on privacy as the data
is more accessible and large — simplifying and
incentivising the work of hackers to locate and
access this sensitive data.
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Small countries, which are not home to data centres, can
incur unnecessary administrative regulatory costs related

to enforcing data localisation requirements — whilst foreign
investment will be discouraged due to the favouring of local

players.

Governments have also restricted the transfer
of data across national borders to foster
the development of the technology sector
domestically?*. But at the same time states that
implement such significant data protectionism
practices, particularly data localisation can
end up stifing their economies?®. These
requirements have a real, significant, and
negative effect on the GDP of a country. In the
context of a digital economy, they can also
increase the price of (or actively prevent access
to) specific services such as cloud computing -
a crucial platform in catalysing digitally-focused
small- and medium-enterprises, which are an
essential growth sector for any country.

From a broader private sector perspective,
data localisation disincentives the entry of
international firms — leading to less competition
- as companies will incur additional capital and
operational expenditures to create local data
storage, data centres, and other infrastructure.
Domestic digital firms — whose business models
may rely on data — will also be unable to freely
transfer data and benefit from economies of
scale to the fullest extent. These localisation
measures also create a barrier to these firms’
entrance into foreign markets. This can also
have a broader and negative impact. If a country
has strict data localisation policies, it can limit
the potential for it to become a digital ‘hub’
or similar — and the total addressable growth
opportunity in that market will be constrained
only to the domestic digital economy. This will,

in turn, affect the overall value-proposition of
building infrastructure and investing in that
country, compared to a neighbouring country
that permits cross-border data flows. In
summary, commercial risk may increase whilst
investment attractiveness could decrease
when a country has data localisation measures
in place.

Small countries, which are not home to data centres,
can incur unnecessary administrative regulatory
costs related to enforcing data localisation
requirements — whilst foreign investment will be
discouraged due to the favouring of local players.
Data localisation requirements also increase the
administrative expenses related to compliance - for
governments and the private sector. Data protection
officers are required to obtain consent mechanisms
to transfer data across organisations and borders,
whilst companies need to identify and determine
the categories of data that need to be stored
locally, and which data can be moved offshore.
This will also slow down the pace of innovation
as the ability to experiment is severely impeded
— as it will either now take too long, be too costly
or both - by onerous compliance requirements.

On a more fundamental level, over-assertion of state
control raises concerns about the ‘Balkanisation
of the Internet?. This risks shattering — perhaps
irreparably - the interoperability and unified nature
of the Internet, thus diminishing the value of the
Internet, its multipliers and network effects, in
supporting international trade transactions. If this
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practice becomes widespread, there would be a
need for a significant redesign of the technical and
governance structures of the Internet.

Considerations: cross-border data and data
internationalism

While individuals, business and digital systems
are generating enormous flows of data,
governments, in response, are struggling with
striking a balance between facilitating trade
through international data flows and upholding
domestic policy objectives of privacy, consumer
protection, and cybersecurity, according to the
rule of law?’. However, it is possible to achieve
legitimate privacy and security goals in ways that
arelessimpactfulontrade and economicgrowth.

« Cross-border data sharing based on
adequate and comparable protection.
Similar to the EU approach, the Philippines,
Malaysia and Singapore may allow data transfer
to organisations outside their territories only
when destination countries have adequate
safeguards comparable to  protections
granted under their own jurisdictions®. These
approaches facilitate legitimate cross-border
data flows if certain conditions are met. For
example, an entity may transfer personal data
outside Singapore if the recipient organisation
is bound by legally enforceable obligations
such that the personal data transferred has a
standard of protection which is comparable to
that under Singapore’s Personal Data Protection
Act®. These approaches underline that it is
possible to ensure that cross-border data flow
does not abrogate national data protection and
privacy standards®°.

« Regulatory cooperation and the role of
governance. Confidence that domestic
policy objectives will be met even if data
flows out of jurisdiction creates trust between
policymakers. An approach that both
embraces data flow and protects citizens and

nnational assets through regulatory objectives

require regulatory cooperation. Southern East
Asian governments have already started to
pursue this through bilateral, regional and
international agreements within the ASEAN
Economic Community (AEC).

« Technical solutions. Protecting personal,
confidential or data of national security
should consider both policies, regulatory and
technical aspects. The hosting location of the
data does not necessarily provide high levels
of privacy, confidentiality, security, availability
and integrity. Instead, it is the combination of
secure networks and system architectures
and clarity on the legal protection regime
(and enforcement) that guarantee privacy
and security of data. The ASEAN certification
scheme discussed below takes this approach.

Without a clear path towards achieving legitimate
policy objectives and maximising the benefits
of the digital economy, governments may
increasingly opt for approaches that restrict data
flows. Building relatively new policy and regulatory
virtual borders is increasingly disrupting the
global Internet and jeopardising service supply
and choice, value chain integration and essential
innovations that might otherwise be of great
significance for the development of national
digital economies.

Therefore, if after careful consideration of both
technical and legal aspects on privacy and data
protection, confidentiality, availability and integrity of
data, data localisation is still a national requirement,
it becomes essential to highlight the existence of
options and clarity on what classes of data can be
shared across borders. Nevertheless, these different
approaches to data sharing should be carefully
crafted to prevent undue regulatory complexity,
for instance, by introducing too many categories
of data that are not clearly described or relying on
vague conditions for sharing data. A consideration
of ‘open by default’ could be important.
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Privacy and Data Protection

Data governance frameworks for accountable and
transparent processing of personal information
(both before and after aggregation) are necessary
to safeguard rights of privacy. Privacy is a
fundamental right enshrined in many international
declarations. Article 12 of the Universal
Declaration of Human Rights (UDHR) proclaims
the right to be free from arbitrary interference of
one’s privacy, family, home or correspondence.
Similarly, Article 17 of the International Covenant
on Civil and Political Rights 1966, Article 14 of the
UN Convention on Migrant Workers, and Article
16 of the UN Convention of the Protection of the
Child make reference to privacy>'.

Privacy is a fundamental human right, and should therefore
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of Information’ laws. Another is in relation to
facilitating data sharing — including in the context
of cross-border data flows. The solutionto address
these conflicts between transparency, openness
and privacy lies in putting in place procedures that
acknowledge privacy risks and harms linked to
sharing personal data, and setting out appropriate
steps to address these concerns. Data protection
law is one mechanism to protect individual rights
to privacy and to reduce privacy violation risks,
particularly in the context of regional cross
border data flow.

In the contemporary context of ‘Big Data’, the
potential for re-identification of individuals - by
combining different sources of de-identified

be carefully balanced against competing rights and public

interest goals.

In the ASEAN region, Article 21 of the ASEAN
Human Rights Declaration®, inspired by Article
12 of the UDHR, includes the concept of personal
data. It declares that ‘every person has the right
to be free from arbitrary interference with his or
her privacy, family, home or correspondence
including personal data’ With the aim of
increasing cooperation to facilitate border
transactions at a regional level, one of ASEAN’s
e-commerce key action lines® is to develop
‘Regional Data Protection and Privacy Principles’.
In addition, the ASEAN Strategic Action Plan for
consumer protection (2016-2025) includes an
initiative to modernise the legislation to reflect
relevant provisions on consumer data privacy®*.

Privacy is a fundamental human right, and
should therefore be carefully balanced against
competing rights and public interest goals.
One of these competing rights is transparency,
including in relation to ‘right to know’ or ‘Freedom

of Information’ laws. Another is in relation to
facilitating data sharing — including in the context
of cross-border data flows. The solution to address
these conflicts between transparency, openness
and privacy lies in putting in place procedures that
acknowledge privacy risks and harms linked to
sharing personal data, and setting out appropriate
steps to address these concerns. Data protection
law is one mechanism to protect individual rights
to privacy and to reduce privacy violation risks,
particularly in the context of regional cross border
data flow.

In the contemporary context of ‘Big Data’, the
potential for re-identification of individuals - by
combining different sources of de-identified
data through analytics and machine learning
(the so-called mosaic effect®) sharpens
data privacy concerns. Malaysia, Singapore,
the Philippines, and Thailand have developed
comprehensive personal data protection laws
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to tackle this problem, while Indonesia has
a draft law that is in a relatively advanced
stage3®. Lao PDR, Vietnam, and Cambodia
have legislation applying to specific sectors or
mediums (for instance, relating to the press in
case of Cambodia3?’). Myanmar and Brunei do
not have any specific data protection laws38.

While losing control over an individual’'s data
is a form of harm, in a data-driven setting the
potential consequences of this loss of control
are amplified. For instance, a breach of sensitive
personal data (e.g. financial, health, or biometric
information) may impact on a person’s ability to
secure insurance, gain employment, and other
benefits - or it may result in discrimination or
social stigma. Similarly, concerns over losing
control of privacy could lead citizens to share
less data3°. This reaffirms why data protection
should be paramount — regardless of data
being transferred across borders. It should
continue to be protected as though it was still
in the jurisdiction of origin.

Considerations: cross-border data, privacy,
and data protection

Data protection and privacy efforts are still
evolving in the context of cross-border data
flows. In this context, there are a number of
considerations and challenges:

» Preventing data extraction, or unequal data
relationships. Citizens of countries with
lower levels of data protection may find their
data more exposed than those in states with
robust data protection frameworks. When a
data protection law is in place, governments
and private sector organisations are obliged
by privacy and data protection laws to avoid
disclosing personal information except for
authorised purposes, butthese protections are
only viable if enforcement is possible. In some
countries, enforcement may not be viable.

Data privacy laws may be diverging.
The majority of ASEAN countries have
effectively applied the high-level concepts
and principles contained in international
legal frameworks, instruments, or
guidelines. As a result, their national legal
systems on data protection are compatible
across the region“°. Notwithstanding, the
transposition of high-level concepts and
principles in national jurisdictions has not
achieved the expected goal of regional
consistency. In fact, when moving from the
text of newly-enacted legislations on data
protection to the practicality of compliance
and enforcement, divergence increases as
nations prescribe an increasing number of
specific requirements. In this context, both
regional and local efforts should aim at
promoting the convergence of existing data
protection laws#. Many ASEAN countries
are reviewing their own data protection
legislations and may consider broader
regulatory approaches — perhaps similar to
the GDPR, with Europe a significant trading
partner for the region - to protect citizens’
privacy and enable local businesses to
operate globally4? through some sort of
conformity in approach43. Another scheme
for ASEAN countries is the Cross-Border
Privacy Rules (CBPR) System of APEC. The
APEC CBPR has the benefit of enabling
cross-border personal data flow even if
governments have not formally recognised
the equivalence of their respective privacy
laws. APEC CBPR empowers privateentities
to ensure that any data collected and
transmitted to third-parties, either
domestically or internationally, adheres to
data protection consistent with the APEC
principles of privacy44.

The risks of data extraction. Conversely,
in countries where data protection laws are
weak or not existent (for example, Myanmar
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and Brunei), corporations and other
governments could adopt practices that do
not consider local people’s right to privacy.
These practices could extract value by
collecting personal datalocally, while placing
vulnerable and marginalised communities
at risk of privacy violation. This could lead
to ‘regulatory shopping’, where companies
or other entities collect and use data from
countries or regions with more favourable
— or non-existent - data protection policies
and legislation.

Cybersecurity

Confidentiality, integrity, and availability of data,
from a regulatory perspective, depend on national
cybersecurity policy and legislation. However, to
protect users’ online safety and security, some
countries may impose restrictions on data sharing
and transfer by enacting cybersecurity legislation.
These can be barriers to the free flow of data.
From a cybersecurity perspective, some states
may believe that data is more secure if it is stored
within national borders.

Notwithstanding, both the digital economy and
national security are legitimate concerns for
states. While cross-border data flows can facilitate
the digital economy, data localisation can facilitate
national security. Data which supports the digital
economy should be supported by compatible
cross-border data transfer frameworks, while data
which impacts on national security will need to be
more tightly secured, which may require other
measures such as data localisation.

However, data security is a function of the
technical, physical, and administrative controls
in place by the service provider - regardless
of where the data is geographically stored. In
the case of a security breach, if countries have
cybersecurity legislation in place, a private entity
operating in these countries will be subject to
these laws. However, data breaches can happen
independently from where the data is physically
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stored. Therefore, itis crucial that the organisation
managing data implements all measures to
prevent such breaches*, including encryption?®.

As noted above, in the ASEAN region, countries
such as Vietnam has enhanced cybersecurity
laws that impose data localisation requirements
placing restrictions on digital trade. The recently
adopted Cybersecurity Law imposes local data
storage requirements for both domestic and
foreign organisations that provide internet,
telecommunications, and value-added services.
The data is requested to be temporary locally
stored and the specific requirements are set
by the regulatory authorities. However, these
restrictive data localisation provisions are
currently under revision?®.
Considerations: cross-border data and
ensuring cybersecurity

Despite differences in terms of regulatory
models between ASEAN countries, improving
the compatibility of cross-border data transfer
frameworks would enhance legal certainty,
with a positive impact on collective and
national positions on cross-border data
flow. Conversely, laws prescribing different
conditions for the collection, storage,
and transferring of data can increase the
burden on private sector organisations.

Data security is a function of
the technical, physical, and
administrative controls in
place by the service provider
- regardless of where the
data is geographically stored.
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Considering that data can fuel countless applications
across different industries and benefits society as a whole,
Singapore has recently proposed changes to its copyright
act recommending an exception to copyright law for data

analysis.

This could lead to the adoption of sub-optimal
and vulnerable IT infrastructures, which may
then increase the risk of cybersecurity attacks®.

The security of data (including confidentiality,
integrity and availability) does not depend on the
physical location of the servers which are hosting
such data. Rather, it is a function of the normative
rules - including norms, policies, regulations, and
laws; protocols (such as data standards and technical
interfaces), and implementation of technologies and
security measures — such as encryption, firewalls,
and access controls - that are put in place by public
or private service providers in the way that they
store, access, share and use the data. These should
be a priority consideration in any data setting.

Intellectual property rights

The digital economy generates a large volume
of data, which has great value for economic
operators*. While data in the personal domain
is usually protected by privacy regulation,
proprietary compilation of data is normally
protected by intellectual property rights (IPR).
These include copyright, trade secrets, patents,
and contractual frameworks®°,

The role of IPR in cross border trade cannot
be overstated, considering that private
sectororganisations which want to trade their
goods internationally need assurances that
their intellectual property rights are protected
on foreign territories. In a digital environment,
intellectual property can be seen as a security
measure when data moves across borders®,

and therefore, compilation of data (such
as annotation, creative arrangements, or
selection of data) covered by IPR may be
subject to restrictions of crossing borders.

New rights for creators in the digital environments
have been introduced by the World Intellectual
Property Organisation Copyright Treaty. According
to the Treaty, the author or successor-in-
title is the only subject that can authorise the
distribution of a piece of work to the public. It also
has the exclusive right to communicate the work
to the public, including through the Internet. In
other words, the copyright holder controls who can
access a work covered by copyright®2,

Considerations: cross-border data and

intellectual property rights

Itis uncommon, at least in ASEAN — and besides the
Singapore case - to assign IPR to public sector data.
In general, it is accepted and expected that public
sector data should be made available through open
data, free of any intellectual property restrictions and
free of charge®3. This data can be made available in
the public domain if there are no conflicting interests
- such as national security or law enforcement

Considering that data can fuel countless applications
across different industries and benefits society as a
whole, Singapore has recently proposed changes
to its copyright act recommending an exception
to copyright law for data analysis. This exception
applies to any ‘reproduction that [is] performed in
the course of text and data mining’, when automated
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techniques are involved to extract, analyse and copy
large quantities of data, to capture new meaning
and information. Without this exception, the act of
mining and analysing data may infringe copyright, in
turn limiting data activities>*.
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Cross-Border
Data Mechanisms

CROSS-BORDER DATA MECHANISMS

The ASEAN framework on Digital Data

Governance®® (Figure 5), adopted in 2017, is
an attempt to develop a conducive regulatory
framework even in a context of varying national
data maturities across countries. It aims to
maximise the free flow of data within the region
to encourage a dynamic data ecosystem while
ensuring that the necessary protections are in

place with data is transferred>®.

One of the four ‘Strategic Priorities of Digital
Data Governance’ in the framework is cross-
borderdataflows. The outcomes ofthis priority
are to ensure business certainty regarding
cross-border data flows, and to ensure that
there are no unnecessary restrictions on data
flows. These aims are being explored through
a voluntary and non-binding Mechanism®’,
which encompasses regulatory certainty on
the practice of data sharing, including ‘who
they may share data with, the types of data
that may be shared, and how they may share
such data’®8.

Data Life Cycle

and Ecosystem Data Flows

Outcomes: Outcomes:

« Data governance through the
data lifecycle (e.g. collection,
use, access, storage)

» Adequate protection for
different types of data

border data flows

Strategic Priorities

on data flows

Initiative: Initiative:
* ASEAN Data Classification

Framework Flows Mechanism

Enablers

Strengthen Data Ecosystem | Harmonise Legal and Regulatory Frameworks | Foster Data Innovation

Cross-Border

« Business certainty on cross-

* No unnecessary restrictions

+ ASEAN Cross-Border Data

Cybersecurity | Capacity Building | Enforcement Cooperation

Potential approaches to enabling cross-
border data

The underlying objective of the mechanism is
to take into consideration the various maturity
levels and national laws that are in place in every
Member State within the ASEAN region. Countries
can subsequently evaluate their participation in
the mechanism. This approach respects digital
sovereignty and is a way to explore cross-border
data flows with the underlying objective of guiding
national policies. The mechanism involves two
fundamental methods:

« Certification. Organisations that demonstrate
they have reliable and effective data
management practices in place are provided
with a certification that confirms they operate
in compliance with data management
requirements. For example, they have proven
to have measures in place that safeguard
protection of people’s rights to privacy and
have effective security mechanisms in place.

\
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Outcomes:

Digitalisation
and Emerging
Technologies

Legal,
Regulatory, and
Policy

Outcomes:

« Data capacity (infrastructure
and skills) development
 Leveraging new technologies

* Harmonised legal and
regulatory landscapes in
ASEAN (including personal
data protection)

» Development and adoption of
best practices

Initiative: Initiative:

» ASEAN Data Protection and
Privacy Forum

» ASEAN Digital Innovation
Form

Figure 5 — Summary of the ASEAN Framework on Digital Data Governance (ASEAN)




Over the last few years, more and more
regional nations, such as Japan and South
Korea, have put certification systems in
place as a means of assisting businesses
to prove they operate in compliance with
the national data protection laws. These
systems provide encouraging signs for
interoperability®®. Organisations achieve
certification if they can adequately
demonstrate that they take appropriate
precautions and manage data in a safe
and effective way in accordance with the
data protection laws in place in different
jurisdictions. In some cases, different
certification schemes may emerge; as
such, one business may receive different
certifications according to different
frameworks. In some jurisdictions, such
as Singapore, and Thailand, it is not
possible for self-regulatory, non-binding
certification mechanisms to effectively
operate under the data transfer rules
that are in place as it is typically a
requirement that certification policies can
be enforceable for application in such
situation®®. Certifications can also provide
confirmation that a given organisation
has appropriate data minimisation and
security protocols in place that adequately
prevent data from being accessed by any
unauthorised party®'.

Model Contractual Clauses (MCCs).
MCCs, which are also referred to as data
transfer agreements, are contractually
enforceable and mandate that all
personal data is fully protected in the
event that it is transferred to an overseas
territory®2. They also clearly outline the
data protection mechanisms that are in
place, the obligations that govern data
transferring, responsibilities for data
management, data portability and data
access - including how data subjects can
exercise their right to delete, access and
move the data®®. MCCs can also indicate
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the governing law for any contract involving
data, and therefore the authority that will be
responsible for any data breaches. These are
widely agreed to provide a valid method by
which organisations can ensure that they are
in agreement with data transfer requirements.
In the case of countries that are putting
data protection mechanisms in place and
have yet to finalise their enactment, MCCs
can be implemented as a lawful foundation
for the transfer of data within the region.

The Working Group on Digital Data Governance
(WG-DDG) is in charge of developing ‘the
implementation details and guidelines for
ASEAN Certification and ASEAN Model
Contractual Clauses, including the appropriate
enforcement mechanisms, standards, policies,
and processes, and of guiding TELSOM®
and TELMIN®® on capacity building needs
and interoperability with other international
frameworks and mechanisms®®.

Certifications and MCCs should be accessible
for all organisations in all industries throughout
the ASEAN region and should not be limited to
specific sectors. This helps to guarantee that
data subjects will benefit from equal protection
mechanisms and will enable businesses that
are based in the ASEAN region to optimise the
associated benefits®’.

Many legal professionalsareinbroad agreement
that evaluating the suitability of each country’s
privacy regime on a case-by-case basis would
incur significant practical liability. This would be
exacerbated in situations in which the law does
not provide a list of fundamental standards that
serve to prove that the legal requirements that
are in place in an alternative legal setting afford
a comparable standard of data protection.
Furthermore, industry actors have highlighted
how assessments of this nature are not realistic
and are at risk of becoming rapidly out of
date due to changes in the situation in each
respective jurisdiction.
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Theyalso argue that, evenifitwere possible to
secure resource and time required to perform
such evaluations, the hypothetical legal
adequacy of a given regime would not focus
on problems such as practical conformity,
execution or enforceability in the jurisdiction
of interest®®. As such, it is not particularly
effective for a ‘data exporter’ to perform self-
assessment because it does not guarantee
that the data protection mechanisms are
compatible. Even in situations in which self-
assessment is deemed to be legitimate for
cross-border data transmissions, there is a
need to have clear rules regarding how such
an assessment is performed and by whom?®°.

Various other mechanisms are in place that
facilitate cross-border data flow. The two more
favourable approaches are outlined below:

« Binding Corporate Rules (BCRs). BCRs
were established in the EU as a means to
transfer data across borders in a manner that
complies with Directive 95/46/EC (Article 25)
- now EU GDPR (Article 47). Organisations
adhere to these data protection protocols
when transferring any personal data
between enterprises or groups. The primary
feature of BCRs are relatively standard per
EU legislation. In a comparable way to
Codes of Conduct (detailed below), BCRs
make sure organisations operate in a way
that adheres to local legal requirements
while simultaneously ensuring that any data
transferred across borders is sufficiently
protected’®>. BCRs also include more
relaxed internal regulations that govern how
personal data is shared within corporate
groups. They are legally binding on all
appropriate bodies and individuals who
form the group. BCRs are often supported
by a wide-ranging privacy and compliance
framework that spans procedures, policies,
governance processes, data protection
officers, training systems, communication
channels, and assessments. On a holistic

level, they adhere to the primary aspects
of corporate compliance mechanisms’
As the implementation of BCRs can be
less time-, resource-, and cost-intensive
than alternative methods, such as model
contracts, they can be advantageous for
organisations that engage in numerous
datatransfers. Assuch,theyare particularly
attractive to SMEs. Over a long period
of time, it is anticipated that the costs of
compliance as a result of the use of BCRs
will typically be lower than alternative
approachestomanagingmorecomplicated
transfers across intra-group entities — in
the EU setting at least’?. ASEAN’s Model
Contractual Clauses take this approach,
with modification. By adding modularity,
they result more flexible than the EU’s
Standard Contractual Clauses (SCC).

Codes of Conduct. Codes of Conduct are
designed by professional industry societies
and other representative bodies. They can be
particularly useful as they allow businesses
to develop bespoke data protection
provisions that are aligned with their unique
requirements. A further benefit of such Codes
is that market efficiencies can emerge when
organisations adhere to the underlying
provisions on a voluntary basis. The body or
association that is responsible for developing
a Code of Conduct is required to perform
an in-depth review of any applicant that is
seeking membership of the wider group or
that is expressing a desire to comply with the
Code”. Prescribing to a Code of Conduct can
mean that an organisation does not need to
perform its own evaluation of a prospective
provider's system as it can, instead, find
processors or providers that have already
been found to be in adherence with the rules
specified in the Code and can depend the
association to ensure compliance’.
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Technical interoperability plays a fundamental
role in cross-border data flows — and in the
data life-cycle more broadly (see boxout-
forthcoming). Technical interoperability refers
to the ‘ability to share data between different
systems and to enable those systems to make
use of the data’’®. Systems need to have the
ability to achieve data interoperability and
interconnectivity to ensure that the information
flows in a seamless manner when being
provided to those who need it, when they need
it, where they need it, and in the form in which
they need it.
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On a practical level, datais compiled and stored by
many organisations at global, national, and local
levels. Both proprietary and open technologies
are currently employed in the management of
data. As such, it can be difficult to distribute or
share data across various disjointed applications
and databases. The challenges associated with
data management can impede cross-border data
sharing and hinder horizontal data usage entities
in different industries and data use mechanisms
such as Al and loT’®.
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Connectivity

Both wired and wireless (3G, 4G, and 5G)
technologies represent fundamental aspects
of the process through which data is collected,
shared, distributed and analysed. They provide
connectivity between systems and processes,
and are crucial foundations in enabling data
collection and transfer.

It is essential that @ minimum level of meaningful
connectivity’”” is set and appropriate levels of
investment are made to ensure last-mile access.
The cross-border flow of data can also be aided
through the use of low-cost connectivity systems,
such as community networks, and by releasing
spectrum bands to catalyse wireless connectivity.

Considerations

National connectivity can be enhanced
through the establishment of various
mechanisms. These include local and high-
quality Internet Exchange Points, which can
drive the development of local connectivity
ecosystems. Investments in high-quality wired
— including full-fibore — and wireless networks
can also lead to significant economic and wider
multiplier effects. More broadly, connectivity is
founded on strong and effective collaboration
between the public and private sectors. This
also includes the importance of an enabling
environment — including policy and regulation
to guide fair spectrum allocation, to balance
the rights of landowners with the importance
of delivering connectivity, and to accelerate
the deployment of network apparatus.

Data Standards

Porism describes how data standards could
be explicitly defined as a means of setting out
how data is shared, distributed, and accessed
by different people and access points’®. Data
standards form the backbone of technical
interoperability as they ensure that different

applications and systems can reuse metadata
and other key components of information
in a given data value chain. Operating in
accordance with standards is important to
achieve interoperability and to improve the
quality of data’.

To accommodate any future reiterations that
can be observed in response to data policy
changes, novel information sources, and
other evolutions in the data supply and value
chain, standards need to be both technology-
neutral and flexible. Two well-known global
bodies that are responsible for managing data
standards are the International Organization for
Standardization (ISO) and the World Wide Web
Consortium (W3C).

Considerations

A W3C study of practices and tooling for Web
data standardisation found that the primary
objective of data standards is to facilitate service
growth while also ensuring interoperability. As
per the findings of the W3C, interoperability is
only possible when the data formats and items
of the vocabulary pertaining to data items
are known. Common formats of representing
data include Comma Separated Values, JSON
(JavaScript Object Notation), and XML.

The W3C encourages data providers to employ
common data representations to simplify the
future development of services® and present
a description of their datasets and associated
reference guide to alternative data providers.
Such descriptions can cover the constraints
that may be applied to validate the information
and verify the absence of any inconsistency.
Communities that are formed of data providers
and data users all stand to benefit from the
development and implementation of data
standards. Such standards can be community-
based or may necessitate a more formal
approach whereby global players engage in an
international agreement pertaining to how the
standards are created and managed®'.
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State entities can endorse the implementation
of standards to facilitate interoperability across
applications, databases, and services. One
method of promoting the use of standards could
involve incentivising organisations in each
participating jurisdiction to develop comparable
data standards without actually enforcing a
distinct set of criteria. This will help governments
to remain technology-neutral and future-proof®?.

Data and System Interoperability

Application Programming Interfaces (APIs)
are ‘computing interface[s] allowing access to
a software or technical system and defining
the conditions under which the system can
be used. APIs are typically intermediate in a
standardised manner a series of data (and
information) flows between systems’®. They
represent a sophisticated method of ensuring
users, applications, and systems can access
data sources over the Internet.

Through using APIs to ensure that higher
volumes of real-time data are available to a variety
of systems, applications, and users, businesses
are better placed to develop -cutting-edge
offerings. APIs provide interoperability between
systems and software, and in this sense they can
drive cross-border data flow by connecting not
only various datasets and systems across different
organisations within the same jurisdictions, but
also located in different countries.

These technologies can also be strong
mobilisational drivers for national and regional
policies and processes. For example, APIX — the
open-architecture platform led by the Monetary
Authority of Singapore, the International Finance
Corporation, and the ASEAN Bankers Association.

Considerations
In a cross-border data flow context, APIs can

be employed to ensure secure data exchange.
They can embed dynamic identity management
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In a cross-border data flow context, APIs can
be employed to ensure secure data exchange.
They can embed dynamic identity management
controls, for instance, to provide authentication,
to determine real-time access privileges, and
to track identifies through the data life cycle. A
service management platform based on APIs
can support the monitoring of large data flows
through scanning for anomalies which may
represent security or fraudulent events®.

The OpenAPIl Specification® has arisen as
the standard structure by which it is possible
to delineate the interface between services
and client applications, Through the use of
OpenAPI, players can tap into the power of
databases of distributed services a means of
making it simpler and more cost-effective to
develop applications.

However, it is currently very expensive to
integrate legacy system APIs into the more
contemporary OpenAPI standards, and some
organisations are required to administrate
several API services or tailored services to specific
uses. One alternative method of enhancing API
interoperability is by developing ‘APl mashups’ or
an API ‘middle layer. These service provisions
extract data from a series of APIs (legacy APIs or
alternative services) and re-bundle them in the
form of a new API endpoint. APl aggregations
of this nature can significantly enhance the
integration  experience and  outcomes®®.

However, it was recently noted that
communication protocols - i.e. a system which
‘defines a set of messages that can be sent
betweentwoormoresystemstoshareinformation
and invoke features — via the Internet or other
networks (or even on the same computing
system)®” are better suited to open-up platforms
to higher levels of competition underpinned
by peer-to-peer communications models®
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Data Sandboxes

Data sandboxes are used for ‘trusted access and
re-use of sensitive and proprietary data™®°. They can
be described as ‘any isolated environment, through
which data are accessed and analysed, and analytic
results are only exported, if at all, when they are
non-sensitive’*, They are a data access mechanism
which offer a strong level of control, and therefore
they promise to provide access to very sensitive
data across borders'.

Considerations

GSMA has put forward a proposal to
operationalise the ASEAN Framework on
Digital Data Governance through a regulatory
sandbox. The regulatory sandbox is a controlled
environment, created for a defined purpose
and for a predefined amount of time. According
to GSMA, this can be an important first step
towards a more formalised mechanism for cross
border data flow. It can be viewed as a testing
ground to address all concerns that may arise
during the implementation of the mechanism?®2,

Data Portability

Data portability refers to the ability to transfer
data across different systems. It aims at
empowering individuals by giving them
control and rights over their personal data®. It
represents a method by which users can switch
between different service providers. Vendor
lock-in represents one of the primary barriers
to achieving data portability. It can arise when
proprietary systems, pricing models, and system
architectures issue penalties or excessive
charges for removing data from a system®.

Data portability is often regarded as a good way
to promote cross-sectoral and cross-border re-
use of data (while providing individuals with
control rights over their personal or business
data). Overall, data portability has a positive
effect on the economy and can promote.

competition by reducing switching costs across
service providers®®,

Considerations

The main barriers to data portability are of
jurisdictional nature, considering that different
countries may implement different definitions
andrequirements onthe conditions underwhich
data portability can occur. However, due to the
‘network effects’ of many platforms, users may
find it difficult to switch to competing services,
especially where a significant amount of data
is required to be transferred. This can make it
very difficult for small start-ups and other small
firms to use data portability as a competition
lever to compete with large corporations®®.

From a technical point of view, data portability
issues may arise due to limitations in the speed
at which a physical network infrastructure can
permit real-time update to a new system. Finally,
if providers put unreasonable contractual
clauses pertaining to, for instance, bundling,
users may finditdifficultto movetoanewsystem.
Vendor lock-ins can impede the transmissionof
data both locally, nationally, and internationally.
[t can also prevent new market entrants from
participating in the market®. More widely, supporting
and promoting interoperability standards can
have positive multiplier effects in this context.

Data Tracing

Data tracing is employed to guarantee the
quality of data and its veracity such as reliability,
provenance, and accurateness®. It can be
defined as the ‘digital records of activities
and events that are produced, stored and
retrieved using information technologies’®.
Digitally traced data can be either private or
public. Private digitally traced data remains
inaccessible to the general public, or it can be
made available for a fee, while public digital
trace data is accessible to the general public.
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Distributed  Ledger  Technologies  (DLT)
can support data tracing by providing a
cryptographically secure and immutable record
of transactions with their associated metadata.
It can be defined as an encoded and distributed
database which serves as a ledger which
records and stores transactions. Cryptography
is used in each transaction update’™®. In the
context of cross border data flow, the Singapore
TradeTrust Initiative uses DLT to provide proof of
authenticity and provenance (discussed below).
To address some of the inefficiencies caused
by manual handling and verification processes,
DLT is employed to facilitate the interoperability
of electronic trade documents exchanged
across different digital ecosystems™'.

ENABLING CROSS-BORDER DATA FLOW: ASEAN AND BEYOND

X-Road (Figure 6)

X-Road (or X-Tee') is the
foundation to Estonia's digital
government, and digital
society. It has also been
applied in other countries
and settings. Founded on
canonical data registries,
security servers, and
‘once-only' legislation, the
system ensures that data is
not duplicated and can be
processed whilst adhering to
strict privacy requirements.
The Estonian and Finnish
governments have established
X-Road systems in their
respective countries, enabling
cross-border data exchange.

TELECOM
COMPANY

Considerations

Although data tracing has potential for
facilitating cross border data flow by providing
authenticity and provenance of data during
the process of transfer, in order for this to be
realised the quality of digital data tracing needs
to be properly addressed.

However, during the collection, storage, and
retrieve, and transformation phases of the datalife
cycle, data quality might be compromised. DLT -
for instance, blockchain - can be used to record
the origin of any data and subsequently track
its use through a largely tamper-proof record
system. Any operation that is performed on the
data is tracked and traced™?.
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Data Provenance

Data provenance involves delineating the origin
and the owner of the data and subsequently
compiling records for all actions involving the
datasincethe pointatwhichitwasfirst collected.
The authenticity of the data can be preserved
through a robust system of provenance'™:.

Data provenance is often a technical issue'™?.
If properly implemented, by guaranteeing
theoriginofdata,itcanenhancedataqualitywhen
data is transferred and shared across borders.

Considerations

It can be very challenging, if not impossible,
to ensure provenance for de-identified data or
any alternative forms of data for which historical
information pertaining to its origins is missing.
Furthermore, data is typically produced by
secondary data producers. As a consequence,
insome cases, it can be hard to track the journey
of a single data point from its origin through to
the point at which it reaches the user.

In these, and other, cases, establishing data
provenance is very problematic — if not
impossible. In some instances, it could be
useful to determine or highlight that a set of
data lacks provenance. This designation would
then inform any users of that data that there is
a potential risk associated with its use or reuse.

Encryption

Encryption is an important element to protect
the confidentiality of both stored data and data
that is being transmitted between two parties.
Encrypting data prevents unauthorised parties
from reading it and limits a service providers’
capacity to share it with illegitimate users. As
such, encryption plays a fundamental role
in making sure data is protected during the
process of being transmitted.

Encryption systems should be specifically
tailored to ensure that they deliver the highest
level of data security and privacy. In this
context, it is important to protect and safeguard
organisations’ ability to implement and develop
such encryption systems'®,

Considerations

Instructing the development of ‘backdoors’ or
disclosure requests will have explicit consequences
in terms of an organisation’s ability to achieve
the certification requirements or adhere to the
contractual conditions related to the transfer of data
cross borders. This will ultimately have negative
impact on the extent to which data subjects
are protected. In this context, states bodies’
requirements for the use of encryption should be
considered through a principle-based approach to
effectively identify and question requests that are
unnecessary or disproportionate®.

When data is transferred across borders, it is
importantthat such transfer happensin a secure way,
and that the data is made available at destination.
Encryption should be employed at each step of
this process, including the transferring, the storage,
and while it is displayed at destination. Encryption
key management can be leveraged also to prevent
decryption of data in countries where the data is not
allowed to be transferred'’.

Data Registries and Data Exchange

A data registry is a repository of data, and often
allows public and private entities alike to use
a shared set of data. By providing support
for the creation of administrative level data
standards, it ensures that data collected as
part of an administrative process is validated
and disaggregated™®. Data registries improve
exchange of business-related documents or
data and between public sector administrations.
In the EU, a federated IT architecture for cross-
border data flow across the region has been
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set-up, with the aim of connecting registries
and e-government architectures across many
countries in Europe'®.

Considerations

A good practice of how data registries can
be used to facilitate cross border data flow is
a project implemented in Estonia and other
Northern European countries on online ship
and crew certificates maintained by national
Maritime Administrations. The process of
checking and validating ships and their crews
has been made more efficient by making the
certificates accessible for Port State Control
officers directly from the issuers - not through
the Master of the ship as it was previously.
The project improves the efficiency of re-
using information that exists across different
administrative bodies by connecting databases
of national Maritime Authorities orinternationally
recognised classification societies and makes
the information available to authorised parties™.

Another good practice on exchanging data
across organisations is X-Road (Figure 6), a
free and open source data exchange layer
software which provides a ‘standard, cohesive,
collaborative, interoperable and secure data
exchange layer which combines different
services and data sources in a cost efficient
and simple way™. X-Road is based on a set of
standards that facilitates data exchange while at
the same time it ensures confidentiality, integrity,
and interoperability between data exchange
entities. It is the foundation to Estonia’s digital
government™.
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CROSS-BORDER DATA IN PRACTOCE: OPEN BANKING

An increasing number of business models
are founded on the importance of accessing,
holding, analysing and utilising data, including
Open Banking. Open Banking is based on the
idea of developing a single, cohesive pool of
data that spans all products and services. It
is anticipated that it could address many of
the issues associated with unifying diverse
financial services.Open Banking represents an
exciting development in the region. The model
is expected to provide more transparency and
flexibility in financial services. It is estimated
that by the end of 2020, 40 per cent of Asia
Pacific banks will have invested in open
banking management platforms™:,

The complexities associated with measuring
the value of data

To measure the value of Open Banking data,
a new economic and accounting paradigm is
needed. This should take into consideration
elements including: (a) the methodologies
to assess the value of the data, which should
consider the distinctive characteristics of
different stakeholders involved; (b) the variety of
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datasets involved, and what the data contained
in the different data repositories is used for; (c)
theassessmentshouldtreatthe dataasanasset,
including depreciation and amortisation values,
the monetised value of data in the balance
sheet, and profits and revenues of data™.

Datais a different type of asset. It is not uniquely
consumable, and it does not get destroyed after
used, like any other perishable item™. Also, the
same data can have different value for different
stakeholders depending on the intended use of
the collector and processor. Last but not least,
standard and structured data might have more
value than unstructured and ‘raw’ data. At the
same time, data can become a liability if not well-
secured and protected. Therefore, in addition
to its capacity to generate revenue, a balance
sheet should consider the costs to secure it.
Another challenge of assessing the value of
data is how to attribute revenues, profits, or
loss across the different components of the
data lifecycle. In the case of Open Banking,
for instance, to share or transfer data from
one organisation to another can significantly
save the costs of collecting data from scratch,
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Figure 7 — Variations across devices, networks and applications in digital landscape (BBVA)



and can improve the analytics capacity of
companies providing banking or other financial
services. These companies can then focus
their business proposition on value-added and
personalised services. In this scenario, the core
value of these organisations is not only banking
and finance, but a good portion an be attributed
to data analytics, optimisation, and data science
more broadly.

On a more fundamental level, trust remains
crucial. Growth in mobile and Internet banking
(estimated to increase by 400 per cent by 2025
in Vietnam™®) could be hindered by lack of trust
in sharing information online. Approximately
70 per cent of digital buyers in the Philippines,
60 per cent in Thailand, and 40 per cent in
Singapore are reluctant to share financial
information online™.

An attribution framework to drive cross-
border data

An attribution framework could enable cross-
border data. This framework should leverage
the value of data as a controlled asset, with
measurable revenue streams, and with ways
to mitigate risks and breaches when they
may occur. An attribution framework should
also consider the declining value of data over
time, to help account for depreciation and data
scheduling. In addition, the framework should
include security or mis-use costs. The attribution
framework could also support taxation, as it
would provide amethodtoreflectthe refinement
of data (from its initial raw status) and the added
value™ at each stage of the data lifecycle.

Trading rules of attribution can be set
through the international and regional trade
agreements discussed above, while the
methods implementing the ASEAN data
governance framework can then provide the
right certification and contractual clauses to
trade such asset across organisations and
borders. At a national level, data protection
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and cybersecurity legislations should provide
legal certainty in terms of protection granted
under national jurisdictions — particularly in
cases where, during the transaction, either
privacy or data security is violated.

How Open Banking is linked to cross-border
data

Open Banking is a direct result of digitisation
and digitalisation in the finance, banking and
payment industries. These sectors are now
characterised by increased use of network and
digital technologies. This foundational work is
proving important. Since the beginning of the
COVID-19 pandemic, many banks in the region
havereportedasurgeinonlinebankingactivities,
including increases in digital transactions and
payments - and a rise in the opening of digital
accounts. Open Banking architectures have also
encouraged financial institutions to innovate
quickly to avoid the risk of falling behind.

Open Banking processes significantly increase
the flow of data within the economy. By adopting
open banking, financial institutions (including
banks and ‘fintech’ organisations) that benefit
from extensive access and use of datasets, can
generate more effective insights and introduce
services that are more closely aligned with
their customers’ needs. At present, Singapore-
based fintech companies dominate the ASEAN
fintech sector™°, with Thailand in second place
and Indonesia third. The sector is proving to be
particularly vibrant; as such, some of the more
traditionalinstitutions have startedtore-evaluate
their portfolio and reposition their offerings.

Data that is shared across different sectors and
organisations can be employed and merged
in a variety of different ways, leading to the
development of novel business frameworks and
cutting-edge services as part of a holistic Digital
Economy. However, Open Banking is associated
with elevated compliance costs. If properly
implemented, it is likely that organisations will

42

CROSS-BORDER DATA IN PRACTOCE: OPEN BANKING

seek to pass these costs on to the end-users.
Nonetheless, Open Banking is expected toyield
a positive net-effect as compliance expenses
should be incremental to requirements to offer
enhanced access to services, something that
will be possible as a result of Open Banking
systems™'. As such, there is a requirement to
evaluate compliance as a means of certifying
that Open Banking requirements are effectively
implemented. Such evaluations should include
consideration of competition law and personal
data protection law, consumer protection
requirements, data protection requirements,
data management practices, and the security
and interoperability processes used.

How policies and processes could drive Open
Banking

Many countries and their regulatory agencies
are aware of the potential of Open Banking and
are developing regulatory guidance to facilitate
a new era of financial services. In Europe,
Open Banking is regulated by the European
Commission Revised Directive on Payment
Services (PSDR2), which introduced a data
portability scheme and the concept of Open
Banking. PSDR2’s provisions require financial
institutions to share their customers’ financial
data with third parties. As with the GDPR, the
individual controls what data they are willing to
share and who they are willing to share it with.

Some ASEAN countries have accelerated their
efforts towards this model. But, contrary to
Europe, the region has adopted a market-driven
approach to Open Banking. This is broadly in
line with the ‘ASEAN way’ discussed earlier,
which centres around voluntary and informal
aspects rather than policy or regulatory-
driven approaches. Instead, policymakers are
introducing a series of measures to accelerate
and promote the uptake of frameworks
to facilitate data sharing in banking™'

The potential of Open Banking also depends

on technologies, rules and regulations of data
portability. Therefore, one ofthe main challenges
of Open Banking is to obtain customer consent
for data sharing and portability between
different systems used by the same institution,
or with external and third party organisations.
Considering that an individual’s financial data is
private, the future of these services depends on
the application of a stable regulatory framework
and guidelines that set high data protection
rules for all parties involved.

According to a Study on Data Portability in
Singapore, from a regulatory perspective,
implementing  data  portability  requires
considering not only data protection legislation,
but also competition law. This combination
is about determining the best approach to
maximising benefits from such a provision,
while keeping costs and impact manageable™.

Data plays an integral role in the development
of new products within the financial sector.
If a given organisation is not able to access
and use key data, it will be at a competitive
disadvantage. The implementation of data
portability standards could help institutions
to access critical information and reduce the
barriers to entry that impede expansion and
development. This will help to encourage more
competition and challenge the status quo that
has resulted from the emergence of a small
number of dominant players'?.

From the perspective of competition, establishing
data portability within the banking sector could
help to generate efficiencies for both the banks
and any other entities that interact with them
by making it more straightforward for entities to
access data from a variety of sources. In turn,
this could enhance financial institutions’ ability
to develop new products and services that are
aligned with customer needs as the organisation
will have better access to meaningful customer
insights. Data portability could also decrease the
cost of switching from one bank to another as a
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Figure 8 — Guiding principles for APl design (MAS)

customer can initiate a transfer of his or her data
without having to provide it afresh. This would
make it easier for consumers to quickly and easily
switch suppliers according to which institution is
offering the most attractive product or service.
Again, this would serve to increase competition'?®.

Banking. PSDR2’s provisions require financial
institutions to share their customers’ financial
data with third parties. As with the GDPR, the
individual controls what data they are willing to
share and who they are willing to share it with.

Some ASEAN countries have accelerated their
efforts towards this model. But, contrary to
Europe, the region has adopted a market-driven
approach to Open Banking. This is broadly in
line with the ‘ASEAN way’ discussed earlier,
which centres around voluntary and informal
aspects rather than policy or regulatory-
driven approaches. Instead, policymakers are

introducing a series of measures to accelerate
and promote the uptake of frameworks to
facilitate data sharing in banking™'.

The potential of Open Banking also depends
on technologies, rules and regulations of data
portability. Therefore,one ofthe main challenges
of Open Banking is to obtain customer consent
for data sharing and portability between
different systems used by the same institution,
or with external and third party organisations.
Considering that an individual’s financial data is
private, the future of these services depends on
the application of a stable regulatory framework
and guidelines that set high data protection
rules for all parties involved.

How technical components could enable
Open Banking

Singapore is a leading country on Open Banking
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Singapore is a leading country on Open Banking
in ASEAN. In line with its ambitious Smart
Nation initiatives'™®, Singapore has encouraged
financial institutions to develop and share open
APIs with technology and fintech companies'’.
As part of the programme, the Association
of Banks in Singapore and the Monetary
Authority of Singapore (MAS) in 2016 issued
the Finance-as-a-Service: API Playbook (Figure
8), a comprehensive guide for banks, fintech
companies, and other stakeholders interested
in adopting the Open Banking model?®. MAS
has also implemented a regulatory sandbox.

Malaysia has also recently begun to explore
Open Banking. The country's Central Bank
has published its Open Banking Guidelines,
focusing on the implementation of Open APIs
in three areas: vehicle insurance, credit card
products and services, and SME financing™®.

Population (in million), 2016 261.1
Individual internet users (per 100 people), 2016 254
Fixed broadband subscribers (per 100 people), 2016 1.9

Mobile subscriptions (per 100 people), 2016 149.1
Active mobile-broadband subscriptions (per 100 inhabitants), 2016 67.3
Smartphone penetration, 2016 24%
Network Readiness Index (rank out of 139 countries), 2016 73

Number of branches (per 100,000 people), 2015 17.8
Number of ATMs (per 100,000 people), 2015 58.3

Exploring the value of Open Banking data

Although Open Banking is still a nascent sector
in the ASEAN region, a number of indicators
relating to the broader economic trends in
the region provide a good indication of its
potential™°. According to the World Bank, there
are 264 million ‘unbanked’ adults in Southern
East Asia, representing a sizeable customer-
base for Open Banking™. In addition, more
than a half of the ASEAN population are young
— and often tech-savvy. 161 million citizens of
the region are aged between 15 and 29.

Beyond this, the total amount of digital payments
in Asia is anticipated to reach over US$1 trillion
by 2025 - accounting for almost half of the
spending in the region™. By the same year,
the e-wallet market is expected to be worth
US$114 billion — a fivefold increase from its

31.2 5.6 68.9 92.7

108.3

78.8 55.5 81.0 47.5 46.5
8.7 5.5 254 10.7 919
141.2 109.2 146.9 172.6 128.0
91.7 46.3 144.6 94.7 46.6
35% 15% 85% 37.7% 36%
31 77 1 62 79
10.7 8.8 9.3 12.6 3.8
51.1 25.3 60.0 113.5 24.0

Figure 9 — Digital readiness of ASEAN countries (UOB)
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value in 2019. Many organisations in the region
are also willing to embrace innovation and new
technology. A 2016 TRA survey conducted in
three ASEAN countries revealed that 71 per
cent of organisations in Indonesia intended
to invest in online payments in 2016 while
approximately 40 per cent were about to deploy
mobile wallets. In Singapore, 33 per cent of
firms expected to adopt contactless payments
in 2017. COVID-19 has likely increased these
totals. In a survey conducted by the Emerging
Payments Association Asia (EPAA), 75 per
cent of industry participants believe that Open
Banking will bring value to the payments
industry, and that interoperability is needed to
reach its full potential. Approximately half of
the respondents indicated that national and
cross-border interoperability is very important
in driving Open Banking™:.

Open Banking can lead to greater
personalisation of products, services, marketing
and advertising. Indeed, the fact that many
digital services are offered at a ‘zero price’ to
the consumer — in exchange for the data and
information generated while using them —
demonstrates he value of data in the digital
economy™4. This builds on strong foundations.
ASEAN consumers find fintech products easy
to use, offering fast service, and providing a
good user experience. In 2016, investments
in the ASEAN fintech market rose about 33
per cent and increased to US$252 million.
This growth was primarily supported by seed
and angel investors™s. By September 2017,
total investment had already exceeded that
of 2016 and was standing at US$338 million.

Key aspects of values

The value of increased data flow resulting
from Open Banking comes from a number of
interrelated factors. This includes increased
competition in the market segment - by
creating new and personalised services for
customers; through improving productivity,
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and by increasing transparency and
accountability. This latter aspect adds value
from a regulatory perspective.

The impact of Open Banking in economic terms
is primarily linked to how data portability adds
value to the data. Specifically, data portability on
the one hand brings about a reduction in the cost
of transferring data between different entities (i.e.
banks and fintech organisations, for instance);
and on the other, value is added by the ability to
combine data from different sources.

From the perspective of market competition,
Open Banking has the potential to reduce the
cost of switching, remove barriers to entry for
new service providers, and facilitate expansion.
The establishment of data portability will enable
consumers to switch between financial institutions.

The value of increased
data flow resulting from
Open Banking comes from
a number of interrelated
factors. This includes
increased competition

in the market segment

- by creating new and
personalised services

for customers; through
improving productivity, and
by increasing transparency

and accountability.
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Finally, it will provide a more competitive
environment that is open to new providers™s.
The end user will stand to benefit from services
that are better aligned with their needs.
Furthermore, by exploiting a combination of
customer-centric data and real-time credit risk
assessments, underlying analytics engines will
be able to produce targeted offers that take
unique needs into consideration. Individuals’
applications for new products and services
could also be streamlined, particularly as the
vast majority of the data required will already
be available to institutions through analytics
engines and APIs™,

More broadly, Open Banking:

* Can increase productivity as a result of
facilitating the development of a central
repository of data derived from a myriad of
sources. This will serve to reduce the cost of
delivering data-enabled offerings™:.

* Enhances innovation opportunities by
combining datasets in novel ways across
business entities that were previously
operating in silos.

* Offers benefits from a regulatory perspective.
Under Open Banking requirements,
financial institutions are required to ensure
that user data can be securely accessed.
It also fosters transparency across service
providers on all aspects of banking - from
transaction timeframes through to fees
and liabilities.

Value added at each element of the broad
data lifecycle

The value of data grows as it moves through
the value chain of Open Banking, and it can be
repeatedly reused and shared. To maximise
such value, the system necessitates both a
certain level of standardisation of the data

and technical interoperability. Open Banking
demonstrates why interoperability is key to
increasethevalue ofdataacrossorganisations
and borders™°.

Data collection

As banks across the region become more
digital,theyneedtostandardisedatacollection
practices, digitise (historical) data and clean
existing datasets to extract value from them.
Banks and other financial institutions collect
personally identifiable information about
their customers, and by analysing all their
transactions (including loans, deposits, and
purchase made through credit, debit cards,
money transfers and e-wallets), they can have
an accurate understanding of individuals’
financial strength.

An important element related to their ability
to extract value from the data is their capacity
for straight-through  processing (STP),
which refers to the process of consistent
and automated data processing. It can
considerably reduce human resource costs
required in this processing — and save further
costs by reducing errors, and error correction.
For STP to work effectively, structured and
unstructured data needs to be cleaned,
and a proper data governance framework
must be in place. While siloed systems can
transfer data between each other using APls,
the reality is that different systems might use
different data structures and taxonomies.

Primarily, banks can open up three datasets,
datasets, namely 1) channel-interaction data,
for example, cookies and call-centre logs; 2)
transaction data; and 3) demographic data.
Banks can also source additional data through
strategic partnerships with external sources, such
as credit bureaus, e-commerce websites, social
media platforms, and other service providers™2,
The depth and variety of data and information
also presents a challenge in how to create a
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single view of the customer. As many financial
institutions are a conglomeration of mergers,
acquisitions, and divestitures of businesses,
each has its own view of the customer. Data
associated with customers must be accurate
and integrated into one data reference. Open
Banking provides the opportunity to aggregate
data for a single customer - taking data from
a variety of sources to enrich the view of the
customer™, Single customers' views can be
required by regulation, such as in the Philippines.

Data integration and sharing infrastructure

OpenBanking platformsrely on APIs,whichenable
developers to create services for the financial
sector. APIs are considered the communication
standard of Open Banking. They allow financial
institutions and fintechs to connect their systems
and provide new offerings to customers'4. APIs
can also facilitate Data Portability.

APIs allow the development of standardised
interfaces which make it easier for the financial
supply-chain (including billers, merchants,
intermediaries, and fintechs) to leverage the
value of different platforms producing and
hosting different data'®. They have particular
importance in catalysing broader Digital
Economy opportunities™e.

APIs are opening up banking systems by
providing new services such as central
access to banking operations and balances
from different financial institutions; real-time
queryingofacustomer’sbankbeforefacilitating
payments; and allowing instant transfers
between different banks and accounts'’. This
is a growing space. As of November 2019,
Singapore’s APl Register has logged 238
transactional and 279 informational APIs™2.

Data Processing and Analytics

Data processing can be used to both generate
fresh opportunities and develop bespoke
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products and services that are based on customer
profiles. Open Banking facilitates the integration
of multiple datasets, thereby making it possible
for financial services to design sales campaign
based on customer profiles and insights. It also
provides organisations with access to crucial
information such as predicted conversion rates
based on prior activity, revenue forecasts, and
potential prospects.

Financial services can also use the information
that is available through Open Banking to develop
a customer-centric sales approach. For example,
banks can profile customers in accordance with
their preferred contact methods. In some cases,
customers may be happy to be contacted via
email, while others may prefer to be contacted
via phone™®,

Multiple forms of sales initiatives can be designed
based on the outputs of data analytics. For
example, a bank could launch an event- based
offering thatis triggered when a customer reaches
a certain milestone - for instance, fully paying off a
loan. Propensity models of this nature can enable
banks to reach customers at the most opportune
time — and using the most effective channel™®°.

In addition to the more traditional methods
of automation, Robotic Process Automation
(RPA) can act as a supplemental approach that
harnesses the power of software-based robots,
or Al-supported workers, to emulate interactions
between human users and software systems.

Data risk management

For Open Banking to build a sustainable and
scalable business model, it requires a foundational
risk management framework. Such a framework
for Open Banking should cover a number of
components. These include cybersecurity,
regulatory compliance (related to the institutions’
responsibilities to ensure compliance, and prevent
money laundering), data privacy (through a
consent management framework with regulatory
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guidelines), contract management (including API
and other service-level agreements), and product
management (i.e. a procedural framework to
foster innovation at a product level)®'.

A data-driven risk management system can be
employed to minimise risks of fraud and to make
the process of exchanging data more secure. For
instance, by enabling access to account data,
banks can grant account information services that
are legally compliant and digitally analysed. In this
way, performing credit checks on customers can
become faster, smarter, and more reliable™>.

Data Sharing

The development of open standards for data-
sharing in banking is expected to increase
competition and innovation in the sector™:.
Financial institutions can transition towards a pan-
regional cross-border payment system by working
with technology providers which embed privacy
and security by design and leveraging existing
standards such as ISO 20022. At the same time,
this will allow them to retain extensibility for future
upgrades and extensions™. Using established
standards reduces standardisation costs and
improves the interoperability of applications
across institutions.

There is a significant value associated with the
adoption of standards such as ISO 20022"°.
ISO 20022 is an international standard for
financial communication and electronic data
exchange between financial institutions. It is
considered the global and common language
for financial communications of the future™s.
The standard is agnostic of technology and
can be used in different formats (including
XML, JSON, etc.)™. It can be used to execute
payments, to trade in securities, and finance
supply chain, or to manage clients’ accounts™:.
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Concluding Thoughts




There are significant positive multipliers of
enabling cross-border data, as highlighted in the
Open Banking case study. In addition, there are
a number of risks. Recognising this, al ASEAN
countries — large and small; digital leaders and
explorers — should contribute to shaping the
policy, regulatory, and technical standards of
cross-border data. This will require:

- National prioritisation and engagement
with the realities of cross-border data —
from policies (including those on internet
access, data usage, and privacy) through
to the underlying technical architecture
highlighted below. For the former, this
includes ‘open by default’ data policies —
which could catalyse cross-border data,
in a similar way to how they have enabled
national data efforts in many countries.

« Shaping a strong regional data governance
framework to boost the above potential —
and mitigate data-related risks and harm.
This includes formalising ‘cooperation
mechanisms to ensure shared responsibility
for data privacy’ and other priorities. The
contractually-enforceable ASEAN MCCs
are a strong foundation, whilst international
trade with regions such as the EU highlight
the need for frameworks such as the GDPR
that move beyond the ‘open regionalism’
foundations of the ASEAN region.

+ Avoiding data localisation or similar
protectionist approaches. This includes
regional discussion betweenthose countries
that have implemented data localisation or
residency requirements, in order to identify
ways of removing these barriers to national
and regional benefits.
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« Ensuring continued convergence between
national policies, particularly data protection
legislation and other foundational aspects.
This does not require case-by-case
assessment of each country’s privacy
regime — but at least a focus on avoiding
further divergence.'

. Taking a forward-thinking approach to
regulation, particularly in the context of a
technology-driven and fast-moving sector.
Singapore’s consideration of permitting the
use of copyrighted material to inform text
and data mining is one example, as well as
emerging discussions around data trusts
and other initiatives. The speed of change
in the sector may also require a more agile,
iterative, and experimental approach to
regulation, legislation, and policymaking.

« Investingin, and enabling, the considerable
technical foundations needed to enable
cross-border data. These include
extensive and high-quality connectivity,
shaping data standards, and developing
API functionalities. Foundational national
infrastructure — such as data registries,
and technologies such as DLTs — are also
important. Wherever possible, countries
should seek to build on and expand
international best practice — particularly to
ensure tech-neutrality and future-proofing.

All of the above is founded on collaboration
with all stakeholders in the national, and
regional, data ecosystem. However, of
particular importance is the need for extensive
industry engagement - from rolling-out
connectivity, through to shaping standards.

The speed of change in the sector may also require
a more agile, iterative, and experimental approach to
regulation, legislation, and policymaking.

CONCLUDING THOUGHTS

Singapore’s recent Digital Economy Partnership
Agreement, drawing on extensive private
sector engagement, is a strong example here.

A pathway to convergence

Broader work on shaping an effective
governance framework around open data can
be extended to facilitate cross-border data
flow. In particular, the ‘ten key elements of
an effective governance framework™® have
particular relevance beyond borders.

The elements of the framework are:

1. A strategic vision — defining and guiding
actions, actors, and sector initiatives in
pursuit of common strategic objectives.
A shared strategic vision should be
complemented by a roadmap or action plan
for implementation and should be backed
by clear public leadership.

2. Legal and regulatory framework — providing
for required changes in the laws or
regulations to support safe and effective
release and reuse of open data.

3. Institutional and organisational leadership
arrangements — providing a focal point for
reforms, but distributing responsibilities for
data release and use across government
as far as is appropriate given capacity.

4. Technical infrastructure — providing for data
searching, access, sharing, and reuse.

5. Userengagement—increasingthevalue ofdata
asapublicgood by meeting user requirements
and identifying priority high-value datasets.

6. Partnerships — establishing partnerships both
across government institutions and with other
governments, civil society organisations, and
the private sector. Established partnerships
move beyond ad hoc interaction to have an
on-going model of engagement with clear,
stable, and transparent processes for public
administration officials to work together on
publishing and using data.

7. Sustainable funding — identifying sustainable
sources to resource the implementation of
open data policy and related initiatives.

8. Capacity building — establishing programmes
that ensure the necessary intellectual, human,
and financial resources for on-going provision
and use of data.

9. Communication planning — ensuring broad
communication of intentions, efforts, and results.

10. Measurement processes — assessing and
publishing results of open data efforts in
order to take corrective actions as needed
to realise the strategic vision for open data,
secure value creation, and ensure continuous
support for reforms.

Cross-border data is

an important aspect

of national, regional,

and global economic
development — including
driving progress toward
achieving the Sustainable
Development Goals.
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The role of international partners

Reflecting the international nature of cross-
border data exchange, the role of international
organisations — including the private sector,
and multilateral institutions, is important. This
includes driving progress in cross-border data
development and usage by:

« Supporting coordination at an ASEAN level,
including guiding alignment of cross-border
data privacy — and other standards — in
the region in order to drive economic and
broader benefits.

+ Building capacity and expertise, particularly
in supporting policymakers and regulatorsin
engaging with a complex, fast-moving, and
evolving technical and technological landscape.

+ Driving collaboration and shaping best
practice. In addition to capacity building
activities, there is scope to facilitate more
substantive coordination. For example,
defining a multi-stakeholder group focusing
on driving cross-border data flows for
economic and social development. This
would build on the existing and important
efforts of the ASEAN Data Protection and
Privacy Forum.

All of these efforts should be founded on
working closely with existing initiatives, and not
duplicating efforts. This includes alignment with
the Working Group on Digital Data Governance
(WG-DDG), which is appointed to develop the
standards, requirements and processes for the
operationalisation of the ASEAN Cross Border
Data Flows Mechanism.

How we manage cross-border data is an
important aspect of national, regional, and global
economic development — including driving
progress toward achieving the Sustainable
Development Goals. Similarly, leveraging the
benefits of emerging and new technologies

ENABLING CROSS-BORDER DATA FLOW: ASEAN AND BEYOND

will demand looking outward — recognising
the digitalisation, data, and innovation often
do not recognise borders. This perspective
will be crucial in seizing opportunities, as
well as addressing shared global challenges
in using data to drive policymaking,
service delivery, and wider development.

159. WEP Roadmap

160. Ubaldi, B. (2019). Governments. In: State of Open Data. Open
data for development. Available at https://stateofopendata.od4d.net/
chapters/stakeholders/government.html
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