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GLOSSARY OF PRINCIPLE TERMS

The key process and management definitions used in this paper are as follows:

1

Conventional oridiosyncraticrisk: The probable direct impacts that can occur such as injury and death, loss or damage
to physical assets and economic losses associated with existing stocks and provisions.

Disaster Risk: “The potential loss of life, injury, or destroyed or damaged assets which could occur to a system, society or a
community in a specific period of time, determined probabilistically as a function of hazard, exposure, vulnerability and
capacity”. (United Nations)

Extensive Risk: The risk of low-severity, high-frequency hazardous events and disasters, mainly but not exclusively
associated with highly localized hazards. Extensive disaster risk is usually high where communities are exposed to, and
vulnerable to, recurring localized floods, landslides, storms or drought. Extensive disaster risk is often exacerbated by
poverty, urbanization and environmental degradation. (UNDRR terminology)

Intensive Risk: The risk of high-severity, mid- to low-frequency disasters, mainly associated with major hazards. (UNDRR
terminology)

Resilience: “The ability of individuals, households, communities, cities, institutions, systems and society to prevent, resist,
absorb, adapt, respond and recover positively, efficiently and effectively when faced with a wide range of risks, while
maintaining an acceptable level of functioning and without compromising long-term prospects for sustainable development,
peace and security, human rights and well-being for all.” (United Nations, CEB).

Risk governance: “The actions, processes, traditions and institutions by which authority is exercised and decisions are taken
and implemented. Risk governance applies the principles of good governance to the identification, assessment, management
and communication of risks” (IRGC). Disaster Risk Governance refers to the way in which the public authorities, civil
servants, media, private sector, and civil society coordinate at community, national and regional levels in order to
manage and reduce disaster and climate related risks. This means ensuring that sufficient levels of capacity and resources
are made available to prevent, prepare for, manage and recover from disasters. It also entails mechanisms and processes
for citizens to articulate their interests and exercise their legal rights and obligations. (UNDP Issue Brief, 2013).

Sequential, synchronous and simultaneous crisis: Sequential crisis has been used to refer to the impact of a hazard
event in one system, that then produces cascading and non-linear impacts and ripple effects in other systems, which
may be geographically and temporally discontinuous. Synchronous failures refer to breakdowns in multiple interlocking
systems, which interact to generate compound impacts. Simultaneous crises refer to situations where different risks are
realized simultaneously and produce a magnified impact in interconnected and interdependent systems that is greater
than the sum of the parts (UNDRR, 2011).

Systemic: An adjective: “relating to or affecting the whole of a system, organization etc. rather than just some parts of it”
(Cambridge English Dictionary)

Systemic risk: The ripple-effects of direct loss and damage, indirect impacts and wider effects, such as the disruption of
infrastructure systems and essential services; failure of economic, financial or social systems; effects on employment and
income; national and family debt profiles and ecosystem collapse.
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EXECUTIVE SUMMARY

Introduction

This document is a “thought piece” on systemic risk governance for the 21 century commissioned in January 2021 by the
Disaster Risk Reduction and Recovery for Building Resilience Team (DRT) within the Crisis Bureau at United Nations
Development Program (UNDP). It aims to contribute to the understanding and discussion of systemic risk and the actionable
ways of promoting governance at local and national levels, while also offering a guide or path for promoting cross thematic
(health, population migration, infrastructure, conflict, disaster risk management and climate change adaptation)
collaboration within UNDP itself on risk reduction and prevention, and in its support to countries in their search for low risk,
sustainable and resilient development. This study also contributes to the 2022 Global Assessment Report of the United
Nations Office of Disaster Risk Reduction (UNDRR).

The paper examines systemic risk within the context of the Sendai Framework for Disaster Risk Reduction (SFDRR) adopted
in 2015.The concept of disaster seen as a severe interruption of the routine functioning of a society, or economy, that
condenses the risk accumulated in a system or systems is an appropriate frame for considering and studying systemic risk'.
This is particularly so because the SFDRR encompassed a broader range of hazard events® than those previously considered
to be components of risk or triggers of disaster and crisis, including physical (for examples, earthquakes, floods or drought),
biological (for example, virus and other pathogens), technological (for example, a nuclear accident) and social and economic
(for example, financial, crime, insolvency or price spikes).

For the governance of systemic risk to be useful and effective, it must be framed in a way that is understandable and actionable
for national and local stakeholders. This a primary objective of the present paper.

The paper is based on an extensive review of the specialized literature on the theme and a generic analysis informed by five
case studies that examine distinct aspects and expressions of systemic risk (Bangladesh, Colombia, Dominica, Uzbekistan
and Zimbabwe). These case studies were developed through stakeholder consultations and review of relevant literature
specific to risk contexts in the respective countries.

The Concept of Systemic Risk

Since the turn of the century in particular, the term has been used to refer to physical, biological, social, environmental or
technological hazard events triggering not only direct loss and damage but also spiraling, cascading or ripple effects within
one or more interdependent social, economic or environmental systems, often associated with feedback loops and non-
linear effects (IRGC, 2018; Renn, 2016; UNDRR, 2019).

Systemic risk has always existed. Local and national expressions of systemic risk, common throughout history, are now
complemented by increasing manifestations of global systemic risk. Events since the turn of the 21st century would seem to
indicate that the compression of time and space?, as a defining characteristic of economic globalization, is consistent with
increasing system interdependency, complexity and uncertainty and hence magnified systemic risk. A recent survey by the
OECD highlighted that while many countries had strategies to manage risks in some critical infrastructure sectors, few map
interdependencies across sectors and only half have the capacity to identify new, unforeseen and complex crisis (OECD,
2018).

The triggers of systemic risk and risk in general can be varied including those with physical, biological, technological,
environmental, socio-political, and economic/financial origins. They may occur as single and separate occurrences or in more
complex, compound, multiple, concatenated or cascading and sequential ways. Systemic risk, characterized by high levels
of interdependency, non-linearity, feed-back loops and uncertainty may be expressed and realized as sequential,
synchronous or simultaneous crises and failings.
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To illustrate the differing possible expressions of systemic risk the paper analyzes the following types:

Systemic risk in interdependent infrastructure systems: Systemic risk is not limited to single systems, but rather is
associated with synchronous failures in multiple interdependent systems, associated with factors such as physical proximity,
functional interdependence and economic integration. The impact of Hurricane Maria in Dominica and Hurricane Sandy on
the New York metropolitan area are used to illustrate destruction and damage to assets and infrastructure and failure in
diverse systems due to the primary impacts of the hurricanes.

Systemic risk in global supply chains: The series of fires in the Bangladesh ready-made garment industries in 2012-13
triggered sequential impacts in geographically discontinuous regions of Europe and North America, transmitted through
global supply chains. The risks associated with sequential failure have long been anticipated by the OECD (OECD, 2003)
which stated “If a system is assumed to be self-contained in space (physical or operational) and time, then it is likely the long-term
consequences and impacts outside the system studied will be neglected. Only by understanding its complexities will it be possible
to understand, and so be ready for, the long-term consequences of damage to a system — including the potential domino effect of
harm to other systems”.

Simultaneous crisis from compound hazards: Multiple hazards may also be associated with simultaneous crisis, where risk
manifests in different systems at the same time, further magnifying and compounding the impacts, for example in
Zimbabwe, Syria or Sudan (macro-economic crisis compounded by COVID-19, conflict-driven refugee crises, drought, floods,
and epidemics).

Existential risk in global systems: Nine critical and interdependent earth systems have been identified with thresholds or
boundaries, that when breached represent existential risk. Non-linearity in these systems mean that small incremental
changes in any one system may lead to a catastrophic breakdown in another. It is not only earth systems, however, that can
potentially breakdown. Growing social and economic inequality at all scales, a generalized crisis of governance in many
countries, difficulties to plan and manage urban growth and to provide land and essential services, point to the
interdependence of social and economic systems with earth systems. Such interdependencies are well-illustrated in the case
of the drying of the Aral Sea in Central Asia (Hoskins, 2014).

The quotidian or every-day experience of systemic risk: Most people in LMIC experience systemic risk through the failure
of local infrastructure systems, the interruption of local supply chains and the degradation or collapse of local ecosystem
services, largely associated with extensive risk. Local infrastructure systems provide essential services, such as water and
sanitation, power, telecommunications, health and education to urban centers and their economies. Local supply chains
depend on road, rail, or river networks. Whereas in OECD countries (OECD, 2018), this problem is described as one of
significant pockets of vulnerability, in LMIC it is a much more generalized challenge. In these countries it would be more
appropriate to describe significant pockets of resilience against a general backdrop of vulnerability. Addressing the quotidian
systemic risk associated with these failings is critical to the achievement of many of the SDGs including SDG9 (infrastructure)
aswell as SDG3 (Good health and wellbeing), SDG4 (Quality education), SDG6 (Clean water and sanitation), SDG7 (Affordable
and clean energy), SDG8 (Decent work and economic growth), SDG11 (Sustainable cities and communities) and SDG13
(Climate action).

The Social Construction of Risk

Systemic risk, as other risk categories, is socially constructed. The adjective systemic refers not only to the cascading and non-
linear impacts in social and economic systems but, above all, to the process through which risk is socially constructed and
accumulated in those systems. Political economies always internalize a tension and trade-off between the privatization of
benefits and the socialization of risks. Moral hazard is a fundamental notion in understanding this process and is used to
describe "any situation in which one person makes the decision about how much risk to take, while someone else bears the cost if
things go badly" (Krugman, 2009). Underlying risk drivers such as poverty and inequality, badly planned and managed urban

8  THE SOCIAL CONSTRUCTION OF SYSTEMIC RISK: TOWARDS AN ACTIONABLE FRAMEWORK FOR RISK GOVERNANCE



and infrastructure development, environmental degradation, climate change, conflict and displacement and weak territorial
governance configure hazard, vulnerability and exposure. These in turn generate patterns of everyday, extensive, intensive
and systemic risk.

The unfolding of risk is systemic and manifests a self-similar ordering logic and dynamic. Whether the hazard is the SARS-
CoV-2 virus, the collapse of financial entities, violent crime or flood, risk tends to become concentrated in the same social
groups and territories, a reality expressed eloquently by the idiomatic expression “screwed by the system”.

Risk Management

Consists of four interrelated strategies, approaches and goals that may be instrumented sequentially or in combination:
Reactive, including disaster preparation and response, including rehabilitation, reconstruction and recovery; corrective,
searching to reduce existing risk; compensatory, based on increasing post impact resilience and the ability to cope and
thrive; and, prospective, searching to avoid future risk  or limit it to socially acceptable levels. Forms or structures for
enacting management principles include:

Regulation: a predominantly prospective risk management strategy, designed to avoid the generation and accumulation of
new risk, through regulating development and investment decisions in areas such as environment, land use, public health,
finance, industrial and transport safety etc. This is normally more effective in high-income countries, with established
mechanisms of compliance and accountability. It can, however, foment exclusion, by acting as a barrier to entry into formal
economies and territories or to protect established interests and monopolies.

Institutional frameworks for risk governance: multi-sector national systems for risk governance, based on principles of
subsidiarity and transversality have been created in many countries. However, local governments outside of major cities in
LMIC lack technical capacities and resources to fulfil assigned roles. Moreover, the systems are often coordinated by
emergency management organizations that lack political authority and technical capacity. Typified by an approach that
promotes protecting development from exogenous threats, little progress has been achieved in prospective risk
management.

Implicit risk governance: formal frameworks, as described above, are often no more than a veneer layered on sets of
implicit codes and mechanisms through which individuals, households, communities, and businesses manage their risks on
a day-to-day basis in contexts where a significant proportion of economic activity and territorial occupation occur outside
of formal regulatory frameworks. Limited by available risk information, involving tradeoffs between different risks, short
term rather than long term focused, and with coping and survival rather than proactive risk management as a basis, implicit
governance processes suffer many limitations. Despite calls for participatory, social construction, perception and culture-
based coproduction of knowledge and understanding of risk in the design of risk management strategies, including in the
SFDRR, itis unclear how much real traction has been achieved in articulating formal and implicit risk governance frameworks
in a creative and positive way (C. Johnson, Jain, Nalla, & Martinez, 2021; Maskrey, 2011) or whether the symbolic political
commitment expressed in global frameworks and declarations is actually realized in practice.

Systemic Risk Governance Characteristics Today

Systemic risk governance has become synonymous with strengthening resilience to transboundary and global risks,
particularly in the financial system, in global supply chains and strategic economic infrastructure. Little concern has been
shown internationally with systemic risk at the local and national levels in LMIC. Risk identification has been focused on the
hazard triggers, in particular, on extreme, infrequent and difficult to estimate black swan events’- uncertainty. Far less
attention is given to the underlying more certain conditions of exposure and vulnerability, which, as pre-existing conditions,
can be modelled and estimated. And, the dominant approach to the governance of systemic risk would seem to be largely
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preoccupied with protecting the privatization of gains and shows little concern for the socialization of risks. In other words,
its objective is to protect the same systems that are generating the risk.

The Central Challenge for Innovative Systemic Risk Governance

Corrective and reactive risk management, including resilience building continue to predominate. But, as risk is socially
constructed, it is endogenous to development and new risk is configured and internalized faster than existing risk has and
can be reduced. Little progress has been achieved in prospective risk management. Risk governance embodies a
fundamental internal contradiction: its objective or its’ primary result has been the protection of the predominant
development paradigm from the risks that the paradigm itself generates.

Rather than a specialized governance framework to address a fashionable and exotic risk category called systemic risk what
is required is a strengthened governance framework for social, economic, territorial and environmental development, that
addresses the underlying risk drivers and factors in a way that strengthens sustainability and resilience.

Transforming the Governance of Systemic Risk
Six major directions are identified for moving towards a framework and paradigm for systemic risk in the 21* century:

A From “systemic risk governance” to governance of sustainability and resilience: The term “systemic risk
governance” relays the idea of an approach that addresses pre-existing risk through largely corrective, reactive,
and compensatory risk management strategies. Rather a strengthened overall, holistic, prospective governance
framework for social, economic, territorial and environmental development is called for, that addresses the underlying
causes and drivers of risk in a way that promotes sustainability and resilience, generating development benefits, that
include the avoidance and reduction of systemic risk. Moving from identifying hazard triggers to a greater understanding
of risk signifies more attention being placed on exposure and vulnerability factors and generating data and information
on flows, relations, complementarities and contradictions, recognizing that independent of the trigger event it is the
same vulnerable groups that suffer the most dramatic consequences of disaster and crisis whenever these occur.

A Improve managing conventional risk to ultimately manage systemic risks: Systemic risk usually unfolds from
conventional or idiosyncratic risk to key assets, functions, infrastructures, services etc. or due to anticipation of future
loss. This implies that if conventional risk can be effectively managed and reduced, this would significantly contribute to
reducing or avoiding systemic risk. This requires strengthening existing risk governance arrangements. For example, the
Colombian national risk management law and system highlights participation, intersectoral and interdisciplinary action,
decentralization, human rights, structural and non-structural measures, risk communication and coproduction of
knowledge, all features identified today as of importance for systemic risk governance, but implementation still remains
a challenge even for conventional risk.

A From identifying hazard triggers to understanding risk: As long as systemic risk governance is understood or
practiced as the protection of the predominant development paradigm from a supposedly exogenous and unexpected
threat, the focus of risk identification & estimation will continue to focus on the hazard trigger. Improved understanding
of vulnerability and exposure patterns provides valuable insight into systemic risk, irrespective of the specificities of the
triggering event. Although uncertainty regarding the triggering event may be increasing, improved data and modelling
makes it possible to increase certainty with respect to underlying and pre-existing patterns of hazard, vulnerability, and
exposure.

A From corrective and reactive to prospective risk management: The risks internalized in any public or private
development or investment decision must be correctly assessed, including a clear definition of who owns and is
responsible for the risk and who is accountable and liable for risk transfer to other sectors and territories. For this to
happen, committed participation in decision making is required for all parties involved and potentially affected.
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A From a “global” phenomenon to local action and territorial governance: Managing systemic risk at the local level
has a profoundly global outlook. Manifestations of systemic risk in local infrastructure systems, supply chains and
ecosystems, are not ultimately autonomous local issues. They crystalize the operation of underlying global risk drivers
and highlight how the social construction of systemic risk manifests in territories. It is only at the territorial level that the
interlinkages between different systems can be articulated and where risk management issues can be resolved.

A From protecting privatized gains to managing socialized risks: A shift from an almost exclusive focus on the
protection of privatized gains in financial systems, strategic economic infrastructure, and global supply chains, towards
the management and reduction of the socialized risks must be promoted. Investment in basic service provision and in
the satisfaction of other basic development needs at the local level, plus development of safety nets, insurance schemes
and other mechanisms for resilience can have multiple positive effects including the reduction of risk to uncertain or
increasingly complex hazard scenarios.

Six Elements for an Actionable Approach to the Governance of Systemic Risk

The development of integral national policies, strategies and plans. If governments identify a clear political and economic
imperative to address systemic risk, a first element in a governance framework is the formulation of national sustainable
development plans, policies, or strategies that integrate risk reduction and resilience building, and that clearly reflect an
understanding of systemic risk as a social construct and the primordial importance of prospective risk management. The
adoption of such national plans, policies, or strategies would need to be adopted as an all of government approach that
requires sectors to responsibly fulfil their mandate and functions. The experience of national risk management systems to
date highlights that for this approach to work, responsibility for ensuring that such national policies, strategies and plans are
formulated, adopted and implemented needs to be vested at the highest level of government, either in the cabinet office or
similar or else in a central ministry such as finance and planning. At the same time, to be effective, national policies, strategies
and plans should include clear and measurable resilience targets.

Identifying and estimating pre-existing risk. A second element in the governance framework would be strengthened
capacities for risk identification and estimation. While regular horizon scanning for early signs and future casting®, to identify
potential orimminent triggering events, isimportant, the function of a national risk information system should be to monitor
the evolution of risk, the hazard, exposure and vulnerability factors and underlying drivers that configure systemic risk. Given
the importance of extensive risk with respect to systemic risk at the local level, a core function of the information system
would be to monitor local loss and damage patterns to identify and estimate patterns of extensive risk.

Strengthened accountability and compliance. National level prospective and resilience policies, strategies, plans and
targets are unlikely to generate their expected outcomes, unless they are backed up by greatly strengthened mechanisms
for compliance and accountability. Examples include the role of the National Controller’s Office in Colombia in undertaking
periodic reviews of the implementation of national policies on disaster risk management and climate change adaptation,
through to the review of White Papers on risk management, which are produced by the Cabinet Office of Japan for debate
and review by Parliament. The creation of a risk ombudsman to attribute responsibility and liability for risk transfer is another
potential mechanism that could be discussed. Transparency portals, which enable the public to review all proposed public
and private investment projects, for example, and the use of social media to identify potential transgressions are all examples
of mechanisms that can be explored

Financial mechanisms and incentives. A national framework for the governance of systemic risk would also need to include
financial mechanisms to encourage the allocation of capital to investments that prevent and reduce risk and strengthen
resilience. To the extent that international rating agencies and indexes are now increasingly including risks associated with
physical hazards, climate change and conflict into their overall country risk assessments the implementation of resilience
standards backed up in independent certification could enable countries to compete more effectively for foreign direct
investment (FDI) and to obtain more positive credit ratings.
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Impact based early warning systems an improved understanding, identification and estimation of risk can also underpin
the development of a new generation of more effective early warning systems: systems that not only warn of an impending
hazard, but those that monitor key exposure and vulnerability indicators enabling real-time calculation of the potential loss
and impacts, informing early action in the form of preparedness and reduction activities to be implemented to reduce risks.

Strengthened territorial governance. Strengthening territorial governance at the local level is critical to the prospective
and corrective management of extensive risk. In turn, addressing extensive risk is essential to reduce systemic risk in local
infrastructure systems, supply chains and ecosystem services. Strengthening the resilience of local infrastructure systems,
ecosystems, and supply chains in the face of extensive risk, is the area where the governance of systemic risk can achieve
greatest traction in the achievement of the 2030 Agenda for Sustainable Development. Strengthened territorial governance
will be most effective when it is supportive of community initiative and builds on the implicit governance of risk, that
characterize most localities. By doing so and through guaranteeing reliable services that meet basic needs governments will
also create a strong political imperative to manage risk and strengthen resilience.

UNDP and Support for Countries

Identifying the political and economic imperative to support this cause will be key. To the extent that countries can
demonstrate strengthened governance to manage risk and to ensure resilience and sustainability, this will strengthen their
competitivity and their capacity to attract capital and investment, particularly under post COVID 19 conditions and the need
for sustainable, green recovery.

From the perspective of UNDP, the governance of systemic risk, should not be considered as a new and specialized sub-area
of risk governance, but rather as a characteristic of strengthened and enhanced governance designed to reduce risk and
enhance resilience and sustainability at the national and local levels. Risk governance and systemic risk governance should
be considered as attributes of strengthened national and local governance, rather than as specialized sectors. Concern
should also exist for strengthening and making viable some already existing management systems that provide concepts
and instruments highly relevant to the management of systemic risk concerns, from prevention through to response and
resilience.

The challenge for UNDP is that its existing Global Practices are largely organized around specific hazards, forexample disaster
risk management, climate change adaptation and conflict prevention, none of which can address risk in a more holistic way,
even though each may think and understand risk in holistic ways. To conclude, therefore, UNDP should approach the
governance of systemic risk, not from a hazard specific practice, but from an integrated approach to strengthened national
and local governance. A cross-cutting approach is required that could and should be central to the new Strategic Plan of the
organization.
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INTRODUCTION

Since the turn of the century, growing attention has been given to the concept of “systemic risk” in academic and policy
discourses. Systemic risk refers to physical, biological, social, environmental or technological hazard events triggering not
only direct loss and damage but also spiraling, cascading or ripple effects within one or more interdependent social,
economic or environmental systems, often associated with feedback loops and non-linear effects (UNDRR, 2019; Renn, 2016;
IRGC, 2017).

The concept has been used to analyze events ranging from the 2007 - 2011 financial crisis (Dijkman, 2010), the closing of air
space when the Eyjafjallajokull volcano in Iceland erupted in 2010 (UNISDR, 2011), the interruption of global supply chains,
following the East Japan earthquake, tsunami and nuclear reactor crisis and the Chao Phraya River, Thailand, flooding in
2011 (UNISDR, 2013b), the collapse of New York’s infrastructure when Hurricane Sandy hit in 2012 (Haraguchi and Kim, 2016),
the Syria crisis (Erian, Katlan, and Babah, 2010), the COVID-19 pandemic (Simonovic, Kundzewicz, and Wright, 2021) and
human induced climate change (Schweizer and Renn, 2019). The mid-February 2021 power crisis in Texas and the Evergreen
episode in the Suez Canal in March 2021 are more recent materializations of systemic risk.

All these events were large scale, global or national (with major impacts or concerns, in general, for more developed
countries) and triggered mainly by intensive and apparently difficult to foresee, hazard triggers. Far less attention has been
given, however, to systemic risk in low-and-middle income countries (LMIC), where risk governance frameworks remain
challenged to manage even the more conventional, idiosyncratic risks that these frameworks were established to deal with.
Thatis, extensive and intensive’® asset loss and damage, mortality and morbidity, the everyday risks associated with pollution,
crime, road accidents, fires and multidimensional poverty and the interruption of essential services.

Unfortunately, the academic literature on systemic risk is largely disconnected from contemporary risk governance concerns
at the national and local levels in these countries. However, as this paper will demonstrate, concern for systemic risk and its’
governance at the local level is critical for the achievement of SDG goals. This risk may be triggered by frequently occurring
and well known extensive hazardous events (Renn et al., 2020; UNISDR, 2011)

Risk in interdependent systems is not a new phenomenon and has always existed. For example, the period 536 to 541AD
has been described as the worst disaster and disaster related death quinquennium in history. In 536, volcanic eruptions in
Iceland triggered extreme global cooling, leading to harvest failures and famines across much of Europe, the Middle East
and Asia. In 541, a pandemic of bubonic plague may have killed 30% of the population of the Mediterranean and weakened
an ascendant Byzantine Empire®. In today’s lexicon it would be described as a simultaneous crisis, a category of realized
systemic risk (UNISDR, 2011). However, events since the turn of the century would seem to indicate that the compression of
time and space’, as a defining characteristic of economic globalization, is consistent with increasing system
interdependency, complexity and uncertainty and hence magnified systemic risk.

The term systemic risk is used in fields and disciplines as diverse as finance and agricultural systems®, in complexity sciences,
climate change, engineering, evolutionary biology, public health, disaster risk, and sustainable development (Renn et al,,
2020). As in the case of the term ‘resilience’, despite many elements in common, each of these fields defines the term in
multiple within and across disciplinary ways.

Systemic risk governance® has been used mainly to frame efforts to strengthen protection for and the resilience of financial
systems, global supply chains and strategic economic infrastructure, faced with extreme, sudden and supposedly
unforeseen or difficult to estimate global shocks including the COVID-19 pandemic or catastrophic climate change.

To be realized and manifest as loss and damage, systemic risk must already be ‘internalized’ and latent in a system. Even
when the triggering hazard event may be difficult to forecast, accurately or at all, the underlying and accumulated risk always
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pre-exists the trigger. However, the non-linear impacts of many systemic risk events continue to catch the world by surprise,
unaware and unprepared. The improvised response to the financial crisis and the COVID 19 pandemic, the two largest global
shocks of recent years, reveal the absence, or at the very least, the inadequacy of governance arrangements to identify,
estimate, and address systemic risks, and the lack of social understanding and response to these. A recent survey by the
OECD highlighted that while many countries had strategies to manage risks in some critical infrastructure sectors, few map
interdependencies across sectors and only half have the capacity to identify new unforeseen and complex crisis (OECD,
2018).

Context and Objectives

Since 2015 increasing recognition has been made in global policy frameworks that threats and subsequent risks are more
complex than before (see SDGs, Paris Agreement, Sendai, Secretary-General’s Prevention Agenda, and others linked to
health, migration, urban resilience) but all do not look at systemic risk comprehensively.

This paper examines systemic risk within the context of the Sendai Framework for Disaster Risk Reduction (SFDRR) adopted
in 2015 (UNISDR, 2015b). The concept of disaster, as a severe interruption of the routine functioning of a society or economy,
“condenses” the risk accumulated in a system or systems and is therefore appropriate to frame systemic risk holistically'. In
particular, the Sendai Framework expanded earlier considerations of disaster risk, to encompass a broader range of hazard
types than previously incorporated in disaster study'' including, comprehensively, the physical (for example, earthquakes,
floods or drought), biological (for example, virus or other pathogen), technological (for example, a nuclear or industrial
accident) and social and economic (for example, financial, crime, insolvency or price spikes). The Sendai Framework thus
provides a framing of risk broad enough to enable a discussion of how, on the one hand, a wide range of underlying drivers,
in different sectors and domains, configure systemic risk over time and how, on the other hand, realized systemic risk then
cascades and ripples through interdependent systems at different spatial and temporal scales.

A first objective of this paper is to highlight how systemic risk, as other risk categories, is socially constructed. The dominant
interpretation of systemic risk, realized, for example, in the ongoing COVID-19 pandemig, is still that of the probability of
autonomous, exogenous and difficult to forecast black swan or emergent risk events impacting negatively on development.
This paper, in contrast, will highlight how risk is an endogenous characteristic of the political economy, which in most
contexts reflects a trade-off between the privatization of gains and the socialization of risks. As such, the adjective systemic
should refer not only to the cascading and non-linear impacts in social, economic and ecological systems but, above all, to
the process through which risk is socially constructed and accumulated in those systems (illustrated by the well-accepted
notion that earthquakes don’t kill people, poorly constructed buildings do). Decades of social research has shown how risk
systemically accumulates, concentrates and manifests in the same exposed and vulnerable individuals, households,
communities and businesses, irrespective of whether the triggering event is the SARS-CoV-2 virus, a price-spike, a
hurricane or a conflict (Bull-Kamanga et al., 2003; Deshingkar & Start, 2003; Dodman, Leck, Rusca, & Colenbrander, 2017; Jain,
Jigyasu, Pahwa-Gajjar, & Malladi, 2015; Lavell, Mansilla, Maskrey, & Ramirez, 2020).

A second objective of the paper is to identify a framework for systemic risk governance that could be actionable by and
provide entry points for local and national government, civil society and private sector actors in the LMIC and which is, in
this way, useful, effective and relevant to the achievement of the 2030 Agenda for Sustainable Development'. It is only by
identifying a political and economic imperative for the governance of systemic risk that it will be possible to translate the
concept of systemic risk from an abstract global concern and begin a dialogue on its governance with national and local
government.

Approaching risk governance from the perspective of its social construction necessarily means that the locus of attention
changes from a focus on protecting development from apparently exogenous threats to a focus on reshaping and
redefining or transforming development in a way that enables potential and real endogenous risks to be recognized,
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visualized, and managed. If the governance of systemic risk is to be relevant to the achievement of the 2030 Agenda for
Sustainable Development, then risk governance needs to address the trade-offs between the privatization of gains and the
socialization of risk and thus the pathways through which risk is systemically constructed, concentrated and accumulated.
Current frameworks and discussions for post COVID 19 recovery, couched in terms such as “Green Recovery”,
“transformational development”, the “new normal”'® and others, must take this seriously into account.

This paper is divided into three chapters. Chapter 1 conceptualizes and characterizes systemic risk and examines its social
construction. Chapter 2 highlights the challenges faced by existing paradigms of risk governance to address systemic risk.
Chapter 3 identifies actionable pathways to cut through the conundrum of risk governance and enable low-and-middle
income countries to address systemic risk.

The paper is based on a wide literature review and on contemporary frameworks for the conceptualization of risk and its
governance. The overriding integral and holistic analysis in this paper is illustrated by selective case studies from Bangladesh,
Colombia, Dominica, Uzbekistan and Zimbabwe, undertaken with the support of UNDP Country Offices. These cases are
grounded in a preliminary, indicative analysis of a particular systemic risk concern in each country, with the exception of
Dominica, where the overall development challenge associated with environmental hazard-based shocks, risk and disaster
are considered. Boxes on each of the five countries are included in Chapter's 1 and 2, while an Annexure contains a fuller
description of each of the case study contexts and relevant cartography of the countries. The case studies are the result of
a four-day procedure including research and writing. Due to this, they should be considered preliminary and indicative.
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CHAPTER 1: CHARACTERIZING SYSTEMIC RISK

1.1  Basic Definition of Systemic Risk and Resilience

The Cambridge English dictionary defines ‘systemic’ as an adjective “relating to or affecting the whole of a system, organization
etc. rather than just some parts” ™.

At the same time, the United Nations (United Nations General Assembly, 2016) defines disaster risk as: “The potential loss of
life, injury, or destroyed or damaged assets which could occur to a system, society or a community in a specific period of time,
determined probabilistically as a function of hazard, exposure, vulnerability and capacity”.

A popular interpretation of “systemic risk” refers to risk that affects the functioning of “the whole of a system .... rather than
just some parts of it” ">, But given that a partial breakdown of a system may be severe enough without the entire system being
affected, it has also been suggested (Aven and Renn, 2020) that while systemic risks need to be differentiated by their scales
(global, national, regional), they need not necessarily imply the breakdown of an entire system to be classed as systemic.

Conventionally, attributes of realized disaster risk include direct, indirect, and secondary losses and effects and a range of
wider impacts (UN ECLAC, 2003)'®. Direct losses refer to the damage and destruction of produced capital such as housing,
infrastructure, crops and other assets, people through loss of life, injury and displacement and natural capital through
downgrading, degradation or transformation of ecosystems'.These direct or asset losses may then translate into indirect
losses in livelihoods, employment and production, which in turn may be associated with wider impacts, such as increases in
the breadth and depth of poverty, declining health, interruptions to education and longer-term macroeconomic effects.

The indirect and wider impacts triggered by direct asset losses are often associated with a loss of system functionality,
interruption or collapse, which may be realized over different time periods and spatial configurations. For example, damage
to an electricity sub-station may cause the shutdown of a power network, which in turn paralyses production, commerce
and services elsewhere. Small initial loss and damage can, at times, lead to very severe and lasting impacts. These indirect
and welfare impacts often go unaccounted for, but have been estimated to be significantly higher than the cost of physical
or direct impacts (UNISDR, 2015a, Hallegatte et al., 2017). Here it is interesting to note that the UN definition of disaster risk
quoted above does not explicitly consider indirect, ripple or systemic effects suggesting, without intention, that disaster is
defined by the immediate impacts on assets, infrastructure and people and what follows is an aspect of some other or a new
reality.

Meanwhile, even actions taken to avoid potential direct loss and damage may trigger systemic risk. For example, shutting
down a major airport hub following an early warning of a future severe weather or volcanic ash event may severely disrupt
air-traffic even though no direct loss and damage to the planes and airport infrastructure occurs (overall losses may in fact
be reduced if the event did in the end affect airports). Similarly, the paralysis of national economies in the ongoing COVID-
19 pandemic was not a direct consequence of physical asset loss or damage, but due to the policy response consisting of
lockdowns, border closures and quarantines. In this case, direct physical losses did occur, not as a cause, but rather as a
characteristic of the systemic risk manifested. For example, the hospitality industry was forced to discard large quantities of
existing food products and beverages, while infrastructure and assets were down-graded due to lack of maintenance in
some contexts. In some major global cities falling real estate prices in central areas reflects a potential revival of suburbia
and the emergence of new urban forms.

As systemic risk is to do more with flows than with stocks, it is not only a function of hazard, exposure and vulnerability, but
also of resilience. The United Nations defines resilience as: “The ability of individuals, households, communities, cities,
institutions, systems and society to prevent, resist, absorb, adapt, respond and recover positively, efficiently and effectively when
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faced with a wide range of risks, while maintaining an acceptable level of functioning and without compromising long-term
prospects for sustainable development, peace and security, human rights and well-being for all.” (United Nations, 2017a)

The resilience of systems refers to their innate, existing capacity to buffer directimpacts in a way that allows them to continue
providing or accessing services, to quickly recover or to adapt, and be “safe-to-fail” (Ahern, 2011; Kim et al., 2017, 2019). For
example, if a health system can continue to provide services despite the collapse of a hospital, due to its capacity to quickly
divert patients to other facilities, it would be considered more resilient than a health system that depended on a single
facility. In other words, its systemic risk would be lower.

As such, systems characterized by variety and redundancy and with greater capacity to buffer losses, organically evolve,
adjust and adapt to changing contexts are considered more resilient than rigid or brittle systems, that are dependent on
single nodes or pathways for their functionality (da Silva, Kernaghan, & Luque, 2012). Systems with low levels of resilience,
therefore, often internalize high levels of systemic risk.

1.2  Hazard Triggers, Scale and Complexity

Systems can consist of biotic and abiotic (including anthropogenic) elements and agents (Sterk, van de Leemput, and
Peeters, 2017), connected across transboundary globalized networks (Young et al., 2006), a country, a particular territory, an
urban area (Frank, 2017), or a sector, supply chain or infrastructure network. Interactions between systems and sub-systems
may be slow or fast-moving, and linear or non-linear (Sterk, van de Leemput, and Peeters, 2017). Similarly, even the smallest
local ecosystem forms part of interdependent regional and global earth systems, including climate, hydrological and ocean
systems.

Non-linearity is a core defining characteristic of systemic risk (Renn, 2016; Renn et al., 2020). The level of complexity and non-
linearity in systemic risk is associated with the degree of system interdependence. Interdependence implies that even the
smallest manifestation of risk in one system may generate impacts in other systems. As system complexity and
interdependence increases, the channels through which direct impacts are translated into indirect impacts and wider effects
are characterized by non-linearity and multiple feedback loops (Renn et al., 2020).

The concept of interdependence has been explored in philosophy for millennia. For example, in the 2nd century, Nagarjuna
put forward the notion that no phenomenon has an independent or separate existence but can only be understood in terms
of its interdependence with all other phenomena (Jones, 2014). In the 14™ century Ibn Jaldun (1977) highlighted how small,
idiosyncratic events could only be interpreted in relation to broader and cyclical historical processes. Hegel (1968) argued
that an accumulation of small quantitative changes can trigger major qualitative systemic change. In the 18th century, Von
Humboldt demonstrated the interdependence between climate and ecosystems across different geographies (Von
Humboldt, 1807)'®. How specific phenomena and moments in time and space unfold from broader underlying processes has
been explained in terms of the concepts of implicate and explicate order by quantum physicist David Bohm (1980).

Systemic risk may be realized at different scales and levels of complexity. It may be triggered by single, multiple and
cascading hazards and lead to synchronous, sequential and simultaneous impacts (UNISDR, 2011). Systemic risk becomes
magnified by synchronous failures in multiple systems associated with system interdependence. e.g., Dominica after
Hurricane Maria; New York after Hurricane Sandy. Sequential impacts in complex ecosystems such as in supply chains affect
across spatial and temporal scales. e.g., RMG Industry fires in Bangladesh in 2012-13 affected European and North American
markets; tsunami in Japan and Chao Phraya floods in Thailand in 2011 affected global supply chains for a long time.
Simultaneous crisis associated with multiple triggers can have compounded impacts e.g. drought in north-eastern Syria,
food insecurity in Zimbabwe, massive immigration of low-income Venezuelans into Colombia already characterized by
conflict, violence and income inequality. Detailed examples of these types are provided in following sections of this report
(1.3t0 1.7).
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Physical hazard triggers may be single, multiple, cascading or concatenated (sequentially interconnected). The latter are
illustrated, for example, with earthquakes triggering tsunamis, as in the 2004 Indian Ocean Tsunami; liquefaction resulting
from earthquakes causing floods, as in Christ Church in 2010; early season drought and forest fires magnifying late season
flood and landslide hazard, as in the case of Hurricane Mitch in Central America in 1998, and so on. Physical, biological, social,
technological and economic hazard triggers may also be compounded, for example in the case of the East Japan earthquake,
tsunami and nuclear reactor event, or in the case of Zimbabwe (see Box 4), where the effects of drought on food production
was compounded with the macro-economic pressures, the COVID-19 pandemic and other health crisis. In Bangladesh (see
Box 3), unregulated urbanization contributed to an increased incidence of fires and building collapse in textile factories. This
increased economic stress, which in turn has been compounded by the COVID-19 pandemic.

Unfortunately, in literature and practice, hazard is often confused with risk, and it is often assumed that multiple,
interconnected or compound hazard triggers are synonymous with systemic risk. However, irrespective of whether the
trigger is a single, multiple or compound hazard, systemic risk, as risk in general, always reflects the interconnectedness of
a range of hazard, exposure and vulnerability factors and is not an inevitable outcome of the triggering event.

The following sections 1.3 to 1.7 illustrate these concepts using examples and case studies from the global North and South
and draw on those to illustrate some of the conceptual and practical challenges and gaps in governing systemic risks.

1.3  Systemic Risk in Interdependent Systems

On October 29, 2012, Hurricane Sandy, the largest Atlantic hurricane'® ever recorded, made landfall in New Jersey, USA. Its
storm surge hit New York City flooding streets, subways and tunnels and cutting power in and around the city. Forty-four
people died and 69,000 residential units were damaged. However, Sandy became notorious not due to this direct loss and
damage but due to the collapse of multiple interdependent infrastructure systems, which paralyzed economic activity and
essential services in the city.

Systemic risk becomes magnified by the non-linear impacts associated with system interdependence. As Figure 1 illustrates,
in large urban areas like New York City, systemic risk is not limited to single systems, but rather is associated with
synchronous failures in multiple interdependent systems, associated with factors such as physical proximity, functional
interdependence and economic integration.

More than 2 million people lost power due to network shutdowns and damage to substations and electrical equipment.
Refineries and pipelines also shut down reducing the supply of fuel. The loss of power caused synchronous failures in other
systems, in particular in health and transportation. The combination of flooded tunnels and power outages paralyzed the
city’s subway and railway lines, causing a collapse in the urban transport system (Haraguchi and Kim, 2016). Little has been
published or analyzed as to the effects on people, their health and economy of these impacts.

As highlighted above, the impact of a hazard trigger, such as an intensive hurricane, in cities such as New York of New
Orleans, can cause the collapse of interdependent infrastructure systems and paralyze urban economies. However, at the
national level, these impacts are normally buffered in large and diversified economies such as the USA. In contrast and as
Box 1 highlights, in the case of Small Island Developing States (SIDS) where the hazard trigger may affect the entirety of a
countries population, territory and small and undiversified economy, the impacts may be national and become existential
in character.
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Figure 1: Interdependence of infrastructure systems affected by Hurricane Sandy in New York City (Haraguchi and Kim, 2016)

Box 1: Dominica and systemic risk in Small Island Developing States

Dominica has a total population of nearly 73,000, spread over a land area of 750 square km in the eastern Caribbean. Around two thirds
of the population is urban with 15,000 living in the capital Roseau. Uniquely, Dominica is home to the Kalinango, a near to 3,000 strong
ethnic Carib population, while a diaspora of more than 150,000 Dominicans lives abroad.

Historical processes of land occupancy and tenure, economy and social relations has led to 90% of the population and much of the
country’s infrastructure being located on the seaboard. This contrasts with the historical pre-colonial location of the indigenous Carib
population in more protected inland areas. Today, the Carib-Kalinango are concentrated in a territorial reserve on the east coast, exposed
to climate and oceanographic events such as hurricanes and storms, wave action and sea level rise.

Across the Caribbean, past investment decisions have led to an accumulation of exposure and vulnerability to hazards such as hurricanes
and floods, now further aggravated by global warming, climate variability and change and sea level rise. These concerns are particularly
important in an island of only 750 square km with 90% of population on the sea-bord. Tropical Storm Erika in 2015, followed by Hurricane
Maria in 2017, revealed the breadth and depth of systemic risk on the island.

High levels of debt and dependency on external finance, economic instability, insularity, remoteness, and environmental fragility means
that disaster impacts rapidly become systemic. The physical vulnerability and lack of redundancy in much of the country’s infrastructure
increases systemic risk in an already small, vulnerable and undiversified economy, with a GDP of under 1 billion dollars. Economic risk
then aggravates the high social vulnerability associated with a poverty rate of over 25% percent and growing inequality. The country is
ranked 94" position on the global Human Development Index.

At the same time, however, social cohesion, national identity and a willingness to learn from experience and adapt, are capacities that
strengthen resilience in Dominica, along with in-flows of resources from the diaspora, investment programs for foreigners and
international assistance.
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1.4  Systemic Risk in Global Supply Chains

The ash cloud from the eruption of the Eyjafjallajokull volcano in Iceland in 2010 paralyzed European air traffic systems,
highlighting how non-linear impacts can manifest in geographically and temporally discontinuous systems.

In Japan, in 2011, a powerful earthquake triggered a devastating tsunami, which in turn caused failures in the cooling
systems of the Fukushima nuclear power plant: a compound, concatenated hazard which revealed conditions of exposure
and vulnerability in coastal areas in general, and the nuclear power plant in particular, that had essentially been ignored or
overlooked. The combination of physical damage from the earthquake and tsunami and power shortages, due to the
collapse of the electricity grid in east Japan, after 11 nuclear reactors were taken off-line, paralyzed the manufacture of critical
components in both the automobile and information technology industries. The resulting component shortages were then
transmitted along global supply chains, slowing down or halting production in Europe and other regions (Todo, Nakajima,
& Matous, 2013).

Later in the same year, the river Chao Phraya flooding in Thailand produced significant asset damage in the manufacturing
industry around Bangkok, in the agriculture and fisheries sectors, as well as loss of life and injury. As in the case of Japan, the
disaster was characterized by non-linear sequential impacts. Shortages of critical industrial components were transmitted
through global supply chains paralyzing production in geographically discontinuous regions. The total loss of operating
profit to Toyota and Honda alone was estimated at US$1.25 billion and US$1.4 billion, respectively (UNISDR, 2013a).

The risks associated with sequential failure had long been anticipated by the OECD (OECD, 2003) which stated “If a system is
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