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Annex 1. OAPR country office risk assessment model
Presented below is the country office risk assessment model developed by the Office of Audit and Performance Review (OAPR) in 2005 for risk-based audit planning purposes and used in selecting the country offices for audit in 2006.
I. 
Introduction

OAPR formulated a risk-based audit planning system to ensure that its priorities are consistent with the goals of UNDP, thus enabling it to add value to UNDP. OAPR aims to design a medium-term strategic work plan and a 2006 annual work plan based on an assessment of risk and exposure that may affect UNDP in conducting activities in more than 180 countries through its country offices and programmes. OAPR intends to provide UNDP management with information to mitigate the negative consequences associated with accomplishing country office objectives in particular, and UNDP work towards the Millennium Development Goals in general.

Having a model for risk assessment has become essential because of the diversity of UNDP operations worldwide and the wide scope of OAPR audit coverage with limited available staff. To optimize resources it is imperative that OAPR efficiently and effectively allocate them to the areas that matter most to UNDP. Risk assessment is thus a key element during the audit planning phase to systematically identify areas of activity in UNDP that warrant special emphasis and scrutiny. 
Having an effective risk-based planning system will give a reasonable assurance to UNDP management that critical auditable areas are adequately covered through a medium- to long-term audit strategy and annual work plans, and that recommendations resulting from audits add value to country offices and to UNDP as a whole. 
II. 
Background: 2005 OAPR annual audit plan

The OAPR Director and chiefs carried out a non-systematic, risk-based planning process for determining their respective annual audit plans for 2005. 
At the headquarters level, risk factors affecting country offices were determined based on the director’s consultations with the Administrator, the Associate Administrator, other bureau and regional bureau directors and other key officers of UNDP. In addition, the Director scanned the UNDP external environment:  the General Assembly, the Executive Board, other United Nations organizations, public opinion, and other recent events that could have a direct or indirect impact on UNDP operations.  

At the country office level, risk factors were determined based on recent audits; volume and level of operations or deliveries by the country offices; the size of the office measured in terms of staff; investigations conducted in those countries; and the complexity of the nature of the business of the office. 
These exercises revealed the following risk factors, which became the basis for the annual work plan:

· stabilization of Atlas phase 1 and its growing budget 

· absence of an internal control framework

· absence of a clear, comprehensive framework of delegation of authority in a decentralized organization

such as UNDP

· lack of high-level analysis of the outcome of audits undertaken for nationally executed (NEX) projects

· lack of adequate follow-up mechanisms on implementation of NEX audit recommendations 

· inadequate audit coverage of offices and/or operations at the headquarters for the past several years

· financial crisis in the case of UNOPS

· absence of audit governance (MROC did not meet for two years, and there were no audit committees for UNOPS, UNIFEM and UNV.)
· no consistency among the regional audit centers in planning and conducting audits as well as in report writing and rating of country offices´ performance

· the negative perception of the United Nations as a whole that was brought about by the investigation of the oil-for-food programme

· the occurrence of massive disasters or events requiring extensive and immediate responses from the United Nations family, such as the mass killings in Darfur, the ongoing difficulties in Iraq, and the tsunami in South Asia 

· a recent resolution issued by the General Assembly requiring the United Nations and its funds and programmes to institute stronger oversight mechanisms and governance, including giving Member States access to internal audit reports

III. 
Objectives of risk-based annual audit planning, 2006

· Provide data to assess the risk level in each country office. (The country ranking will be used in determining the country offices to be covered by OAPR and in coordinating audit plans by the external auditors.)
· Provide a basis to determine the higher-risk areas within individual country offices to refine the emphasis of specific audits or identify the scope and focus of an audit exercise. 

· Determine trends in weak areas that should be addressed at the corporate level. 
· Provide feedback to country and regional directors on the adequacy and effectiveness of their existing internal controls systems, as well as share good business practices among country offices.
· Provide input to the long-term strategy for risk management of UNDP and create an easily updatable database for future risk assessment and management exercises. 
IV.
Proposed methodology


A. 
Risk identification involves speculating about the relevant threats and/or opportunities that could affect an auditable unit and its ability to achieve its business goals. These risk factors, categorized as quantitative and qualitative, are as follows:


Quantitative factors are measurable and objective. 

· Total programme delivery by country office  

· Total programme resources allocation

· Total office budget allocation

· Number of authorized personnel

· Number of projects 

· Number of purchase orders  

· Time elapsed since last OAPR audit 

· Time elapsed since last external audit

· Number of months of strategic reserve 

Qualitative factors are not quantifiable but have an influence on risks in the actual operations and in the management of resources. 

· Country offices in special development situations
· Significant changes in policies, systems and procedures 

· Last OAPR audit rating
· Results of recent investigations by OAPR
· Turnover at country office senior management level
· Results of NGO/NEX evaluations and outsourced direct execution (DEX) audits

· UNDP stakeholders’ concerns
B. 
Risk measurement considers information such as the probability of occurrence, severity of consequences, and timing or duration.  For OAPR to have a consistent basis of measuring the potential influence on the overall level of risk for each country office, a uniform 5-point scale measurement system is being adopted across UNDP. 
In all ratings (quantitative and qualitative), the following applies:

	1
	2
	3
	4
	5

	RISK

	Lowest
	Low
	Medium
	High
	Highest


The actual values for each quantifiable factor are scaled proportionately so that the country office with the highest value is given a rating of 5 and the country with the lowest value, a rating of 1. All countries are given ratings depending on their position in the range from 1 to 5. In defining the scale, the minimum and maximum value of all countries on the UNDP-wide level are to be considered. Ranges defined for each factor should be based on an analysis of UNDP global actual figures. 

C.
Risk prioritization is undertaken using the following weights:

	Risk factors
	Percentages

	Quantitative 
	

	1
	Total programme delivery by country office
	15%

	2
	Total programme resources allocation
	15%

	3
	Total office budget allocation
	15%

	4
	Number of authorized personnel
	10%

	5
	Number of projects
	10%

	6
	Number of purchase orders
	10%

	7
	Time elapsed since last OAPR audit 
	10%

	8
	Time elapsed since last external audit
	10%

	9
	Number of months of strategic reserve
	5%

	
	Total
	100%

	
	
	

	Qualitative
	

	1
	Country offices in special development situation
	20%

	2
	Significant changes in policies, systems and procedures
	15%

	3
	Results of recent investigations by OAPR
	15%

	4
	Last OAPR audit rating
	15%

	5
	Turnover at country office senior management level
	15%

	6
	Results of NGO/NEX evaluations and outsourced DEX audits
	10%

	7
	UNDP stakeholders’ concerns
	10%

	
	Total
	100%


The final rating is based on a combination of 60 per cent quantitative and 40 per cent qualitative ratings. The countries are ranked according to the overall scores. These results are to be used in identifying country offices to be audited and as a basis for reallocating audit resources for 2006 and for the years thereafter.

D.
Consultations with the respective regional bureaux have to be conducted to obtain the data needed for input into the model and to determine their overall perception of risks in the countries under their purview, as well to confirm the risk assessment carried out by OAPR. In the case of substantial differences in perception of risks, the risk assessment process will be revisited. For the 2006 planning period, the regional bureaux were requested to provide the risk rating for four qualitative factors, namely: (a) significant changes in policies, systems and procedures; (b) country offices in special development situations; (c) turnover at country office senior management level; and (d) UNDP stakeholders’ concerns.
E.
Consolidation of results of the risk assessments conducted by the regional audit services centre is done by the OAPR Directorate to obtain the risk ranking of all country offices at the corporate level. The overall scores are divided into four quartiles (see table below): (a) very high risk, (b) high risk, (c) medium risk, and (d) low risk, as the basis for determining the audit cycle and, consequently, the number of country offices to be audited for the year and included in the OAPR annual work plan. The results of the risk assessment and the countries identified for audit are shared with the regional bureaux.

	Level of risk
	Final risk scores

	Very high
	3.75 to 5.00

	High 
	2.50 to 3.74

	Medium
	1.25 to 2.49

	Low
	1.00 to 1.24


G.
Periodic reviews of the risk factors, scores, and the weighting system should be carried out annually as part of the OAPR audit planning process. The purpose of periodic reviews is to ensure that emerging issues and changing concerns about risks and opportunities are adequately and accurately captured and reflected in the annual work plan.

V.
Definition of proposed risk factors and scores
Quantitative risk factors
Please note that for the 2006 risk assessment exercise, the cut-off date was 30 September 2005.

A.
Total programme delivery by country office (in dollars)
Delivery amount is one of the key elements in assessing risk, especially in the case of country offices that support development services through the procurement of goods and services. The total programme delivery pertains to the total programme expenditure of the country office as of the agreed cut-off date. 
	Up to $1 million 
	1

	Between $1 m and $10 m
	2

	Between $10 m and $25 m
	3

	Between $25 m and $40 m
	4

	Above $40 million
	5


B.
Total programme resources allocation 
Total programme resources allocation pertains to the income accounted for by the country office for its programme operation as of the agreed cut-off date. 
	Up to $1 million
	1

	Between $1 m and $10 m
	2

	Between $10 m and $25 m
	3

	Between $25 m and $40 m
	4

	Above $40 million
	5


C.
Total office budget allocation

Total office budget corresponds to the budget figure approved by headquarters and reflected in Atlas as an agreed cut-off date coming from UNDP regular resources. 

	Up to $750,000 
	1

	Between $750,000 to $1,500,000
	2

	Between $1,500,000 to $2,250,000
	3

	Between $2,250,000 to $3,000,000
	4

	Above $3,000,000
	5


D.
Number of authorized personnel

This refers to the total number of approved posts in the office, comprising all international and local staff, as of an agreed cut-off date. 
	Fewer than 20 authorized personnel 
	1

	Between 20 and 40 authorized personnel
	2

	Between 40 and 60 authorized personnel
	3

	Between 60 and 80 authorized personnel
	4

	Over 80 authorized personnel
	5


E.
Number of projects

The number of projects is comprised of NEX, NGO, and DEX projects of the country office as of an agreed cut-off date. A large number of projects add complexity to the operations. The UNDP global average number of projects is 53. 
	Fewer than 20
	1

	Between 21 and 30
	2

	Between 31 and 50
	3

	Between 51 and 70
	4

	Over 70
	5


F.
Number of purchase orders

A large number of transactions on purchasing and acquisitions adds complexity to the operations and increases business risk. The UNDP global average number of purchase orders per country office per year is 1,209. 

	Up to 500 purchase orders 
	1

	Between 500 and 1,000 purchase orders
	2

	Between 1,000 and 1,500 purchase orders
	3

	Between 1,500 and 2,000 purchase orders
	4

	Above 2,000 purchase orders
	5


G.
Time elapsed since last OAPR audit

The last OAPR audit pertains to the audit period covered by the audit. 
	Last OAPR audit in year 2004 or later
	1

	Last OAPR audit in year 2003
	2

	Last OAPR audit in year 2002
	3

	Last OAPR audit in year 2001
	4

	Last OAPR audit in year 2000 or earlier/
no OAPR audit conducted 
	5


H. Time elapsed since last external audit

The last external audit pertains to the audit period covered by the Board of Auditors (BOA).  

	Last BOA audit in year 2004 or later
	1

	Last BOA audit in year 2002
	2

	Last BOA audit in year 2000
	3

	Last BOA audit in year 1998
	4

	Last BOA audit in year 1996 or earlier/
BOA audit never conducted
	5


I.
Number of months of strategic reserve

Country office strategic reserve should be of at least 1.3 years (a little over 15 months) in accordance with corporate guidelines. An amount of time less than 1.3 years indicates that there could be a sustainability issue, do operating costs exceeding the income of the country office. 
	Above 15 months 
	1

	Between 12 months and 15 months
	2

	Between 8 months and 11 months
	3

	Between 4 months and 7 months
	4

	Below 4 months 
	5


Qualitative risk factors
J.
Significant changes in policies, systems and procedures

This pertains to new UNDP policies that impact on country office operations and necessitate changes in procedures and staff instructions. This aspect is assessed by the regional bureaus.

	No change at all in the last 5 years
	1

	Change in the last 3 years
	2

	Change in the last 2 years with no substantial effect on country office operations
	3

	Change in the last 2 years affecting major country office operations
	4

	Change in current year affecting major country office operations 
	5


K.
Country offices in special development situation 
The organization, through the regional bureaux, periodically monitors and assesses the socio-economic and political situation in each country. For OAPR risk assessment purposes, special development situation (SDS) means a country is experiencing (a) natural disasters, (b) political crisis, (c) security issues, or (d) any particular event that hampers normal conduct of activities. Normally, when special events occur, countries in SDS are not prepared to absorb large influxes of money, and systems and procedures are not in place due to the lack of human and technical capacity, thereby increasing the risks and exposure to losses. This aspect is assessed by the regional bureaux.

	Countries conducting their operations normally
	1

	Countries with any one of the above SDS
	2

	Countries with a combination of any two of the above SDS
	3

	Countries with a combination of any three of the above SDS
	4

	Countries with more than three major SDS
	5


L.
Results of recent OAPR investigations
Investigations are normally associated with control breakdowns and deficiencies that allow individuals to profit from the organization. This portion should be done by all the staff of the Investigation Section, and the results (average) should be provided to the Regional Audit Services Centres for incorporation into their risk matrix.
	No cases reported in the last three years
	1

	Cases reported, but not substantiated during the last three years
	2

	Cases with low level of exposure reported and substantiated during the last three years 
	3

	Cases with medium level of exposure reported and substantiated during the last three years
	4

	Cases with high level of exposure reported and substantiated during the last three years
	5


M.
Last OAPR audit rating

Audit rating pertains to the overall audit opinion of the last audit undertaken by OAPR, which covered the 12 audit areas. 
	Satisfactory overall rating with 10 or more audit areas rated satisfactory
	1

	Satisfactory overall rating with fewer than 10 audit areas rated satisfactory
	2

	Partially satisfactory overall rating with 10 or more audit areas rated partially satisfactory
	3

	Partially satisfactory overall rating with fewer than 10 audit areas rated partially satisfactory
	4

	Deficient overall rating
	5


N.
Turnover at country office senior management level

This relates to changes in the following critical posts in the country office: Resident Representative, Deputy Resident Representative, and Assistant Resident Representative for Programme or Operations. This aspect is assessed by the regional bureaux.

	One change in the management position in the last two years
	1

	Two changes in the management position in the last two years
	2

	Three changes in the management position in the last two years
	3

	Four changes in the management position in the last two years
	4

	Five or more changes in the management position in the last two years
	5


O.
Results of NGO/NEX evaluations and outsourced DEX audits.
This pertains to the use of OAPR NGO/NEX evaluations performed annually and DEX project audits outsourced and managed by OAPR. 

	Satisfactory rating in all areas assessed/audited
	1

	Satisfactory rating in majority of the areas assessed/audited
	2

	Partially satisfactory rating in all areas assessed/audited
	3

	Partially satisfactory rating in majority of the areas assessed/audited
	4

	Deficient rating in all areas assessed
	5


P.
UNDP stakeholders’ concerns 
This pertains to the level of interest that UNDP stakeholders may have in any project because of its high profile in the international community, media, external environment, or even the host country. The risk of reputation to UNDP may arise due to the loss of human lives, operations in ‘pariah’ countries (e.g., North Korea, Somalia) or miscalibrated and mismanaged UNDP projects. This aspect is assessed by the regional bureaux.

	No interest at all 
	1

	Expressed level of interest is low
	2

	Expressed level of interest is medium
	3

	Expressed level of interest is high 
	4

	Expressed level of interest is very high 
	5


Annex 2.  Six-month action plan for strengthening oversight in UNDP focusing on internal audit and investigation (summary)
As a result of the report of the Independent Inquiry Committee on the Oil-for-Food Programme, issued in September 2005, and in response to the Administrator’s request for an immediate response and a proactive way of strengthening oversight mechanisms in UNDP, OAPR prepared a paper entitled ‘Six-Month Action Plan for Strengthening Oversight in UNDP Focusing on Internal Audit and Investigation’. The paper took into account the recommendations of Executive Board decision 2005/19 to carry out an in-depth review of the level of internal audit resources so as to align them with best practices.

The paper was set out in two major parts; one dealt with the strategic and/or corporate issues while the other focused on strengthening internal audit and investigation. The corporate decisions to be made in UNDP consist of (a) finalizing the establishment of the audit committee by revising the terms of reference, changing the name of the Management Review and Oversight Committee to the Audit Committee, and reconstituting its membership to include external (non-UNDP staff) members with relevant professional experience; (b) adopting a corporate UNDP risk management model to facilitate more formal and structured risk management on the part of business units; (c) establishing and implementing an accountability framework; and (d) strengthening the internal audit and investigation functions.

The paper emphasized that OAPR can only give value-added service to UNDP if it can render adequate audit and investigation services to its clientele, namely, country offices, headquarters units, and development projects. ‘Adequate’ services are defined as including an audit regime that is responsive to the unique nature of UNDP business needs and its associated risks, and an investigation service that can be called upon any time allegations of irregularities, potential fraud or misconduct are reported, detected or discovered. With the present staffing level, OAPR can neither satisfactorily meet a reasonable level of audit frequency per business unit nor audit all the areas identified after a risk assessment. On the investigation side, there has been an increase in cases where staffing resources had to be augmented, generally by hiring professional investigators.
To achieve a capacity reasonably commensurate with the business volume of UNDP and the implied risk exposure, OAPR proposed an increase in staffing resources, combined with a number of outsourcing models, which gives OAPR the flexibility to appropriately respond to workload fluctuations. The proposals included (a) strengthening the regional presence of OAPR by establishing full-fledged regional audit centres for the Arab States and the Europe and CIS regions, including increasing staffing in those centres; (b) strengthening the capacity of regional audit centres to undertake IT audits in the light of the Atlas environment; (c) increasing the capacity to perform audits of headquarters functions; (d) regionalizing the review and monitoring of NGO/NEX project audits to deliver more pertinent assessments of those audits and to support the offices in the regions more effectively; (e) strengthening the capacity of the investigations section in managing and administering the investigation hotline; (f) increasing the staffing capacity in the regions as well as at headquarters to provide advisory services that meet corporate needs in a more timely and effective manner; and (g) enhancing the managerial capacity of OAPR to attend to increasing demands for additional internal audits, management advisory services and investigations. 
The six-month action plan was presented to the senior management team. Some aspects of the proposal have already been approved, while others are being reviewed for the consideration of the Administrator.
Annex 3.
Significant Issues in Internal Audit Reports
	Issues identified in internal audit reports 
	Strategy for addressing issue 
	Time frame
	Indicator of progress/

completion

	2005 country office audit reports

	Financial resources

	Reconciliation of balances of local bank accounts was not done regularly and unreconciled items need to be investigated and cleared.


	Closer follow-up with banks for statements and prompt reconciliation of bank accounts. 
	2nd qtr 2006


	Completed bank reconciliations statements properly signed off by supervisor and number and amount of unreconciled items reduced to zero. 

	Local bank accounts were opened without approval by the Treasury and without recording them in the system. 


	Directive to be issued reminding offices that opening of bank accounts require Treasury approval pursuant to UNDP Financial Regulations and Rules

	3rd qtr 2006


	Directive issued and approval received before date account is opened.

	Staff members shared passwords among themselves with the knowledge of supervisors. 
	Directive to be issued for all staff to immediately discontinue and remind those who share their passwords of their accountability for the consequences if their passwords are misused.
	2nd qtr 2006
	Directive issued. .

	Large cash advances (for hotel accommodations, conference facilities usually payable to companies) given to staff, project personnel and consultants for payments of programme implementation activities.
	Cash advances should be minimized. Checks, direct bank transfers or banker’s checks should be used for paying these expenditures. 
	Implemented

Dec 2005


	Cash advances eliminated or reduced to minimum levels.

	Salary advances to local staff not adequately justified or the justification does not meet criteria.
	Discontinue the practice and strictly enforce relevant provisions in the personnel and financial manual.
	2nd qtr 2006


	Reduced balances and number of salary advances.

	Office lacks strategic financial plan encompassing extra-budgetary resources and reserves, resource mobilization, cost reductions, and cost-recovery strategies.
	Develop a strategic financial plan that takes into consideration project delivery and execution, budget management, and cash flows 
	2nd qtr 2006


	Strategic financial plan prepared.

	At year end, checks were issued before actual delivery and remained outstanding for months, awaiting authorization from programme unit for their release to beneficiaries. 
	Discontinue practice of committing year-end funds. Cancel checks outstanding over 90 days from date of issue.
	2nd qtr 2006
	No checks remain unissued over 90 days. 


	Development services

	Project documents (prodocs) need improvement at design stage, to include management of implementation, clear roles of parties involved, substantive intervention needed for NEX projects and sufficient evidence of rigorous analytical approval process. 
	Project documents to be reviewed by the PAC and meetings and deliberations documented. Post-implementation review of prodocs to assess chart and terms of references, capacity-building components, final evaluation arrangements, development content, good practices, and exit strategy. 
	Ongoing

	More comprehensive prodocs prepared. Evidence of review documented.



	Projects developed based on demand and not linked to the strategic framework. Prodocs not well prepared. Project monitoring revealed weaknesses.


	An outcome-based work plan to be prepared and all the projects to be designed with conscious strategic linkages to those outcomes
Prodocs to contain a logical framework linking the inputs, activities, outputs, and outcomes.
	2nd qtr 2006
	Logical framework in prodocs; projects aligned with SRF outcomes and UNDAF/ CPAP/AWP format.

	Project monitoring not consistent. Very few external evaluations of projects and no funds allocated for evaluation activities.
	Design a project monitoring system, including periodic reporting. Include assessment of monitoring responsibilities as part of the RCA of programme staff.
	Implemented
Jan 2006
	Monitoring and evaluation strategy finalized.

	Procurement responsibility assigned to personnel with no delegated procurement authority or proper training in managing and amending contracts.


	Procurement authority to be delegated to designated personnel after they had been properly trained and have required systems and tools in place. Procurement authority to be granted only at the level designated by the resident representative and within the limits for which the delegation has been issued. 
	Implemented Dec 2005
	Written delegation of authority. procurement training.

	General administration
	
	
	

	No accurate and complete inventory records are maintained. No reconciliation is done between physical count and inventory list sent to headquarters.


	Conduct physical inventory and reconcile results with records.
	2nd qtr 2006
	Periodic physical inventory done. Update inventory register. Mandatory annual inventory taken.


	Human resources administration
	
	
	

	Consultants hired without going through a competitive selection process, and the selection process not documented. 


	Develop a centralized electronic roster for more transparent and simplified selection process.
	2nd qtr 2006
	Roster developed. Selection process documented.

	Corporate issues in 2005 country office audit reports

	Atlas implementation

	The bank reconciliation functionality in Atlas did not keep track of transactions shown in the bank statements and not recorded in the Atlas.
	Expedite finalization of the bank reconciliation function in Atlas.
	Implemented

Sept 2005


	Bank-to-book reconciliation reports available and reviewed. 

	No adequate tools to enable senior management to manage the access rights. The queries available in Atlas provide incomplete and inaccurate information about the access rights (profiles and roles) that are assigned in a given business unit.


	Improve Atlas reports on users’ access rights and allow, at any time, the accurate and complete identification of who has access to what in a given unit.


	Implemented

August 2005


	Global Atlas user security management system (Argus) allows users to generate report on user profiles in their respective business unit. 

	Managers may not know full implications of the choices they make by checking the boxes on the form when granting access or modifying the access rights of a given user.
	Issue guidelines and/or explanatory notes on Atlas roles (in plain language) to accompany the ‘Atlas access request form’.

	Implemented

May 2005


	Internal control framework guidelines on access rights issued.

	Limited analytical reports available in Atlas to allow managers, programme officers, and assistant resident representatives to extract data in a manner that meets their daily needs.

	Offer users access to accurate analytical reports with extraction criteria that they can customize and change on ad hoc basis. 


	Implemented

Sept 2005
	Queries allowed users to select specific period and operating unit to generate required reports through the Atlas data quality dashboard.

	Procurement
	
	
	

	Procurement processes for projects funded by other donors not reviewed by the UNDP procurement committees, as country offices interpret the ‘no objection’ clause in the loan agreement to mean that it is not mandatory to submit contracts for review by such committees.
	Further clarification to be issued by headquarters to ensure all contracts are reviewed by UNDP procurement committees before “no objection” from other donor is obtained. 


	2nd qtr 2006 
	Procurement for projects funded by other donors reviewed by CAP/ACP. 



	Extension of delegated procurement authority granted even when the country office did not comply with the required procurement audit within the stipulated period.


	Comprehensive review of request by country offices to be made prior to increases or extended delegation of procurement authority.
	2nd qtr 2006
	Increased or extended delegation approved only after procurement audit.

	Procurement audits done to determine compliance with UNDP and other donors’ procurement regulations are not in accordance with the single audit principle of UNDP.
	Revisit the procurement audit exercise, taking into account risk of exposing UNDP to unnecessary reviews by third parties. 


	2nd qtr 2006
	Current procurement audit practice reviewed.

	Headquarters audits

	The decision-making bodies involved in the Atlas project were dominated by senior managers with a programming background, which may not have facilitated the effective participation of the ERP solutions stakeholders at the strategy level.
	Reconsider UNDP governance mechanism and management structure to better support the ‘wave 2’ process by broadening its constituency at a strategy and direction level.
	Implemented

Feb 2005
	Governance mechanism revised and approved. ICT Board reconstituted.

	Insufficient training for staff resulted in sub-optimal operational capacity and delays and errors in processing transactions as evidenced by the data quality problems that hampered the year-end closing.
	A better plan dealing with the change management, training, and knowledge transfer challenges that accompany an ERP solution in wave 2.
	Ongoing
	Training programme in place. Increased number of staff trained.

	Transfer changes were put into production without prior and adequate testing in a pilot environment. This did not ensure conditions for a smooth transition to ‘Go Live’.
	Testing in wave 2 to take place in a readily available and stable test environment.
	Ongoing
	Phased approach for Atlas wave 2. Testing procedures in place.

	The number of users requiring access to the system increased, causing a flux of security IDs to be built and workflow rules to be attached. Due to the 2-week timeframe for the security IDs to be built from headquarters, some country office users are sharing PeopleSoft IDs in the interim. 
	Complete pilot testing of the Global Security Management System, by building additional logic to prevent combining of key job functions that can compromise security and adding functionality to the quality assurance dashboard.
	Implemented

Aug 2005
	New Atlas security management system rolled out.

	No reporting strategy and reporting tools in place. Due to lack of reporting as well as training on query, the individual agencies at headquarters and country offices are dependent upon existing queries in production. 
	Conduct inventory review of reports/queries in production and assess the reports’ purposes, attributes, and users. Evaluate if these reports meet the overall requirement for their users and whether they are standard enough to be used by other country offices.
	2nd qtr 2006
	Atlas user reporting guide published. Inventory review of reports and queries in production finished and pool of existing queries/reports streamlined. 

	There are three primary methods for processing payments among agencies involved: electronic funds transfer, manual checks using a checkbook, and a combination of Atlas and the check printing utility software. 
	Revisit the entire disbursement process of the agencies, taking into account the technology within each country office, the skills set and number of resources within each country office, and the business requirements for disbursements at the country office level, how disbursements are being handled today, exceptions required for processing, and the banking requirements/limitations that the country offices are dealing with on an on-going basis.
	4th qtr 2006
	Disbursement process reviewed as part of the revenue management initiative (part of the wave 2 activities).

	The country offices each have approximately two to five bank accounts. The bank reconciliation process is being managed by headquarters. This includes a large customization, which generates a report based on information pulled from multiple modules.
	Address the factors that contribute to the bank reconciliation problems by implementing a monthly “soft close” schedule, revisiting each country office requirement for an external disbursement system, and verifying the general ledger accounts and the external bank accounts.


	4th qtr 2006
	Streamlined bank reconciliation process and monthly soft closure.

	Review of logs in the most critical area of the network infrastructure, specifically the network components and the firewalls, is being performed on an individual basis and not as part of a coordinated or correlated effort deployed by the organization as a whole. 
	Recommendations for log monitoring and analysis to be reviewed. Intrusion Detections systems to be deployed throughout the infrastructure to provide better visibility into malicious network traffic behavior.
	4th qtr 2006
	Structured logging and review of network activity.

	The administration of application access controls contains several gaps which could lead to users being given access to sensitive application and data they should have no access to, making the organization more susceptible to fraud. 
	Access control on an enterprise basis employing Identity Management solutions to be developed. Ensure no ‘back-door’ ways exist to access critical data, especially in applications such as Atlas.   
	4th qtr 2006
	Enterprise-based application access controls in place.

	Lack of a comprehensive physical security programme and lack of a business continuity programme that allows for provisions for facilities that become incapacitated or temporarily unavailable.
	Define a comprehensive physical security programme that includes measures such as disaster recovery capability and business continuity planning.
	4th qtr 2006
	Physical security programme in place.

	2004 Country office audits

	Development services

	There was no consistency in the way project monitoring was done. 
	A more aggressive project monitoring will be undertaken.


	Implemented

June 2005


	Project monitoring system installed.

	Projects that had been operationally closed for more than 12 months were not financially closed.

	All operationally closed projects to be financially closed and final revisions to be duly signed during the first 6 months of 2005.
	Implemented

June 2005


	Financial report on closed projects issued.

	All projects should be subject to review by the Programme Advisory Committee and the review documented before signature by the resident representative.
	Country office to establish an internal controls checklist to be attached to project documents and completed before signature by resident representative
	Implemented

December 2004
	PAC approval reflected on the project document.



	Country office should institute processes to assess gender issues and factor these into project/programme design.


	A list of all projects to be prepared regarding existing instances of gender issues and concrete opportunities for improvement. Project officers to negotiate changes to the project documents with respective counterparts.
	Implemented

Sept 2005


	Gender advisor added to the programme team. Increased number of gender issues reflected in project documents.

	Country office should ensure that audit requirements, especially timeliness, are discussed during project formulation, and reassure the same when projects are selected for the audit. Also, the country office should be more proactive and in permanent contact with the auditors and the executing agency on the audit status so that reports are submitted to OAPR by the 30 April deadline.
	Country office to follow up on the national execution audit and explain that it is imperative that the audits must be done and submitted by the established deadline.
	Ongoing
	Increased number of audit reports submitted within national execution audit requirements and within deadline.

	Procurement 

	Procurement process needs to be strengthened to avoid deviations from rules and procedures, such as post facto approvals and awarding amendments for processes already completed.

Not seeking timely approval of Advisory Approval Committee (ACP) for purchases greater than delegated authority.
	These cases were exceptions to the norm and occurred in response to urgency in executing the project. Country office to ensure that deviations from rules and procedures are avoided.
	Implemented

31 Dec 2005


	Reduced number of these deviations and if they do occur, these are properly documented.

	There is a need for an accurate and timely recording, tracking and maintenance system of country office assets.
	Atlas will be used to monitor inventory of items movement and disposal.
	Implemented

Mar 2005
	Monitoring and tracking system in place. 

	For operationally-completed projects, country office should ensure that non-expendable properties are disposed of without delay and in accordance with Section 6.4.5.3 of the Programming Manual.
	Disposal procedures to be performed and completed.
	Implemented

December 2004
	Non-expendable properties properly disposed of.

	Financial resources
	
	
	

	Country office should ensure that all requests for payments are adequately justified and supported prior to processing payments.
	Invoices for advances to be requested.
	Implemented

Mar 2005


	Supporting documentation completed for each payment.

	The office assisted in the opening and maintaining of four project bank accounts. Payment transactions on all four bank accounts are authorized by joint signatures of UNDP bank signatories. All four accounts were opened without Treasury authorization. These accounts should be closed.
	All four accounts to been closed.
	Implemented

June 2004
	Written authorization for the opening of bank accounts.

	Payments for SSA contracts were sometimes being processed without any certification that the contract holder had satisfactorily performed the services stipulated in the contract document. 
	Send reminder to staff regarding this requirement.
	Implemented

December 2004
	All SSA contracts are fully supported.

	Country level programme
	
	
	

	For the CCA/UNDAF process, the country office should include corresponding government counterparts early in the process to insure more cohesion and possibility for cooperative efforts.


	The senior management team will apply this recommendation during the next CCA/UNDAF exercise.
	Implemented

Dec 2005


	All documents prepared in accordance with UNDG and UNDP procedures and review processes are in place.

	The strategic results framework to be reviewed collectively, led by senior management. Care should be taken to assess the realistic nature of current or new outcomes in particular and relevant targets given the pace of progress and the overall political situation in the country; outputs and links to other partners need to be better articulated. 
	The SMT will apply this recommendation during the next SRF exercise.
	Implemented

Apr 2005


	A more strategic SRF.

	Although some adjustment to the SRF has been undertaken, there has not been a major strategic review of inputs. Additional restructuring of the SRF outcomes / outputs needs to be done based on the strategic orientation of the country office and the UNDP overarching goal as stated in the SRF/ROAR manual.
	The 2004 SRF has been reduced to 11 outcomes, indicating the effort to direct UNDP actions more strategically, taking into account country priorities as well as UNDP practice areas.
	Implemented

December 2004
	A more strategic SRF.

	2003 country office audits  

	There was a need to support systematic United Nations positioning, advocacy and programming in gender as well as monitoring of progress to pursue gender equality through the implementation of UNDAF and United Nations programmes and CCFs.
	Resident Coordinator to take early action on the pending Strategic Results Framework output, common United Nations system approach on gender achieved through reactivation of gender theme group. 
	Implemented

May 2004
	Gender focal person appointed by each agency. gender working group established and TOR developed. 

	Clarification is required regarding customs exemption.
	More active follow-up to clarify SBAA provisions regarding customs exemption and negotiate an extension of the Government exemption to United Nations national staff from national service. 
	Implemented

May 2004
	Final letter received from Ministry of Finance.

	The subcontractors named in the project documents were not supported with any documented evidence of prior competitive bidding process. Apparently, these were used in the past based on recommendation by the donor. 
	Transparent and competitive procurement process to be followed, even in cases where the office must refuse a donor's request to use a particular subcontractor. 
	Implemented

April 2003


	Procurement procedures strictly observed.

	Supporting documentation for ROAR verification was not readily available or non-existent. 
	Systematically collect documents on key outputs produced and compose brief notes on file and keep minutes from both internal meetings and important discussions or activities with external partners. 
	Implemented

June 2004
	Key documents shared with interested par- ties. New SRF elaborated in June 2004 as part of MYFF 2004-2007 activities. 

	The committing and verifying officers did not sufficiently verify the documentation submitted for procurement transactions.


	Monitor procurement to ensure that purchases to the same vendor are duly authorized. 
	Implemented

Jan 2003
	Potential contractors being assessed. Commitment based on full documentation of decision and ACP recom-mendations. 


Annex 4.
UNDP Involvement in Oil-for-Food Programme Inquiry 
Presented below is the result of OAPR’s detailed analysis of the Report on the United Nations Oil-for-Food Programme issued by the Independent Inquiry Commission:  

	Reference
(to detailed analysis sheet)
  
	UNDP involvement specifically mentioned in negative context
	UNDP involvement specifically mentioned in positive context
	UNDP involvement not specifically mentioned 

(only reference to agencies was given).

	1
	The United Nations Secretariat, including its oversight bodies, did little to ensure that the actual expenditures reported by the Agencies were proper and related to the Oil-for-Food Programme
	-
	-



	2
	PSC paid was not commensurate with the indirect administrative costs related to resolution 986
	-
	-

	3
	Funding for Agencies headquarters staff from ESD account
	-
	-

	4
	Excessive payment under resolution 1472 and 1476
	-
	-

	5
	Substantial fee paid in excess of direct cost for the work performed under resolution 1483
	-
	-

	6
	Payment of programme support cost from ESC account decreasing the funds available in ESC account for humanitarian relief work in Northern Iraq
	-
	-

	7
	Delay in the timings of internal audit
	-
	-

	8
	Lack of sufficient technical staff
	-
	-

	9
	Manipulation by the Government of Iraq and local authorities in Northern governorates.
	-
	-

	10
	Allegation of corruption in UNDP
	-
	-

	11
	Poor investigation of complaints in UNDP
	-
	-

	12
	UNDP efforts in the electricity sector
	-
	-

	13
	Weaknesses in control and oversight contributing to an environment conducive to corruption 
	-
	-

	14
	Purchase of car by Kojo Annan and false pretence to obtain assistance from a UNDP officer to import the car into Ghana
	-
	-

	15
	-
	Audit scope coverage of internal audits by Agencies
	-

	16
	-
	Planning and scope of internal audits
	-

	17
	-
	Negative consequences for managers who failed to take action regarding implementation of audit recommendations
	-

	18
	-
	Non-remittance of interest earned by certain United Nations Agencies
	-

	19
	
	
	None of the Agencies had mechanisms for funding audits of special, extra budgetary efforts such as the Programme

	20
	
	
	Internal audit findings and recommendations in audit reports of Agencies

	21
	
	
	Inadequate composition of audit committees of Agencies

	22
	
	
	Lack of oversight coordination between Agencies

	23
	
	
	External audits of the Agencies provided limited assurance regarding Programme’s financial activities and its control environment

	24
	
	
	Lack of Inter-Agency Coordination

	25
	
	
	Agencies failed to take advantage of substantial funding available to the Programme

	26
	
	
	Agencies lacking experience in the implementation of actual infrastructure projects

	27
	
	
	Committee described audit efforts of Agencies as too little, too late and with too few resources


Annex 5.
(a)
Country office audits conducted in 2005
	Regions
	Countries

	Africa
	Burkina Faso, Cape Verde, Democratic Republic of Congo, Ethiopia, Gabon, Ivory Coast, Liberia, Madagascar, South Africa, Tanzania, and Zambia

	Arab States
	Djibouti and the United Arab Emirates

	Asia and the Pacific
	Bhutan, Indonesia, Nepal, the Philippines and Samoa

	Europe and the CIS
	Bratislava, Latvia, Romania, Russia and Ukraine

	Latin America and the Caribbean
	Argentina, Bolivia, Brazil, Chile Costa Rica, Ecuador, Guatemala, Guyana, Honduras, Nicaragua, Panama SURF,Peru, Trinidad and Tobago and Venezuela 


(b)
Country office audit reports issued in 2005

	Regions
	Countries

	Africa
	Burundi, Cameroon, the Democratiac Republic of the Congo, Ethiopia (2), Gabon, Ghana, Liberia, Malawi, Mauritania, Nigeria and South Africa (3)

	Arab States
	Iraq, the Programme of Assistance to the Palestinian People, Somalia

	Asia and the Pacific
	Afghanistan, Bhutan, Indonesia, Malaysia, Myanmar, the Philippines, Samoa

	Europe and the Commonwealth of States
	Ukraine

	Latin America and the Caribbean
	Caribbean SURF, Colombia, Costa Rica, the Dominican Republic, El Salvador, Guatemala, Honduras, Jamaica, Nicaragua, Peru, Trinidad and Tobago, and Venezuela


Annex 6.
Audit terms and definitions

(a) Types of audit
	Type
	Definition 

	Full scope
	When the audit covers all the programme, operational, and administrative areas of the country office, namely: (i) country programme level, (ii) management, (iii) knowledge-sharing, (iv) partnership and resource mobilization, (v) support to United Nations coordination, (vi) advocacy services, (vii) human resources administration, (viii) procurement, inventory and office premises, (ix) financial resources, (x) general administration, and (xi) information systems and communications.

	Limited scope
	When the audit covers only some of the programme, operational, and administrative areas of the country office.

	Special audit
	When the audit is focused on other aspects, such as allegations or fraudulent transactions, or other areas as requested by the audit client, or a follow-up review of audit recommendations. 


(b) Audit ratings

	Rating 
	Definition 

	Satisfactory 
	In general, controls were in place to ensure that operations were economic, efficient and effective; and that activities were conducted with due regard for UNDP values. Any weaknesses identified were not significant enough to compromise the overall performance and control environment. The range of corrective actions required by management is moderate. 

	Partially 

satisfactory
	The majority of key controls were applied. However, some significant control weaknesses were identified. Timely corrective action by management would be required to correct these weaknesses. 

	Deficient 
	Control weaknesses identified were widespread or were significant enough to have a negative impact on performance. Management needs to take immediate corrective action to improve the control environment.


(c) Prioritization of recommendations

	Category
	Definition

	High
	Action is considered imperative to ensure that UNDP is not exposed to high risks (i.e., failure to take action could result in major consequences for the organization).

	Medium
	Action is considered necessary to avoid exposure to significant risks (i.e., failure to take action could result in significant consequences).

	Low
	Action is considered desirable and should result in enhanced control or better value for money.


(d) Categories of causes

	Category
	Definition

	Compliance
	Caused by failure to comply with prescribed UNDP regulations, rules and procedures.

	Guidelines 
	Caused by absence of written guidelines or procedures to guide staff in the performance of their functions.

	Guidance
	Caused by inadequate or lack of supervision by supervisors or managers.

	Human error
	Caused by human error or mistakes committed by staff entrusted to perform assigned functions.

	Resources
	Caused by lack of or inadequate resources (funds, skills, staff, and time) to carry out an activity or function.


(e) NGO/NEX audit areas

	Audit area
	Definition

	Financial monitoring and reporting
	Compliance with UNDP procedures for all payments; accuracy of journals, ledgers and financial reports, etc.

	Progress and rate of delivery
	Project activities, as well as monitoring and evaluation, were undertaken on schedule and according to work plan, including timeliness of support services provided by UNDP; in case of implementation delays, there were valid causes for those delays.

	Procurement of goods and/or services
	Goods and services were procured based on the ‘value for money’ principle and in accordance with UNDP procurement procedures.

	Human resources selection and administration
	Project inputs in the area of human resource management were managed in accordance with the provision of the project document; personnel, including consultants, were selected following a competitive and transparent process and in accordance with UNDP procedures for the management of human resources.

	Management and use of equipment/Inventory
	A detailed inventory of non-expendable equipment was maintained and physical verification was carried out; project equipment was used only for the intended purposes; transfer of equipment was effected and documented.

	Recordkeeping systems and controls
	Project documents, budget revisions, reports, payment vouchers with their supporting documentation were maintained.

	Management structure
	Staffing was adequate, qualified and competent for the duties and responsibilities; there was segregation of duties and proper training of staff.


(f)  NGO/NEX audit opinions

	Opinion
	Definition

	Unqualified opinion
	An unqualified opinion should be expressed when the auditor concludes that the financial statements give a true and fair view or are presented fairly, in all material respects, in accordance with the applicable financial reporting framework. 

	Qualified opinion
	A qualified opinion should be expressed when the auditor concludes that an unqualified opinion cannot be expressed but that the effect of any disagreement with management or limitation on scope is not so material and pervasive as to require an adverse opinion or a disclaimer of opinion. A qualified opinion should be expressed as being ‘except for’ the effects of the matter to which the qualification relates. 

	Disclaimer of opinion
	A disclaimer of opinion should be expressed when the possible effect of a limitation on scope is so material and pervasive that the auditor has not been able to obtain sufficient appropriate audit evidence and accordingly is unable to express an opinion on the financial statements.

	Adverse
	An adverse opinion should be expressed when the effect of a disagreement is so material and pervasive to the financial statements that the auditor concludes that a qualification of the report is not adequate to disclose the misleading or incomplete nature of the financial statements.


Annex 7.
Significant issues in NGO/NEX audit reports

	Issues identified in the project audit reports
	Strategy for addressing issue 
	Time frame
	Indicator of progress / completion

	Financial management

	Discrepancies between the CDR and the project financial reports
	Programme management will follow up on the new financial system and ensure implementation within the programme framework. Continuous training of the staff dealing with finances.
	Continuous
	No discrepancies between CDRs and financial reports.

	Underutilization of budget lines 
	Special follow-up actions have been conducted (monitoring visits) with key counterparts and decision-makers to ensure that the project objectives are met.
	Ongoing
	Budget utilized as planned; most of the project objectives are met.

	Project progress and rate of delivery

	Inconsistencies between annual work plan and annual report; annual work plan not adequately approved by parties involved
	To avoid any significant deviations in expenditures from the work-plan, all deviations must be analyzed in planning and work plans are adjusted accordingly. Programme management to be strengthened on the control and monitoring of the work plan and obtain all approvals.
	Ongoing
	No inconsistencies between the annual work plan and the annual report. Work plan properly approved by management.

	Low rate of project execution
	More detailed and improved planning has been done by project management to improve the project delivery for the next year.
	Ongoing
	Improvement in the rate of execution.

	Procurement of goods and/or services

	Weaknesses in the procurement practices
	Project management was instructed to duly address procurement process in line with effective rules and regulations. 
	Implemented
	Compliance with the procurement process. 

	Human resources selection and administration

	No compliance with the procedures established for the contracting of national consultants
	Project management will ensure that the proper recruitment procedures are followed at all times. 
	Ongoing
	Proper recruitment procedures are followed. 

	High staff turnover and vacant positions not filled during the year
	A more aggressive recruitment process will be put in place. 
	Ongoing
	Positions filled and low staff turnover.

	Management and use of equipment / Inventory

	Physical verification of non-expendable equipment was not documented and non-expendable equipment listing was not properly updated and reconciled to the accounting record
	Project inventory is now under custody of new coordinating unit. Update of inventory records started in 2004 and still in process. The coordinating unit of the project is taking actions to recover or restore missing goods.
	Continuous
	Inventory carried out and reconciled with the accounting record.

	Recordkeeping systems and controls

	Bank reconciliation not prepared 
	Project management will ensure that monthly reconciliations are performed and adjustments are made when applicable.
	Continuous
	Bank reconciliations prepared properly and properly documented.

	Inadequate record keeping systems and incomplete supporting documentation
	The documentation has been properly put in place and the files have been completed.
	Implemented
	All expenses are documented, and documentation is available and properly filed.

	Management structure

	Lack of awareness of NEX guidelines by project authorities
	The UNDP Programme Manual to be closely observed in all activities and programme training will be provided.
	Continuous
	Project authorities know, understand and observe NEX guidelines.

	Inadequate monitoring and evaluation and inadequate accounting system
	An adequate accounting system is being implemented.
	Implemented
	The accounting system allows monitoring and evaluating the project activities.


NOTE: As part of the new OAPR strategy, follow-up action plans must be submitted to the local auditors for review and certification so as to obtain adequate assurance that audit observations and recommendations are implemented by project management.

 Annex 8.
Investigation statistics

(a)  Sources of cases

	How reported: 
	No.:

	Hotline (operational since May 2005)
	34 (31%)

	Resident Representative – Country office
	17 (16%)

	Headquarters office
	15 (14%)

	UN – OIOS
	14 (13%)

	Management audit
	10 ( 9%)

	Staff 
	9   ( 8%)

	United Nations, United Nations agency
	5   ( 5%)

	External
	4   ( 4%)

	Total:
	108


(b) Classification of cases

	Type of case: 
	Complaints received in 2005
	No. of completed cases in 2005

	Procurement Irregularities (no competitive process, errors in the procurement process, disputes with suppliers)
	20 
(19%)
	10

	Inappropriate conduct of staff (breaking of local laws, misconduct not involving misappropriation of funds, breaches of UN code of conduct)
	20 
(19%)
	8

	Treatment of personnel (recruiting, termination, contracts, abuse of authority)
	19 
(18%)
	12

	Theft
	18 
(17%)
	10

	Fraud / Forgery
	12 
(11%)
	7

	Inappropriate use of funds / property (mismanagement of resources, failing to comply with United Nations financial rules)
	10 
( 9%)
	2

	Bribery / Corruption
	7
( 6%)
	3

	Assault (including verbal assault and threats)
	1 
( 1%)
	2

	Conflict of Interest
	1 
( 1%)
	1

	Total:
	108
	55


(c) Closure of Cases
	Result category
	Number

	Investigation report submitted to OLPS, misconduct allegation
	7

	Investigated, not substantiated
	28

	Investigated, perpetrator not identified or not a UNDP staff member
	7

	Referred to OHR as an HR matter
	6

	Referred to OLPS (contractual, HR matters)
	5

	Referred to UN-OIOS
	2

	Total
	55


_______________
� Available from the Office of Audit and Performance Review
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